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gy MR RUE | RIS s (e 35 v DORIH R i SR 3E 1 738 2446 2
) o B FTRE S SEU I N R Y. IR%s
s B F R GRS T RS

EE2NAE N FFL R | A P 2l 2 21 X 4 44 1 L 5 3% 0 1 3R £ 7 ARG

(T RE SR AT 42 B A 5 HE 2 305 Sl e O B 2 1) HEL 1B
TEIGE) o PR f R sl (5 1] P i e e 36wl LG T
TeHE, DMEE R 2%

B o BEL 1B D77 1) DX 28 4 #1 AL 2 65 i DL T
Sh. TR T %lﬂ%i}f{ﬁ%ﬂﬂlﬂﬁkﬁﬁ

ISR 1) o 4 A B 5 11 R 2% 0 2
s

5 SR 3 B
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FEOLIX LAY

PN ST

[N ES

8L FH A e R

AU B A T 0 (R S AR E R B IS A PO . 91
mn, FERAEREGE . ARSI, SAEIE
bt 1 RIS TR R - 5, BRRS B DS
T RICE e T, fo (SO B LR A ] 7™ M
Mo

Sql #EA SRR P A | ARSI — A WA AR EOR, e, Bl R SQL A il

AFIN IFE BT R, DU AEHs e 12 M el (&
Yo PE o IX AR R AT 1A e i B P i A
i
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G

B 1R 28 50 8 28 4 FERNEE 7 J2 D8 dee Sk

5 fn] b W] DA 2 PR AT A2
 Prisma Access (Managed by Strata Cloud O &SRB O T aE 288 o
Manager) BB 4V AT IR

« Prisma Access (Managed by Panorama)

« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
+ VM-SERIES

» CN-Series

SENEPEMIBY 1L 2% 5608 K 2808 4 ZRES 7 R, DL M e —Se il

O THRE i HTHY PAN-OS BAFRCR TN A RCA, DA RIS A 50T 2 42 50T, T S0 201 7
FIER AT ST

O JaH DNS %4 ( (GEEBEMBF DNS 22T TVF A E) ) KX % & DNS i RS T
Sinkhole, Palo Alto Networks 137 B (8] B AR B iE SR8 F R %1 DNS 284 2R Rl B i %
E

ooooooooooooooooooooo

" sinkhole disable
"sinkhole disable
sinkhole disable
sinkhole disable
"sinkhale disable
"sinkhale disable

r
sinkhole disable

o T HEEEMERE, BN E

o NTOREE R, KT AR sinkhole,

o P THEURARIER, CRar S APETISR Y AR, B SR PR R AR,
WA R AEREE S, ES 5 ESCE Internet 9 OC P [AFE AL A 1,

e
o ZZD%‘J”*»T]‘)@QTH?QE’JH%@?HJJ%?F, B WIS o R ZE L 22 2] (I As) , DASEASBH
gk C2 FE R B o RS W15 1 BE BRI ERE AR I alert (CE4R) |, B (EAIIEIAH
IS 1 2 i s A= 58 2 i El/u ; {HJ&, Palo Alto Networks ZL_LXHF)T%/VHT*H*F”TK{’F&E% Reset-
Both (H[& %) . XS EIFVERCHYEHE (10 & 7 s AR 55 85 & 3% RST, A vh Wi £2 3¢ 4=
B H 2% H
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https://docs.paloaltonetworks.com/best-practices/10-2/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/create-best-practice-security-profiles.html

= 2B 3

O E R K T 2 RIS T RORERE 44

©) DN RuAIE J s st 2k g 1 5 M, texfefiepa ) 1P i R 51 5
U5 Jc e B DNS s, iext T3 11 TES/HTTP s 3 g

o [idiE DNS fRUBEEXF 52,

fEA DNS VI, Bl KBS AR AT DNS 185 3R H2% (¢ LWL ) 1P bk ag s, DU i i i
Fr¥ker) DNS 2.

o RIS
W PR IR DNS 35 R R e o skisy, JH A A HTTP 8¢ TLS 53R 1930 2%
Lol R . B GRS 2B, 5SS E DNS fCEE, 7 C DNS fUFE, 24 DNS 4k

fErCiE by DNS R S5 & 60 B KA sl [l AR 1P Hik - OFSJ- B ) B I R 5%
di) R B — DNS 15K, A fiUs RS 44

Anti-Spyware Profile (O]

Name | Evasion Protection

Description

Signature Policies Signature Exceptions DNS Policies DNS Exceptions

-:fj;n_ evasion 2/10344 )= X
IP ADDRESS PACKET
ENAB...| ID THREAT NAME EXEMPTIONS | POLICY CATEGORY SEVERITY ACTION CAPTURE
149...  Suspicious TLS Evasion Found spyware informational default (allow)  disable
149...  Suspicious HTTP Evasion Found spyware informational default (allow) disable

Show all signatures () PDF/CSV Page 1 of1 "\ Displaying 1 - 2/ 2 threats

“ Cancel
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O XF 13217 Prisma Access 13 % o541 N DNS k45 es I M 4%, 155 DNS SRS A Ny
i Jf] Palo Alto Networks Sinkhole IP #bhil (72.5.65.111), i 4~&2kiAH Sinkhole FQDN
(sinkhole.paloaltonetworks.com),

57 1A S B £ T 1 S 1 T 9 DNS sinkhole {557 &k 5% AE % Oy it 6 1k i) DNS 2 iy ma i, 8
sinkhole #{EACIE Y25 17 ERY sinkhole R 5528 AHVEAC, M #E BRI <2 BEHe ) EbL, (5
#LINHY sinkhole FQDN If, [ k1542 CNAME 10 3% (F i B & 52 25 % s LU P 5 DNS IR
% es ¥ T CNAME id3%, AT AT LA S FEbric W& F s 2 IE 1 sinkhole AR 45 28 1 3% &0
f5. HJE, MK G- fEiatT Prisma Access. AbT-%H A DNS IR45 28y M gg e ol 3 (il
HILAR K CNAME (g A e B8k TH, W4E3F DNS &R, Ml F3%
o JBC Pl 70 BT 45 D EE B I B 1 S VRIS AN e

O X TIRS RS, BE2 2 I DA VA AR 55 28 L BEHEM R RE Iy, B8R T H R
FP bR U s 1 5 0 5% 2 T O PSRL, B, N7 i G Rs i B - BRI 45 28 A A SMTP
1S, ¥ Application (REHIFEF) & A smtp 44 Service (IR%) % iE A application-
default (SRR F-2N) o SR SS e AN 0l H — 30 o b 11 (5040, an Sy SMTP ik 5%
e AN (S i 11 587, [WIl) SMTP IR T 45 % 0E X 25 FI 587 Mukritin 1) |, AN &
F59 11 587 WU A& RS, FEAE%e 2 M N vb (5 F LT IR 5%, 1T ASJE (il application-
default (BIHFLRF-20N) o BEAE, RS ARE T AT H AR X IR 5 1P Huhk 4217 i) <2 B,

O 22 2 M BH L T A B RS e R e ST, 0 RN AR HIR m I ME — R R e 18 X 4%
AP EBE SO AR BT A B o A SN e W] AE AN A R R R e B A T B R 1Y
PG, O (T IRARUE i 1 Y RIS AR Fy, DRI SR X A N A2 e BH k. 3R 2B
72 UM R Y SR N R T RE 7
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O QUG PP AL b DABH 363 LR () Al 55 2 1 S B (SMIB) L (1) ] A A wl 17 T (PE) SCAF2E
A, ZiiE S XGRS X IR (ms-ds-smb NTFER)

File Blocking Profile @

Name Block PE for SMB

Description
'3:'. litem | — X
E] | NAME APPLICATIONS FILE TYPES DIRECTION ACTION
’Block PE for SMB 'msfdsfsmbfbase any both alert

(H Add O Delete

O SePPH IR PE (AT A aT BT 3C#) « ELF il MS Office S0, LLJ% PowerShell 1 Shell 411
AR, JEH WildFire WEENLES 223 ), f& ] DATER; KBS L8 LRSS I sh &S o0 sk, B
I AP X B 2T 3 T WildFire fUZEZRRNT, T3 M ASE (B2 44 00 S
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O AUEEACE D X R BCIE SO, ARG TR % (Network (N%%) > Network

Profiles (W& & S {F)

> Zone Protection ([XI{{##") )

PR E T Malformed (65045 1%) 19 IP #5512 (Packet Based Attack
Protection (3t B WX Ef&y) >IPDrop (IP E5F) ) .

Zone Protection Profile ©)

Name | Best Practice

Description

Flood Protection Reconnaissance Protection Packet Based Attack Protection Protocol Protection Ethernet SGT Protecti

IP Drop TCP Drop ICMP Drop IPvé Drop ICMPv6 Drop

[ ] spoofed IP address
[ ] strict IP Address Check
D Fragmented traffic

IP Option Drop

[] strict Source Routing [] Security
[] Stream ID
[] Unknown

Malformed

[] Loose Source Routing
[] Timestamp
[] Record Route

“ Cancel

J& 11 % 7% Mismatched overlapping TCP segment (VL[ &S TCP 70 B) &3 (Packet
Based Attack Protection Gk Ty sdifid) > TCP Drop (TCP E7F) ) .

IS BOR N 5 ESER, IR ASE, w PR F Bk F R R R, K
BTSRRI SR . Mo F IR T 1P IR ALY 215 B SR LB i E S AT G
B, %&£ Mismatched overlapping TCP segment (SVLfiCE& TCP 70 BY) %I, 15C

e 2R B B A A B 19
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PAN-OS £ 78 B A7 N VEELY ESEIRML. [ 0B UEaE S —DNoBd. 5% 4
DB EE, B E S AR B, N ES,

« JGJHE7 TCP SYN with Data CGii ¥l TCP SYN) F1Z 3T TCP SYNACK with Data (7%
P21 TCP SYNACK) 4715 (Packet Based Attack Protection (Gt ARty sditidy) >
TCP Drop (TCP %) )

e A, EFmEh 0 a B8R SYN I SYN-ACK ##a {0, BIL - 0 g it & 1% i
BAE IR 1A TCP 8 T 588 2 B UK AU BUE, DA nZe 4=,

o TERG KB KRB Z 0T, ¥ TCP B E A SYN Hfis t2-h il (Packet Based Attack

Protection (3t T#iiE st f&4) > TCP Drop (TCP E5%) ) .

244 )5 1 Strip TCP Options - TCP Timestamp (JiHl[%: TCP i%&35 — TCP i [a] ) &1

i, TCP iEH2WI1) TCP MEAR AL A2 £ TCP IRl #k, 1X n] LAR 1 2oy i) — 1 5115 2 A%
PEAL T FH AR ] B ) %

Zone Protection Profile @
Name I my-zone-protect| I

Description
Ethernet SGT Protecti

Flood Protection Reconnaissance Protection Packet Based Attack Protection Protocol Protection

IP Drop TCP Drop ICMP Drop IPv6 Drop ICMPv6 Drop

Mismatched overlapping TCP segment
[] split Handshake
TCP SYN with Data
TCP SYNACK with Data

Reject Non-SYN TCP | global

Asymmetric Path | global
Strip TCP Options
TCP Timestamp

[] TCP Fast Open
Multipath TCP (MPTCP) Options | global
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O AR AE LS E L ERCE IPv6 Hubk, A5 A AE WA 3 I a3 T IPvé S2£F (Network (X%%)
> Interfaces (#411) > Ethernet > IPvé) .
Ja L IPv6 SZFEn] LAV A] IPv6 EHL, i it BHEAE IPv4 Bl by IPvé £, A IBHE
1 IPv6 FIIHT IPv4 % 35 Hudik 335 17 X 8 AT 25 4G 0 o

Ethernet Interface

Interface Name

Comment [ 1.2.3.4/14

Interface Type | Layer3

Netflow Profile | SevOne

Config IPv4 IPvé6 SD-WAN Advanced

Enable IPvé on the interface

O Ja R RS FE, (1B KBS ] DA 26 BRI i AT ok% (Network (X%%) > Virtual
Router (FE#LEHIZS) > Multicast (%#%) ) .

Virtual Router @B

Router Settings Enable
Static Routes Rendezvous Point | Interfaces | SPT Threshold | Source Specific Address Space | Advanced
sl e Local Rendezvous Point Remote Rendezvous Point
RIP RP Type | None P
OSPF [[] | ADDRESS | GROUP OVERRIDE
OSPFv3
BGP
Multicast
@ Add

Cancel

O 2%/ Forward datagrams exceeding UDP content inspection queue (¥4 % UDP P 446
RAFIE R ) F Forward segments exceeding TCP content inspection queue (%% % it
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TCP W EK A NFI) 70 B) T (Device (i%4%) > Setup (i) > Content-ID > Content-
ID Settings (Content-ID &) ) .

OSSR, 24 TCP 5 UDP 2K 25 BAZ IS S, B K s Wkt b i ik 64 AN BA PR 1T
TCP 7Bt = UDP %421y Content-1D K £, A5 HILde I n] iy (& %0 By K 855 VYRRV T 5 TCP Al
UDP EER AT N AR . ANAEFREN O, BN, AR KT 5 R A 17k 2 1
AT A HBIEER, WEEH L E v GE 22 M AE,

o Z5H Allow HTTP partial response (701 HTTP 2> mi5.)  (Device (% 4%) > Setup (i
i%) > Content-ID > Content-ID Settings (Content-ID ¥if) ) .

HTTP 5075w R 30 n] ik % 5 i e OO AR 70, ARSIk AR iy I —ABH KBS R 57

BEE, ERAILS RST Hdli ) TCP 21k . 401 Web NI SE Nl ;- HTTP 5kt Blik
T, PR R T el DAMEACGRIBGZ ST AT 70 e X n] G IRBS K IR b b S A A
YRR BRI hA 21, (WIS 0] b5 1 SOV Web 3 58 8 20 SO F A BN 4. A5 HT L T0KE
B Ll A B o

Bh Kk Bg BRI eV HTTP Sl W N o X dpe KPR B s 1 ] IR, (s n o 2% ook

IS o Dy 1 I KPR EE M B2 5 A 2, R AR IR I, DABA 1 Web 3% 25 7217 Ak R

TR BT 1R )5UA 218 15 8 BT 2 i R ERIBCC Ay A 70, Z5H HTTP 5070 Wi S 2 52 Wi 1]
RANGE #rki it (GE T HTTP) | Xl iE SEILARIIRRF RS 4. 5510 HTTP
By M RLE, T RAEMY 55 S B T S R P O # F

WA AN 8 SR N R 7 5B 2] HTTP Bl A& rb Wi o, 00 mT IR R RS ) 8
AR5 R, BTN AR EGSSE App-ID (W EAI A SRR, INIREDNCNE:
SE IR 55 D B R R e ) et 2 R 3 28 s SR, R DR H b DABEL TR (i /N RS AL )
PR o BRIEDAZI, A3 WA LGN e HTRR J7 78 i kel . A7 QB HIRR )7 78 55 SR 5 2, 15 2 17
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000CIVLCAO,

Content-ID Settings fier]

O U T T BEL LR B SR T KT A 5™ S A R g 7 A Yl 40 1) 9 70 B 47 B SCAT

AT R SR AER SR, st AR IGR . B, KRR . 5 AR
RN IFE . BAEIRbR e 1 LB TN AR 58, R A TSGR o, IR T T EREEE T
I

MRS5S AR RN 2%, MV 551 fe s DL JL ZRNE e TR e T T, S LA DS ISR 5 ) —
BRI ) A A HH B, DU AT B8 0 2 T R P 1A DA AR o 5 s Az e AR
TR IR EE o N Ry e R PSS R 4, WU R S R e I B B 4R T e R .
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BE, AR B RO E SCAF AN s — AR, FRVFRR SR, FEREACE SRR S T ook
82 IR P A SR S ) 22 2 SR RN
fiff £ T0 VS B PN S IS FH RS2 P W U35 5 ) R 1) 19 37 P i S R 0 2 2 S s R I 359 £ BEL L ip X
SR Z 1o TR AR 2 2 SR R UFIAR SR s 1) B 47 BC 1 SO R 21 BEF TP A
FFE TR — A PERCR AT T
o MBRSUR R BRI
UEE G B9 O E SCAEREN, R Action ((F) iE V&, # Category (3] WiE AN
PSR, FF Severity GHIVE) WEOVIER, MFEVUR, DAUMICAE0T S8 IR ALy o2
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A IEAE LAIRARAE T 28 ) TS W — BRI, 54k EE VX SE R FR 7 (19 s R
IRIEBH AR BT AT JEAR TR e O PSR

" Al

Vulnerability Protection Rule @

Rule Name = Alert on protocol anomalies

Threat Name | any

Used to match any signature containing the entered text as part of the signature name

Action  Alert | Packet Capture | extended-capture -~
Host Type = any " Categoryl v ]
Any Any Severity
D | CVE ~ ‘ D ‘ VENDOR ID ‘ any (All severities)
[ critical
[] high
[] medium
[ low

[] informational

() Add (¥ Add

Used to match any signature containing the entered text as part of the signature CVE or Vendor |ID

o FHIEPMSCRT -

BRI 5 5 B SO, ¥ Category (CZRAID Wi AT, #FN] Action (3
{F) WE NHEE %, ¥ Severity (M) WiE NITE,
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™
Vulnerability Protection Rule @
Rule Name  Block protocol anomalies
Threat Name | any
Used to match any signature containing the entered text as part of the signature name
Action Reset Both v ] Packet Capture | extended-capture
Host Type  any Category | protocol-anomaly
Any Any Severity
O | CVE A ‘ O ‘ VENDOR ID A | any (All severities)
[] critical
D high
[] medium
[] low

[] informational

() Add Delete (¥ Add Delete

Used to match any signature containing the entered text as part of the signature CVE or Vendor ID

o TEFETCVR LUIERRAE ] N B BN R O RO . e, TR RO
PRGBS 4P B SR RN Action (1) WE VeV, ¥ Category (£

2 B B A 25 ©2025 Palo Alto Networks, Inc.



SR

B WEONH T, K Severity (EVE) BBV, Hehaild B 37 i s SCO AL ER n 2
P 7 T T FH R e A SR e ) 22 2 SR AU

o [0 P AL g i A5 (6K A R sy 7 P 9 90 ) Y 85 4 P SRR In 5 — 2 R o bR I 24 250
SR AEFH 1 B SR R
' VuInerab.'%ey Protection Profile O] =]

Name | Best Practices Vulnerability

Description

Rules Exceptions

PACKET
RULE NAME THREAT NAME CVE HOST TYPE SEVERITY ACTION CAPTURE
Block Protocol any any any reset-both disable
Anomalies
[ ] Blockall any any any low reset-both disable
vulnerabilities
medium
high
critical

(H)Add O Delete T MoveUp | Move Down (@) Clone () Find Matching Signatures

“ Cancel

O ZRERKE DU N 22 i SRR DN 212 2 S U DASe P35 T2 A i Prdp .
o FH DABHL L 7™ S fh (EC ORI (i v 40 Fr A T B 1 0 9 TR AR R A o S A
o JHPABH IR B 7525 40 VU AL B AT P A1 B0 7 L 1S 1
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5 Palo Alto Networks 1= g il i

5 fn] b W] DA 2 R A2
 Prisma Access (Managed by Strata Cloud O @by O T shne 288 8¢
Manager) BB 4V AT IR

« Prisma Access (Managed by Panorama)

« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
+ VM-SERIES

» CN-Series

TE DT R ML B R A T 0 AT R, (EBG KRS LR RN, Bh ks e IR RS B (2
A RRRERE . B W& IsiTIRILAE) K% Palo Alto Networks, St gl i nf S (H LA T
fif Ak

o Mo IS AN Bk A & P PR LRI AN AR RS A, AN, 2R O fd e e ()R AR R 2R
i, B k45 Palo Alto Networks EUMIFSE [ B\ 4t 5 5 18 A S BERY URL,  LAE#4i% URL
1B =Rk,

o PRSI RN PR 5 X 18 Y 48 AT S M Y SE GBI 2 44, AT S PR ok S e A B B 1E 25 44 A ) B
45 Palo Alto Networks % ).

» 125 PAN-DB URL i 51 DNS iy el (C2) 244 DL WildFire v fify M R385 & 3
FBE 77,

Palo Alto Networks {8 Jf] AU A £ H i 18 B it $i A 18 A1 HoAth Palo Alto Networks JH 7§ ki SE£)

., Fr 5 Palo Alto Networks i F7 BB GE M RF7 T P s 3@ B v 2o, AT £ 2 0 I i oy —

ik X HE S L) MY )71, Palo Alto Networks /482> 5 Hofth & P sl 5 == 7 40 23 He s 43 119 3 ) 5

Pz,

LA REM TR, WA A LAACE, TSRS,
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5 fn] b W] DA 2 R A2
 Prisma Access (Managed by Strata Cloud O &SRB O T aE 288 o
Manager) BB 4V AT IR

« Prisma Access (Managed by Panorama)

« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
+ VM-SERIES

» CN-Series

A RIS (-t SEBR VRS S, WS RIDL R 3%

o OUEHE SRS

o PIEMZEGEEEE 4 JRRET 7 Z 60 i Sk

«  URL 71 fre £ S ik

o BT H ST

« DoS FIX I frgr e f: 52 g

S Palo Alto Networks 7™ ity 1T LAR B O AT N B2 P (9 21125, 8 (6 ) DL P B2
+ Applipedia — #£{:45 5% Palo Alto Networks ] 1H 5l W F2 7 (R VELR 1S 2

e Threat Vault — #IJH Palo Alto Networks 7= &t i R A o 188 ] DAFZ I . [A) S5 8 44 sl 0 75
HATH S, B D S5 LS SRR 0T 3RECA % B FEAR (S S
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{EAn] b ] DA 2 mERMA?
« Prisma Access (Managed by Strata Cloud O Sy U THamIhee 7 £F) =
Manager) S S5 4P VF W] IR

» Prisma Access (Managed by Panorama)

« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
« VM-SERIES

« CN-Series
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S TR IS B 93T B, LU HAE % 2 S B R A B HBE, B DA T (T4, BAA
TR B X SR AT, {1 Palo Alto Networks S 757 47 1T % LU B2
BT IETR. 4%, MRS Palo Alto Networks SfEig i (58k,  LASTBLL He il ML R 4
P,
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B B g BB B TR U R e

i 5 4

5 fn] b W] DA 2 R A2
 Prisma Access (Managed by Strata Cloud O &SRB O T aE 288 o
Manager) BB 4V AT IR

« Prisma Access (Managed by Panorama)

« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
+ VM-SERIES

» CN-Series

A~ Palo Alto Networks " — B4 KB5S IE i A T B N2 22 2= SR B0 00 i) Fi o S0 145 . By [a] il

RN B AL SR, R AN TUE LB R AdE S, A default (BRIAD AL S,

O E SRR & PR T BN (E (BH1E HTTP. FTP A1 SMB ¥i i, 3£%4 SMTP. IMAP Al

POP3 it ) o RGuAH AN TIAE SRS [BIEEERA Fe 0 5 4 A S

o default (ELIN) — XJ P& i MR 45 S 9 DGR L s R el 56 772 i P ()R A 1/ 22 2 R B 4
RN BN ERE, e ARG ™ F v s SR

o strict O™H%) — KT &7 Ui MR 55 2S00 S8 s R o S5 7 E P (A R /2 2 e 0 By 4
N BH 1M 5, X F o A0S RS (0 B

R R EE A A e AN G AT Al O, 1 TIUE SO BE i SRR ) &1 35 A Web 5 1] 5

W, UEARINZE M s AN e SR KON FE Y, B S T DA T 2 A SRk AR B B SR A R AR

LN TAE TR EA B R 75 B 18] W R I B 4 2 2 i i

» Strata Cloud Manager

* PAN-OS Fi Panorama

VI B 75 8O BRI 4 2 Al B5 47 (Cloud Management)

STEP 1| f{#i[]55 Palo Alto Networks =z £§iik /= GBI FE i, &% 11017 Strata Cloud Manager,
BB L VT B B s . B TA) A e R B 30 B e 48 4 — AN nT e D, HOE 1Y Prisma
Access 1] 19—, 45 Prisma Access BaF N2 37 RIS M5 8, 1ES 545 0] i
MR R 5%, BRS04 A SO FTIERT B, 156 A IS0 7R ik - R AE D fE,

e 2R B B A A B 30 ©2025 Palo Alto Networks, Inc.
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STEP 2| (/L) BUVEERHINTS. BHIRIREAE AR 0BG 37 (1) B L & ARl i Sk
o, st T DAGE I FI0E S i B SR AL 1 S0

[==5)

LA g S SRR A I S | s g 22 2R A

o ZEE [ X WildFire FIEGIE AL L 0F, 15iEFF Manage (“8'3E) > Configuration (i
&) > NGFW Al Prisma Access > Security Services (% %4:fllk%%) > WildFire and
Antivirus (WildFire 159 5:) , &5 Add Profile (Fhnficic Soef) o (PG Al 7
(AR D R e SE B ) H AR

o QI E SCPD ML E S, TR IERE Manage (45 FE) > Configuration (fili&)
> NGFW 7l Prisma Access > Security Services (‘Z%:lz%5) > Anti-Spyware (55 [a] il %K
F) , #XJ7 Add Profile (ZRINALE SCHFR) o (0P (S B PR s S (AL B L B3 2 4= SRR 1)
H Az

o SERANEEE SO PG S, 15 ESE Manage (B EE) > Configuration (Blif) >
NGFW 7l Prisma Access > Security Services (Z4/lli45) > Vulnerability Protection (ks
B3, )5 Add Profile (FRINACHE ) o (8RBl B4 Bl it L PRAL 40 1R 4 4 S BUAE
1 HFx .

1 2 B B P A B 31 ©2025 Palo Alto Networks, Inc.
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STEP 3| 442 2 & SRk hnEI #5119 Security Policy Rules (22 4= 5KB&HIN) . Prisma Access kA,
1T I S 22 4 SRV S )

FERCIE 2 2 SR RIS 5 0 SRS 280 ks 1) A1) T BRI 2 B U 5 iR
Sl G I B 3P B SO AR 1L, Prisma Access 2 g 11 1% i A R IX 4
ok (S PERRILIERY IP sy

1. %% Manage (5'I) > Configuration (idi%) > NGFW 7 Prisma Access > Security
Services (‘Z%Jllz55) > Security Policy (“Z47kM%) |, ik & vy #i i = Add
Rule (ZhnFim)

2. {£ Action and Advanced Inspection ((:(FFIEZif#) b, %% Profile Group (it
SR b FR DL 2 Rl S F - WildFire and Antivirus  (WildFire F155 %
7#7) . Anti-Spyware (B5laJ#E4 ) F1 Vulnerability Protection (J{liF5i#) .

7 Manage (#5pp) > Configuration (piiz) > NGFW jp Prisma Access >
Security Services (:: 4[24 ) > Profile Grqups/ (;ﬁaﬁ;jﬁ:gﬂ) ] LAEY
HEBTRLIE SO, AR (5 R, s/ I R
AN DL T 2 )8 e SR AC 18 SCfR2,  Sorb G B ol 4 B i SR

fe S R
F&ER CIE,
Manage » ProfileGroup » Profile Group- Remote MNetworks

best-practice &

Configuration

Profile Group

* Name best-practice

Anti-Spyware Profile best-practice ~
Vulnerability Protection Profile best-practice v
URL Access Management best-practice ~
Profil

File Blocking Profile best-practice v
HTTP Header Insertion Profile ~
WildFire and Antivirus Profile best-practice v
DNS Security Profile best-practice v

STEP4| fEx¥dL,

BWE LR 7o B B TR - Akl 547 (NGFW (Managed by
PAN-OS or Panorama))

Y PoaloAlto Networks s g/ oty ] i ¢ R B3P 4 4 (0 BRI B (R, AT RIASE
VE, Bk Objects (xf4:) > Security Profiles (;:4-pii &~ ) > Anti-Spyware ([j;
Wik pp) mg Objects (x4:) > Security Profiles (4>l <) > Vulnerability
Protection (Jgilipir) |, Shim ik —AMiciE ok, s Exceptions (fist) s
&, K5 sy Show all signatures (g R 2640) | LIS 4 FIZ AR REAI 2RI
Action (FfF) o S SCERAIRE, 1BEIE— T EE Sk, IR RE SO b e
— A~ Action (Ff1) R/ S 1% 4 S v i) Exceptions (st

R R B P 32 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-admin/create-prisma-access-policy/security-profiles/security-profile-enable

AN ENZA YR

STEP 1| Beubfoe & HoAT B BH 13T B o

BB IEAT B O w5« B )R8 (eI B 47 D e 40 AE — /N nT iR, BEIRE S
HABRZ LI T I, %8 Device (% 4) > Licenses (YFnfiF) , F#3&iF Threat
Prevention (AR IL) 33107 H DTS 5 WE Ak ok

Threat Prevention

Date Issued September 14, 2020
Date Expires September 14, 2024
Description  Threat prevention subscription

STEP 2| FEUmHTNE,

1. %+ Device (#%4%) > Dynamic Updates (Z7& %51 |, 2K/o B TR 01 Check
Now ZHIKGTE) LI BRI,

2. {f Actions (FfF) %, By Download (F#R) %m0l /s 5, Rg ik,
FE Install (“Z2%%) BTy N TRE R0 20 T2 8T

STEP 3| “ZPrWN4 4T,
AR E g, i g R RO YA SO dee RS

1. %+ Device (#%%%) > Dynamic Updates (Z&#H1) , )5 Schedule Git&)) |
LLH Zh#6 5% Antivirus (595 7) #1 Applications and Threats (& I F2 Rl ) 192544
T,

2. FEE WA A R ] -
« download-only ({{ F#) — B KBS PRI E SCATH-XI B 3l N #80scl o, (A1
zf Install (423%)

« download-and-install (F#kIf%%E) — Bh KBEARHEIE0C X THRI A 8 T k22 o
o
3. Bl OK (i) LIPRAr gt L5 Ese,
4. (n[ik) & X Threshold CERI{E) , DR/ ERS K3 R E 2 0 50T o] I i /Nt 4. 31
1, % Threshold (BI{E) Wit A 10, LB kBG4 10 DRSS FEIE, 1A
= RS RI AT,

5. (L HA) HiE2EA Sync To Peer ([f 2 viist %) , (0 iBe & £ N HOMIZL 2L rERS
[ P T CIOFT RIS 2 AR i i 2 2 8] () A “JND‘??—ZJJEEEWV\XT i B A T

D
AR HA 858, R 2 & S ] Syne To Peer  ([a)25 B i e %) I8 754 1 H Al
TR R I

BN/ 93 HA — WIS KBS IEAE (] MGT Sty 1 EFT P92 S08T, s 2 BER AL K
SRR B BRI R T, (FE, AN ARB IR A G Bt v 1 2R T A I,
BN KA AN e P LR T, DRIFRONIG IR . Ty 1A I Hs i gk 1y o
TN CREE AN Kt LT R, AR ANEE K B0, AR R Syne To
Peer ([FXVEI%hnies) , DMEMICHE T L3 FEMILE TN, JA T HE R 2 4 5)
85 K Kk o

e 2 JA T B 4 A P 33 ©2025 Palo Alto Networks, Inc.
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o EEN/EET HA — W KBS AR MGT $2 i T I A 0T, 5 ERANB ks
1%£Ff download-and-install (M#Jf%4E) | HE G H Sync To Peer ([r) 2525 b
WD o (g, RRE KBS IE A IR G 0, WEAER N ks % ¥ download-
and-install (F#IF2) | AR5 B Sync To Peer ([0 EIxtuik4e) |, LM#AE—
ANB K RS B -SHEPIRAS I, 8- R KBRS R R T, R e R
T B-4 ARG K .

STEP 4|  (IiL) GUEEBINTS. BHIRIREAE R0 G 37 0 B L SR 2Bl i SO
o, AT U TR0 SRR A B0 s i S

LA g S SR 2 O S | s g e 2R 2

o BEEIEE T PN AL 1, 5%k PE Objects (XF%) > Security Profiles (7 2fid & ¢
£F) > Antivirus (F7s75) FF Add  (Fshn) SHTBCIE SCeE, E 00 (0 10 0 S A A R 4
SEHVEN H .

o BRI T8 U AL R, 1K IESE Objects (XF%:) > Security Profiles (2 4=
&) > Anti-Spyware (BiTE)ME#EE) I Add (Zshn)  SHTECE SO, (I ED [R) s i il
AL D R A A S B H AR

o BEENEE e X PP, iE ik Objects (XF4) > Security Profiles (22 2> i
f4) > Vulnerability Protection CuillB54) FF Add GF&hn) SHrldie ek, (8R4
Wi S A A R 2 SRR Y A
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STEP 5| 42 e 18 SRR 122 4= i A o

53 FH 2 2 SR 000 5 17 2

I, Bl K 2 (R I 747 B 1 SO SRBH 13 2,

L A E BB REP i (i R IO TPy

1. %%% Policies (3kM%)

> Security (%) |, RIGiEFELEESIIHIN .

2. {f Actions (F:F) &I~ [, i%+% Profiles (fili& S {F) N Profile Type (fici& 2

LD

3. &Py Antivirus (P95 +) . Anti-Spyware (B5A]E4#F) F1 Vulnerability
Protection (JR{lBL#) B2 Al (& S 1,

Security Policy Rule

Cancel

General Source Destination Application Service/URL Category
Action Setting Log Setting
Action | Allow [7] Log at Session Start
Log at Session End
Log Forwarding | Default
Profile Setting
Profile Type | Profiles Other Settings
Antivirus | default Schedule ' None
Vulnerability | default QoS Marking | None
Protection [] Disable Server Response Inspection
Anti-Spyware = default
URL Filtering | None
File Blocking | None
Data Filtering | None
WildFire Analysis | None
.
STEP 6| @2k,
. .
B Commit (J242) .
e 2 A T 1 A B 35 ©2025 Palo Alto Networks, Inc.
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B Y 1Bk = 70 BT

AEART b W] LEE A 2 T e 42
+ Prisma Access (Managed by Strata Cloud O S&EP R e £5)
Manager)

« Prisma Access (Managed by Panorama)

« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
+ VM-SERIES

» CN-Series

WIE = 0 Mo — T S B B 3 B g, ] i 00R) S B B 37 = k5%, SERTRSIN S gk . ke
5 H e (C2) B DU iy 53 ACKT SQL AR, PN ER Z5 70 AT G370 2o 75 114 )5 8] 3 342k Fl ks
W RG22 R ReiE SO0, B &AL &gk C2 (Ar s FZEthll)  FITE B 1 b, o &AL PR Ay 5 A
1 SQL AU,

Xt T2 Frig T PAN-OS 11.2 J S S AT & Bl kK, 38 w] LAY i) A ol g 15 2 5] DA T 15 2 iy
Bh4 o ANHER L 22 2] e X i B B 9 A 35 T 2 B 2 o AT bk e, BRIt 1R AR H
Jo R A K S0 S A T IS L e T A PR 5 ST 7 AT LTI, Al 8 25 S R RU g T S i N 2%
SRt s T AR R A SR B TR SRS ) SR R R, ML, ARHBER R 2R SIAAE LU R AR
5 AT

« PA-5400 %%, AUk PA-5450 %4 o

* VM-Series (W25 Al=E4 16GB 1Y N A7)

* VM-Series N3t

+ VM-Series FA 4 =

B AN RE N B = o M AU MR S 22 5, S AT s B B 47 ek, Fee)E (BufEdo) B
BV B A Rk T B 47 2 e E e SO, R NAREA 80 70 AT g | P I SRS WA I, K T g T e St
B A A e )

AR L R VRS R, 155 (PAN-OS® G B B R T ) 1y o —,

» Strata Cloud Manager

» PAN-OS 1 Panorama

e 2 JA T B 4 A P 36 ©2025 Palo Alto Networks, Inc.
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NEN AR

AliE NS 81 (PAN-OS il Panorama)

GBI NI 2 A HT ARG 1, ke | SR S AR d 5 PAN-OS g
KIFH
Wlege C2 (s Al Fal s ek mopy o 2 PAN-OS 10.2 5w e A
RN R A o PAN-OS 11.0 w7 e K,
© DL Chabpppsezs)) 7 fidies PAN-OS 11.2 g r ek,

STEP 1| 3% PAN-OS Web i,

STEP 2| SERIMINER =3 0T, AAZAT B A3 25 s G B B 4 o

RS G G A S ATIEVT Y, 51 Device (% 4%) > Licenses (FAJiE) |
TN T A5 A7 A N VF T E DA S VF o] E e A Lt 1

Advanced Threat Prevention

Date Issued January 25, 2022
Date Expires March 12, 2030

Description Advanced Threat Prevention

STEP 3| ST sl @A B IR ER 22 L i S, 8 IR R 0 Fr (SERF 20 #r s C2 [ 3 Al fl]
FTR AR AT )

Anti-Spyware Profile @E

Name | Best-Practice
Description
[] shared
Signature Policies Signature Exceptions DNS Policies DNS Exceptions Inline Cloud Analysis

[ Enatle cloud inline analysis

Availlable Analysis Engines

Q, Sitems | 5 %
MODEL DESCRIPTION LOCAL DEEP LEARNING (LDL} ‘ ACTION
HTTP Command and Control detector Machine Learning engine to detect HTTP fenabid] v ] alert

based command and control traffic

| enable

HTTPZ Command and Control detector Machine Learning engine to detect HTTP2 alert

based command and control traffic disable
5SL Command and Control detector Machine Learning engine to detect 551 based alert

command and control traffic
Unknown-TCP Command and Control detector - Machine Learning engine to detect Unknown- alert

CP based command and control traffic

Linknewn-1 NP Cammand and Contenl Marhine Learning engine te detect |nknosm- alert e

1. &I A7 Anti-Spyware Profile (BHIEREBAACE SR |, =8 Add () i iidiE =
#+ (Objects (X}%:) > Security Profiles (Z4:fci& C¢F) > Anti-Spyware ([ [R]#5
" ) .

2. PR TR AR A SR, SRS R Inline Cloud Analysis (NEX 70 #1) I Enable inline
cloud analysis (2 I NEBEZ=HT)

3. (ABBVEIL 2] [PAN-OS 11.2 2 Uil Aol Y15 NAEAN# 4 Local Deep Learning
(LDL) (AMBEEJL %237 (LDL)) 3Ty v H 7o #75 [#2 1% Enable (S ) o HETA PN A 0T

= B B B 37 ©2025 Palo Alto Networks, Inc.
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1% LDL #0797 H15 1% HTTP Command and Control Detector (HTTP i 55 5 3 G4
%) F1 HTTP2 Command and Control Detector (HTTP2 @ 55 5 #8)

4. SRICAE T AR 73 B g 5 e I 20 BB I 22404 T Action (F(F) .

D) BT RN (s Alert (4R | (a g, Palo Alto Networks gy 4y
A7 i E i oy Reset-Both (i — 30y ISPl s i 28 AR A

« Allow (V) — VR R BAAERAEM H LK H,

o Alert (R — RVFIE R LA BB H LG H.
Drop (EFF) — RIFIER 5 AW LN/ RUTRL T K% FEHE,
Reset-Client (Fii % i) — o & g MUz
Reset-Server (FER%5es) — i 5528 — MMy &EHz,
Reset-Both (T (%W #) — HiE &/ i MR 55 28 it e 2

5. By OK () DGR H B TR B Bl i S B &G HE,  28)5 Commit (Fesz) HTdk,

STEP 4| (i) WUERWERR D HTAEGR R, TR URL A1/ 1P stk (5 74 D 2 1) 15 18] S8R 1 i i
b, ST DoEE FRE (URL B¢ IP Hulk#IZe28) Hiahas o2k Address (k) X5k

NPT

1. 7 hn External Dynamic Lists (/453)25412%) = [IP] Addresses (i) Xf 54514+,
2. % Objects (X%) > Security Profiles (‘Z4:filiE S f4:) > Anti-Spyware ([)[a]i54K

) .

3. EFEEPRIR IR URL FI/2¢ 1P Mk O BG AR A ALIE S0 F, X5 %3 Inline Cloud

Analysis (HEL=75HT)

4. iR E 27 Add (i) EDLURL 2 IP Address (IP 3bdil) | AR Jo i B e A7
{EA) URL 2 IP st A& 513, iRl A2, BRI — M b ilish 012, b

TP HhEGUSY, ST LS > Address (k) X 5414,

{ Panorama s as iy b o s i fi Ay Shared  (3so) o (81 3R A B SCREAS

B 1P s 136t 52 0 21 P BBE 25 20 W B4 21 5 v,

Exclude from Inline Cloud Analysis

O epLurL ~ [J | 1P ADDRESS ~

"URLEDL I =
IP Address EDL
IP Address Object

@!\d: :%: Delete @f‘\cd :*UE ete

5. By OK (17%)  DARAr BT A S, 80 Commit (1222)

T

e ZR B B4 B 38

©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/policy/use-an-external-dynamic-list-in-policy/external-dynamic-list.html

AN ENZA I ETR

STEP 5| (£ PAN-OS 11.0 JZ U inhlz Ao by ) S g sl B BT v ki Bl 4 42 A it i ~e o, LA S H N Bk
oM CSERS 2 M a5 1 AR SQL ¥ AR IR &) .

Vulnerability Protection Profile @5

Name | Default

Description

Rules Exceptions Inline Cloud Analysis

Enable cloud inline analysis
Available Analysis Engines

2items  — X

MODEL DESCRIPTION ACTION
SQL Injection Detects a common hacking technique where an  reset-both
attacker inserts SQL queries into an applications'
request
Command Injection Detects a common hacking technique that ~ alert

allnwre an attarksr tn avarute arhitrare nneratine

1. EBFEIA MRS G2 2 idiE o, B Add () BiiviidiE S (Objects (Xf4) >
Security Profiles (‘Z2:fil{& S 4) > Vulnerability Protection (Wil ) .

2. BRI AR E SR, SRR Inline Cloud Analysis (NEX 70 #1)  FlIEnable
Cloud Inline Analysis (J5 H = NECOHT)

3. FRIE AR AL 70 BT 5 A I 20 e 0 A1 H I 2230047109 Action (BAF) . H BTE AN Y
M1 1% 0 SQL Injection (SQL #E A) Fil Command Injection (v 57 A) .

« Allow (V) — VR R BAVEMEM HE%H,

o Alert (5#) — AV k HAEBR H &% H

* Reset-Client (FiE % 7 i) — HE & i — I IEHE,
* Reset-Server (FENR%Sas) — M k4 — My,

+ Reset-Both (FEE %) — HiE & ui MR 55 28w & 42,
4. i OK () LIE s B P ic i SCeE B iE xS G AE,  2%)5 Commit ($222) L,
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STEP 6|  (nfit) WUERWER S HrAERORR, 6K URL F/a 1P kb (51 4+ F i 20 &1 el By 47 i i SC
e, EATLGEEFEE  (URL B¢ IP itk 713628) /s 71880 Address (hlih) X 5k i
sk,

1. /xhn External Dynamic Lists (JM5sh7254102¢) 2% [IP] Addresses (Jihik) X 5431 4%,

2. %% Objects (Xf%) > Security Profiles (‘“Z %4l ) > Vulnerability (Jwuild) Liik[o]

T Bl 4 B i ST

3. EFLHEPR SRR E URL /8¢ 1P Mtk i Al i S22k, 2R+ Inline Cloud Analysis (/4
B =01

4. BURSERMGEI257 Add () EDLURL = IP Address (IP 3ihil) | #XJm #8417

{EF) URL 2 IP st AT sh A 212, iRy nl AR, 6B — AN s il & o112, Xt
TP HhEGUSY, ST LS > Address (k) XS 541,

% §-¢; Panorama feryit s il 1Ly Shared (Jiess) - gyilg e Scrk, A
Ak IP ikt e I W IBE 2 0 BT B 51 B 2

Exclude from Inline Cloud Analysis

O epLure ~ [J | 1P ADDRESS ~

"URLEDL o | -
IP Address EDL
IP Address Object

@!\d: :%: Delete @f‘\cd :*UE ete

5. #udi OK (1) PAGRAF el B BCiE S, Jf Commit (F222) Lk,

STEP 7| Pl i B I AE IR A1 24 1 SR I fie KA IR I SE A T 44T o
1. %&F¢ Device (%% ) > Setup (i%i%) > Content-ID > Threat Prevention Inline Cloud
Analysis (BT INEE 20 HT)
2. FREEBEME A S P 2 20 T R 17 (E I8 PR ZE A T IO AH DS ER A
I KIEIR  (Z8) — FR7EWIBE & o BT 0] 45 R fne K nT 252 Ab Bt 1] (DL A 5
)
o IRFNRRIEIR I RV — (S KEEATIA S i KB ATV #0F, BofigH ik mis
K5 KB ReE N “FH I,
o U AR E — M KR ICS RIS R FHE T IR oK, IR L R AR R AR AT
e 2 LR P A 5 FIZE ] (C2) B,  (HIX L8 B v A b 2O BH 37 NG 2= 70 B 2 AL 2R,
3. il OK (i)  LAfASE R L,

STEP 8| NP A A I NER = 70 T Bh KA L a ik 15

e 2R B B A A B 40 ©2025 Palo Alto Networks, Inc.
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STEP 9| (fli i AR 25 2 0 s B Bl iy o ) Il 1 T 7 I MRk 55 es AR EE IR 55 28,  DAERT A
BN A o T DA BaE sk, o DURE ARG R, FEN AT 4 Palo Alto Networks
FHTIRSS, HAGHTABCE N NS H GRS .

1. (PAN-OS 11.2.3 2 Uil 4 il PAN-OS BLisE O IR %5 25
1. %£#% Device (¥%%) > Setup (&) > Services (IR%%) , RJ54mtH Services (i
%) VEYHS A,
2. f57E Proxy Server (fUPER4575) & I Enable proxy for Inline Cloud Services (4

Inline Cloud Services & CEE) , &0 LI7E Server (Hi5528) T-Berb bt IP Mok ok
FQDN,

‘ TRBRHR 45 2285 0 A2 A1 6 6 AN T

Server | proxyserver.example.com

Enable praxy for cloud services. This setting is for cloud logging, 16T, ApplD Cloud Engine. User Contex
and Saas

Enable praxy for Inline Cloud Services

3. i OK (faE) .
2. (GEHFLLFRA @ PAN-OS 10.2.11 K & AR PAN-OS 11.1.5 & 9 mhiiA) @it
5 k&% CLI i i ﬂﬂ%%ﬁ

1. JjiHl sk hE CLL,
2. (LU CLI fiy Ty AC i S A QB AR 55 o8 .

set deviceconfig system secure-proxy-server <FQDN or IP>
set deviceconfig system secure-proxy-port <1-65535>

set deviceconfig system secure-proxy-user <value> set
deviceconfig system secure-proxy-password <value>

O MRS HBHELBIAELWE O ATH,
3. AR S5 8 DA T AR CLI fir S48 oK SR80 Py B 2R S5 TR 5 2

debug dataplane mica set inline-cloud-proxy enable

4. [FHLLN CLI a5 B A W SRS 19 4 aii B S FRIS T TR S
debug dataplane mica show inline-cloud-proxy
B -

debug dataplane mica show inline-cloud-proxy Proxy for
Advanced Services is Disabled

e 2 JA T B 4 A P 41 ©2025 Palo Alto Networks, Inc.
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NEN AR

STEP 10| (i) W& B k4 F T A3 N B 25 70 BT R 251 2R 1T9 = N 250 PR UE Ik 44 (FQDN), BRIA
FQDN ¥ i%#: %] hawkeye.services-edge.paloaltonetworks.com, & J& fi# b7 21 i T 19 2= IR 55 IR
Fes . BT LIGE T FiR 0 i BRI i B B R R IR B SRk 1 X A A IR 45 B8R T 15 1 shik
EELI0)I[F
Zpyzs FQDN i el (6 FHR B, & M AL J 1 3 M 55 0 0
UIESEOIE: W

USEBS KRS 2 5 15 R e X ) (E i N 45 % FQDN (Device (#4%) > Setup (ki) >
Content-ID (J§% ID) > Content Cloud Setting (WA SWE) ) , FFAELER i FQDN :

funfetisity NGFW s py gy Ui, A s 58 Saas Security gy s, (i 1k [
Fir Ay FQDN 7 i 4322 ¢ Saas Security gy e
o FEREPH (FEEZMAEIM) — us.hawkeye.services-edge.paloaltonetworks.com
o KU (F2[E7% 2 wiE) — eu.hawkeye.services-edge.paloaltonetworks.com
o AMIX CHrhny) — apac.hawkeye.services-edge.paloaltonetworks.com
o HIE (#3%) — in.hawkeye.services-edge.paloaltonetworks.com
o JE (EE{EE) — uk.hawkeye.services-edge.paloaltonetworks.com
« EE (EEE%) — fr.hawkeye.services-edge.paloaltonetworks.com
« HA (HAZR) — jp.hawkeye.services-edge.paloaltonetworks.com
o MR (M AFIVWAE) — au.hawkeye.services-edge.paloaltonetworks.com
o nEEk (nZE KE45FI/K) — ca.hawkeye.services-edge.paloaltonetworks.com
o Il (B L#5%2M) — ch.hawkeye.services-edge.paloaltonetworks.com

STEP 11| (i) Kr&bh kiS5 S RIB MBI = IR FHIERRT .
FEB K BE BB R CLI i 5 AR EHOIRE .

show ctd-agent status security-client
B

show ctd-agent status security-client ...Security Client AceMlc2(1)
Current cloud server: hawkeye.services-edge.paloaltonetworks.com
Cloud connection: connected ...

AR L, il CLU T T .

ISR SR B Y 2Rk S, WS AL, R IOE & 7EH I - hawkeye.services-

edge.paloaltonetworks.com,

STEP 12| (wfit) MWyl
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ACE N BE 20 BT (Strata Cloud Manager)

STEP 1| HEFIHAELE oW, B34 45 %407 Prisma Access 11 15, IXFEF A2 ] 5 2% J8 i 5 37 1)
fiE, 43k Prisma Access BEFH 1 N TR FIUIR S5 A5 08, V&S B i A7 ol T RS e R 55

STEP 2| ({115 Palo Alto Networks =7 £fiik ' GBI B 88, %2119 Strata Cloud Manager,
STEP 3| S5 sl B vy 7 1a) e 4 1 22 A Bd i S LAUJR THAE LR 2 b1 CSERS 20 M g C2 [ 5 Azl
R B 5 34 S B V9 9
1. %$# Manage (“5'Fl) > Configuration (fidiZ&) > NGFW i Prisma Access > Security
Services (Z4=lk%s) > Anti-Spyware (SGlaJE#LE)

2. PP AR R 2 Al SOk, 285 S Inline Cloud Analysis (N EE =70 #7) ik
Enable Inline Cloud Analysis (i3 /N EBEZ=700T)

Inline Cloud Analysis

Enable Inline Cloud Analysis

Awailable Analysis Engines

Model Local Deep Learning (LDL) MAction Setting Description

HTTP Command and Control detector enable alert Machine Learning engine to detect HTTP based command and contrel traffic

HTTP2 Command and Control detector enable alert Machine Learning engine to detect HTTP2 based command and control traffic

S5L Command and Control detector alert Machine Learning engine to detect S5L based command and control traffic
Unknown-TCP Command and Control detector alert Machine Learning engine to detect Unknown-TCP based command and control traffic
Unknown-UDP Command and Control detector alert Machine Learning engine to detect Unknown-UDP based command and control traffic

3. {#iH] Local Deep Learning (LDL) (AR 523 (LDL)) &I~ REANS v HI 20 #75 |BE 1k 45
Enable (JGH) . HETAEMA A ik LDL B0 7 #r51% - HTTP Command and Control
Detector (HTTP v 55 5#2#60128) 1 HTTP2 Command and Control Detector (HTTP2
T SRR E) .

4. SRICARGE T HIRLE) 7015 VS Aor U 21 BN 22304 THY Action (F:1F)

AN M B BN 1 g Alert (=3 (m e, Palo Alto Networks 345 1%
B AT i F iy Reset-Both (i — 30) | LSz Bil for b 22 AR A&

« Allow (V) — VR R BAAEREM H LK H,
o Alert (=) — AVFHR AR HESRH.,
« Drop (EF) — EFFUER - A LA/ TR T KR HE AT,
* Reset-Client (FiE % i) — 5 & v — I IERE,
* Reset-Server (H &R as) — HiE MRS — My,
* Reset-Both (G #) — Wil & 5 i Ik 55 8 vl 42
5. 5y OK (ff7E) LUK H B A AR IE ORI B I XHERE, X5 Commit (F232) Hk,

e B s B 43 ©2025 Palo Alto Networks, Inc.
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STEP 4| (nf i) WUERWER S0 M AEBORSR, 15K URL F/8 1P Mo bk (5 4+ F i 2048 17 B 1] 35 2 A i
Sy, AT DGR R E AR a4 e (URL B¢ IP #idik#11262%) 2 Addresses (Hbhk) o
PO ST PA
1. 7% n External Dynamic Lists (453 4512¢) & [IP] Addresses (k) X531 4F,
2. %% Manage (“4'#) > Configuration (fili%) > Anti-Spyware (Pl UERMF)
3. EFEPELR LA URL F1/5 1P Mo kb iy 55 [a] 5 8 A i S, 2R J5 %% %) Inline Cloud
Analysis (B =087 Gtk

4. WRIEES 144251 Add EDL/URL (70 EDL/URL) = Add IP Address (#5011 IP 1
hb) o, ARJEIRBEHEAFAER) URL B¢ IP Mk s sh A 7102, M4y vl I A5 sh & 51 4
S G B — AN L B A A 2 e S IP M hEGIAL, T DLk
Address (Hifib) X513,

Exceptions - EDL/URLs Exceptions - IP Addresses Add 1P Address

EDL/URL IP Address

Mo EDLs or URLs. Mo IP Addresses.

5. Hidi OK () PAGRAY B [ A AL i SCf, A8 )n Commit (4222) ik,

STEPS5| (wik) WFEEEELH

e B s B 44 ©2025 Palo Alto Networks, Inc.
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S 128 ) A

5 fn] b W] DA 2 R A2
 Prisma Access (Managed by Strata Cloud O @by O T shne 288 8¢
Manager) BB 4V AT IR

« Prisma Access (Managed by Panorama)

« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
+ VM-SERIES

» CN-Series

B B oK B [A)— PR F b 1P ik 9 i ok /i N2 e ARG o Moy AR BB ek Hhx
PRAREE R i o

07 K % = PP Jha 71 55 477 B S A Kl SR BG 1L B T M s 40, NSRBI 1D B AR
FEEVE LA E S I il o SR A i iR A N 28 ) B i 25 LR RIS [R] (a)fr 5 — L6284 55—
AT VRS A 4 8L, A TR B, S 5S4 A VLR, Eafk
A BANERTE,

FEINs R

o BTN BB R SRR IR 2 e RS o 35S PR A 0 L 7 R R T B

o ARG A A A T ARG 1R B B o 1 S B L AR

e 2 JA T B 4 A P 45 ©2025 Palo Alto Networks, Inc.
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178 2 I B WA E Rl o AT

AEfT b W] LAGE A 2 SR L[] 2

« NGFW (Managed by PAN-OS or Panorama) O @by O T shne 288 8¢
« VM-SERIES IS 4 VAT IR

» CN-Series

B K S A G AR FiE L2 D4 - R T4, T8 e BB VLRI i B — 4
ik, KBRS TR, IFERTCI AR RE A A A 2 A g H %f?K%EPtXE’MLEE
AV R

M, TREANIBONRIEN oy, WOV SRR . R ] PR AN S BH IR ki R,
H A A ME R R Fe A OB H 7. Palo Alto Networks SRS BT BN 5 1 i A 148

FERZHNDLF, DB MEGREN S, ROVESME kA, IREE, UL
BF 2R B LTI

o QU DUE SR DA T A 2 A 00BN F . T DGR FE VR, B BHIE. EE SRS

o

o TESURREZRAIGIS, BN, W] LESK CVE FHoIE LBISE,
X AR, T DA INHE SO S - RERAE 5 X T 1284, BB IEURAE,

Bl

i

PR e, i T Plock-ip shnl e, TR FE gk d LS MR IS
FRPE,

STEP 1| QUEH e B 47 i i S

1. ##¢ Objects (X}%) > Security Profiles (Z:%2fili& 3 {F) > Vulnerability
Protection (JWiliBL4) F Add (Fshn) Ml S,

2. i ATHBG A B E ST Name (7R
3. (W) #iA Description (Vi)
4. (k) FEERCE SRS LU NN % Shared (34)
« Every virtual system (vsys) on a multi-vsys firewall (% ) RG505 k% IR

ARG (vsys) — WURTGHIES (BEH) , ZECE SCHHUR Objects ((F42) JE I ik
PRV R R G T T,
+ Every device group on Panorama (Panorama [(URFANE#4H) — A HGgiEd (2%
), EACE SCEY Objects (X 4:) e I0-F ik By e & 41 vl .
5. (u[it —{L[}! Panorama) i%¥% Disable override (Z5/755) wJBH (-7 B G QG454
R AR B IE SR I B BLE SR RS, BOA LR, Ak b s I, X RS A R
GRT DARR AR AR R B 1 SOOI I A 150 4 AL R

e 2 JA T B 4 A P 46 ©2025 Palo Alto Networks, Inc.
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STEP 2|

BUEERN AT T3 AT 24 R

1. 7t Rules GRND &0+ F, Add () 4 A BN Rule Name (BRI#FR)

2. (n[iE) RERREE AR GRUOy any ((EfT) ) .

3. WiE Action (F:(F) . fEAGIH, K HuiE oy Block IP (BHIE IP)

TSR T 4 S A A ALk 0P 1907 o 45 2 o P e SRk TP 3
fik, AR Be i S B AR BEL L RE DD, WU K ik o (5 TR B L AL TR SR BH

IEFAxey 1P sl
4. ¥ Category (34D #ifiy brute-force (B:77) .

5. (k) nSBHIE, 1E R EBH IR Host Type (CEHLZEMY)

client (% /4w  (Elany ((Ef) ) o
6. WESRIIR 3 LU E SR ES A EE,
7. BSR4 DA TE A4 R BRI .
Vulnerability Protection Rule

Rule Name | brute-force-rule
Threat Name | any
Action | Block IP
Track By o Source Source And Destination

Duration (sec) | 300

Host Type | any

[ Any H Ay
O cve A [J | venpor D A
@ Add @ Add

8. Hiili OK (fifyii) LAORATHEI ML IE ST 1,

- server (JR%5Es) 24

Packet Capture | disable

Category | brute-force

Severity

any (All severities)

[] eritical
[] high
[T medium
[] low

[T] informational

e 2R B B A A B 47
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STEP3|  (n[ik) B LFERAMELE,
1. 1t Exceptions (##14}) &3 & I, Show all signatures (i RATA2E44) DI HE(E U
R E R RBM A4, 1#3% category contains ‘brute-force’ (&
Z“brute-force” k5]
2. BYRIEAFTES4, il Action (FRF) ZIrhig e SCERAEELE,
Vulnerability Protection Profile O]

Name | Modify-brute-force-rule
Description | any
[] Shared

Rules Exceptions

'i- category contains "brute-force" 138/ 15016 ' — X
IP ADDRESS PACKET
ENAB...| ID THREAT NAME EXEMPTI... |RULE CVE HOST | CATEGORY |SEVERIL.. | ACTION CAPTURE
] 39... | HTTP Request Brute Force server | brute-force | informa... | default disable
Attack (allow)
[l 31...  Microsoft Communicator CVE-2008-  server | brute-force | informa... default disable
INVITE Flood Denial of 5180 (allow)
Service Vulnerability
] 34... | SIP Bye Request Attempt server | brute-force | informa... | default disable
(allow)
[ 33... | SIP Register Request server | brute-force | informa... default disable
ttempt (allow)
] 31... | Telnet Authentication server | brute-force | informa...  default disable
Failed (allow) -
Show all signatures (&) PDF/CSV Page 1|/ of5| » » Displaying 1 - 30/ 138 threats

3. WiEHAF - Allow (0¥F) . Alert (“Z3#:) . Blocklp (FH1EIp) ¢ Drop (EF) . N
BiEF Block lp (FH1l 1p) , i 5EH DL FAIMT 5
1. WA ZIn i R R Time (A By (LA NELE)
2. FEE 54 IP source (IP J5) =% IP source and destination (IP J5 1 H#5r) Track
By CHEskrit) FFEH L IP Mok,

4. i OK (M)
5. X TR—/MESZES, b Enable () FIrbiySEEHE,
i OK (i)
STEP 4| [ & LAZEAMIfl R F A
A LAY A A T L ERRARIE: @,
FEARGIR, 8RR 5 )15 CVE-2008-1447,
1. wiE (@) B0 BRI A % 1.
2. sk EE, EIRTH seconds (7)) ) Number of Hits (i)

3. R source (J5) . destination (H#Fr) =\ source-and-destination (V5% H
Fr) LM% (Aggregation Criteria CGEAFRUE) )

4. i OK (fiE) .

e A B B A B 48 ©2025 Palo Alto Networks, Inc.
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STEP 5| KErfic i SCFBH 4 2= SR ms JE U o
1. %% Policies (5kl%) > Security (Z¢4) , FF Add () sl(& o2 2 5RIE U

2. {f Actions (F:fF) &30 F [, %&+% Profiles (A& CfF) (EABCE & E R Profile
Type (i ScE3eAY)

3. EFEEN Vulnerability Protection (i P547) id & S 14
4. Hd OK () .

STEP 6| #&xciidk,
1. i Commit ($2%5) .
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Je F AR5 4

AEAn] AR LA 2 R A2
« NGFW (Managed by PAN-OS or Panorama) O @by O T shne 288 8¢
» CN-Series

Palo Alto Networks BB 4 # G1 (1) HTTP u TLS 15k,  JF 1 o] LA & P i i He 2  DNS #&
WP 2 A IR SERI P OVESR . PURTERS KBEIERERS 7024 DNS (BRI i p Ik 4 2 iy,
MRS YA S SRR AR I, A IR A2 4
STEP 1| Ja & P sk 55 as s K vb 7y, LAFE4 DNS fRGEE,
fit i DNS fRHEXT 4, 4 -
i E R K AT DNS B 42 1,
T SR K B 5 0GB AS LA AT DNS 8 2RI DNS IRk 4%525 .
WL K L KR DNS 55 o R/ A i A1 8545 FQDN 2 IP Akl 2% H
o CNCEHTHY EHLAE) 1P sk S 22 A7

STEP 2| SRIFURHTHY N FR 3 R B N A5 eA (B2 RN IO 579 B @A)
1. %&#Device (&%) > Dynamic Updates (Z)Zs F5H7) .
2. Check Now (\ZRIAGHE) LASRI iR BT N FE Fe A B0 A 25 ST o
3. NEFFLAL R TRE R N AR 579 (B ShloAR)

STEP 3| 7 SUBH K A 404 7 15 A0 ke 25 44 FH VE AL I i

1. %% Objects (X4}%) > Security Profiles (‘4 %2ficiE < f) > Anti-Spyware ([J/j[]5 %
), RIg Add (b)) Bl rE il i Lk,

2. &#¥ Exceptions (f#154) , #X)7i%+% Show all signatures (R fri2E44)

3. JLTRHET evasion (FhE) THiEZA,

4. XA S, ¥ Action (BE(F) B AR R VFECEGAERNE Z AT i O T
W24, BOAERIEARYE) o Fla, K254 1D 14978 Fl1 14984 (1) Action (F(F) &
&Ny alert (%) i drop (E77) .

5. iy OK (ify)  DAPRAT ST g B T SR R AR AL 1 ST

6. )WL BRI SCPERE % 2 W . ¥ Policies GRMA) > Security (%
), PREERELEIY H ARG, BT Actions (BR(F) IR, (Wi ki
Wi"vh, ik Anti-Spyware (BSIRBEBCPR) 573400 FRIZIE, 85 R 15 ol Wik
PRI SO DA THLRERE 4,

STEP 4| fExcwidk,
i Commit (3£22)
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BB 575

5 fn] b W] DA 2 R A2
 Prisma Access (Managed by Strata Cloud O @by O T shne 288 8¢
Manager) BB 4V AT IR

« Prisma Access (Managed by Panorama)

« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
+ VM-SERIES

» CN-Series

Palo Alto Networks % 25 44 9 - BCERINIRAF - (CANBH A sl B ) BEA 79 Lo 4nT LAGE T 1D
K BRI SR TEIPRA TR BERR, el & B R MR AR B THOS8(F, pm, 8T DA e A
2% LAl AR IR B RS A4 B A

BLIEBGIS 7. dadll. [ URBR A DNS 800Gl o, DO Sus Ak B 55, (Rg, (EHin 2
AT, 5 A R AR A BRI o0 SR A 4 B0 1 A TN AN AL B, ARG e b 22 RS

o R BTBE I R BRI S HIREFE DL K WildFire 2844 508 (M 1B kB8 o

o BZIETHN 1 EB 5 TR R R R 100 5 477 A 3 2 2 P 1 S A B T 1) 42 4 TR S
» Strata Cloud Manager

* PAN-OS #1 Panorama
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B R B 7 (Strata Cloud Manager)
STEP 1| MIATHRHERRI IR %44

PR T LA 1) WILFITe 56111505 45 L8 S 46 D 1456 44 BRI A A Y R 2 41,
(L5 T B0 P 95 148 4% Bt B TR, LI, T DA 2 i
PRI IR, AITSE SN I TR L b A 1 T4 T A 1

1. %+ Manage (“#f) > Configuration (filiZt) > NGFW fil Prisma Access > Security
Services (Z %4 Mli45) > WildFire and Antivirus (WildFire FIf5iR2:)

2. Add Profile (Zshnfcics ) st FE 2 b PR B 25 44 1 B E WildFire RISk 75 Bl i
S, SR)E#:E) Advanced Settings (2R %) IR,

3. £ Signature Exceptions (Z41{514%) S:H.riAdd Exception (Zhnfist) |, FEHeft B
SR T HR PRI B2 441 Threat ID (B ID) , #&80] LURFE AR 2844 3 v s e
o

Signature Exceptions

Threat ID *

280647

Notes

* Required Field Cancel m

. SCHG Save (fRAT) 224 BI4T,
5. B AR 7B b 2 BR800 B4 1D, 180T LA B 15 8h 284 Bl A L 56 54 4]
£, WLl Delete (M%) SHE 2 H .

Signature Exceptions
Exclude specific signatures from enforcement.
Threat ID Threat Name

280647 15/Exploit.pdfka.os

6. HETHMILAMGIN, S A AT A B G5 it Save (PRAF)

STEP 2| (Eduwill Flaj 254 (DNS 54 5R4% 5 BN EATE 244, (1 DNS & 45m il

Prisma Access 111 DNS %237 gk fTAbBE)

1. WEZA 28, % Manage (FBH) > Configuration (fili®) > NGFW Fi
Prisma Access > Security Services (Z2JIlk%5) > Anti-Spyware (B5lEJE# ) |, ¢
%+ Manage (/%) > Configuration (fidi%) > NGFW il Prisma Access > Security
Services (Z%2Jllk%%) > Vulnerability Protection (Jailifi#) .

2. Add Profile (shnfcits SCf) Bk $ 28 ees 4 v il vy B0 A5 19 TR U B 0F B hs 1 47 4 A i
AR, KIE %k Add Override (i)
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3. B EEA M Match Criteria (VERCHRVE) SRR SR AR A i 25 44, 1% 1 B0k
T %4 3115 Matching Signatures (VLfil%44) S0 Bongs 3,
396 v 5 S O BT T 2 A N SRR AE

5. ROLFTES A EH Action (J:{F) . Packet Capture (EUJE{UHHZR) F1 IP
Addresses (IP #iil) |, BIAE AT S8 0& o v v BRI D %o 3056 H i 0F

Overrides

Exclude a signature from enforcement or change a signature action by creating an override {exception). Only override the default behaviour for a signature if you know that the activity the signature
detects does not pose a threat to your organization.

If you think you've identified a false positive, open a support case so that the Palo Alto Networks threat team can investigate. When the issue is resolved, remove the corresponding override.

Match Criteria Clear Filters
Severity Category
any dns-security “ | Threat Name
critical dns-wildfire any
high domain-ed|
Threat ID @
informational downloader
low fraud am
medium hacktool

inline-cloud-c2
keylogger
net-worm

n?n-rommunicatinn

Matching Signatures (22/8588) (), Search by string, CVE or threat ID Page 1 | of2 y
= Threat Name Threat ID Category Severity Default Action
CoinHive Site Detection 85692 fraud critical reset-both
CoinHive Site Detection 85695 fraud critical reset-both
CoinHive Site Detection 85694 fraud critical reset-both
CoinHive Site Detection 85697 fraud critical reset-both
Skimmer Site Detection 85812 fraud critical reset-both
Skimmer Site Detection 85826 fraud critical reset-both
Action Notes Apply to IP Addresses
Allow ~ P j{

Packet Capture Addresses (1)

Search RN Add IP Addresses

disable X v

= r

1111

Enter valid unicast IP Address (e.g. 10.1.7.8 or 2001:db8:123:1=:1)

* Required Field Cance m
6. Save (frfr) UYL s HIALIE
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7. L EE Overrides (7215) M5CHsIE, WiE&ME5 5, el Ll Delete (i
bR) AR H,

Overrides
Exclude a signature from enforcement or change the signature action. You can limit threat overrides based on |P address, where the override applies only when an |P address is the
source or destination for a session. Add Override

Threat ID Severity Category Applied to IP Addr... Hits {7 Days) Last Triggered

85692 CoinHive Site Detection  critical fraud 1111 0 0
85695 CoinHive Site Detection critical fraud 1113 (4] (1]
85696 CoinHive Site Detection critical fraud 1111 [t] ]
85697 CoinHive Site Detection  critical fraud 1443 1] o

G R B = i (NGFW (Managed by PAN-OS or Panorama))

STEP 1| MIAATrhBERRBI IR R 2544

R IRSE T LAGE P B 03 7 AL 8 SO B 79 28 40 BT BB, (H 0k BT iy ok o
SEFFE D A AT IO ERE, H2, (T DL e s (Oblects (i)
> Security Profiles (7 &~ ¢f) > Antivirus (5557%5) > <antivirus-profile> >

Antivirus) sgesi= S kBRI ERCE,  DIARERAR 7 050 i rh 0 757,

1. #%# Objects (X%:) > Security Profiles (‘2 &fdi& S F) > Antivirus (B5i &) .

2. Add (Fshn) B eE b BESR A28 44 A B A B s fg A e S, ARG Signature
Exception (Z46151)

3. Add (7hn) FEMA T PERRI EOMISE 44110 Threat Id (Z(H ID) .

Action Signature Exceptions WildFire Inline ML

litem | 5 X
THREATID ~ THREAT NAME
280647 JS/Exploit.pdfka.os
Threat ID | 280647 ®Add @ PDF/CSV

4. i OK (Tf72)  LAPRAFBE R AL E S IF,
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STEP 2| (& il Al AR (25 44 11934 T  (DNS 2544 Frst 5 BEEI R — /NI DL & o DNS 25 441193k,
17, XE—FhEE R )
1. i%%% Objects (X}%) > Security Profiles (Z:%:fili& C{F) > Anti-Spyware (%]
R (1) 2 Objects (Xf%) > Security Profiles (%M ;) > Vulnerability
Protection (JR{lIF5i#H") .

2. Add (Fhn) B0 SRR B 25 44 0 B A B TR) 80 S I BA 4P B 1 S0, AR IE ik
#% Signature Exceptions (%41 715%)  Cob JBh A1 CRH AL % SCF) = Exceptions ({51
) O TR BG4 Bl SO

3. Show all signatures CHRFTH2E4) |, ARG IHIE DLE SR EE SOLHI TR 2544,
4. T ESILS S, 2k Enable U H) Z1 PR IEHE,
5. WEFRILES KREAL P IZ B 41 Action (BR1F)

Edit Action

Action | IS j

Reset Server

Reset Client
Reset Both
Drop

Default (Alert)
Block IP
Allow

Alert

T ENBAT R4, RONIX R bk R4, 158 Action (J(F) Wil N
Allow (V) .

6. Hiily OK (fify)  LhORATHIY el A& SO i ) 8] e 2R 1) 5 47 I i S AF
STEP 3| {Ed DNS %4191 T,
BOANEOL B, XTI E] DNS 2544 193% 58 L4411 DNS B HE 44 sinkhole,

1. %% Objects (X7%) > Security Profiles (‘% %:fidi& ) > Anti-Spyware ([[a]ilf %
) .

2. Add (%I siESCEE b PEBR B2 A4 I B TR R B SO, K)o 1k DNS
Exceptions (DNS #%%}) .

3. HREMMATHHERRTY DNS 254419 DNS 5 1D, AR5 ik A R A4 1) T AE
DNS Signature Exceptions
Q‘ 64741252 litem | = X
ENABLE ‘ THREAT ID ~ | DOMAIN/FQDN ‘ THREAT NAME
= 64741252 ftp-hinet dns-dns.com generic:itp.hinet.dns-dns.com

4. By OK (f5C)  DACRATHT 0 2 it (19 Bl T S B 11 i S 11
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AN ENZA I ETR

{5/ DNS &R i e X 4 L2 Gy AL

AEfT b W] LAGE A 2 SR L[] 2
« NGFW (Managed by PAN-OS or Panorama) O @by O T shne 288 8¢
« VM-SERIES IS 4 VAT IR

» CN-Series

507 1) A 3 2 A i S22k v Y9 DNS Sinkhole #0E nT 3k Bh Jc 5 ot £ %0138 & 4 1 E)‘(BZWJ DNS 25 {h
AN, DA BEREAE X 2% iR A A S R Ry ML, S22 ) LT BB E I dy 5 A ol
(C2) HR%% 28 Ja sl il —— B S PliE £z, I&%%'HI@@}’T‘?%U%@%%HEM, U\Tlﬁ Wi % M 25 54t
HLRAETR

X Palo Alto Networks DNS 25 4 711 2¢ v JE 19 (T {r 5k 1) DNS E )6 #% sinkhole £ Palo Alto
Networks flz 4525 IP Htil,

b5 KB ATPIAS DNS 2544, al IR A C2 1k

o (WESY | EIBBPIT D A DNS 240 — X — 4 ARV A IE DNS 2844, b5 kG r DAGE
THBRARG R B,  Bh K IE 3R A8 DNS 2244 1F 2R H B 75 SOHT i — 5670

o (FEYEDNS “Z41] %) DNS 224254 — B k%75 M Palo Alto Networks DNS 2 4= it 4%,
DA B I 75 A5 T 5% DNS 2544 S5 3 B Ry s itk 5 2 25 44—t DNS 2 e e —n] & [ 146
T PLES 22 I HoRM) C2 Hedy,  FelniskA: B (DGA) A1 DNS B&iE, 45 9¢ DNS 4 217 [ 1Y
WG E, S (DNS Z2fEr) .

INRAE A8 DNS 22 422540 f7 7€ Sinkhole £#:7F, T a] LIAE DNS 722 4= il (25 fF rp i (21X 2615
Eo

A DNS 24468 DNS 4 2254 4 N1k DNS 2rif) #2517 % Palo Alto Networks IR 4528, 1%

PULEDT W% sk, 7R g 7 A7 < 1{al 5 J DNS Sinkholing LA #8510 <7 G EHLAY VR

HEESSH

« DNS Sinkholing 1 L{F 7 2

« fdiE DNS Sinkholing

o ONITE A ZERCE DNS Sinkholing

 # Sinkholing IP M- Bc i A M 4% Fi A i iz 25 25

o A A R P B Y S G L

DNS Sinkholing i T{F 5t 2

fEqa] AT LAGE T 2 LA (] 4, 2
+ NGFW (Managed by PAN-OS or Panorama) O S0 eEd O THsmohte s ) o
+ VM-SERIES IS5 4P VF W] IR
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FEART AE AT LA I 2

« CN-Series

DNS Sinkholing #] #5 Wy £ Blj K 3 0576 257 Gy DNS Z il F 052 (41 DNS it it
WA & (AP e ML (BB KBS B G 21 DNS B IA R %) . (EB KBS A DNS IR 45 28
R ASZN AT AT Py AP S0 v SO H 0K i A H DNS AT 28 (F AT e R, 1S & SE b
TG ML, Sinkholing %5 DNS 25 1 i ek P e X S8 5 5k o e 10 46 7 S 2 ML T 1749 0] S92 7 41X
ForT WL A, DA i B R B R (e T SRR, AR EE R ER A
Palo Alto Networks Sinkhole IP #itil (45500 11100 Lk 711 2l iE DNS Sinkholing B 72 XY
IP#udih) , wIAEYE B SRR SZ G AL,

H—]
= E
ng Public
Server DNS Server

1. Botnet on client host 192.168.2.10 sends DNS I 3’-‘-’2‘"
query for Hacker Server (malicious domain).

2. The internal DNS server relays the request
through the firewall to the public DNS server. S - .

3. The firewall queries the configured DNS e ) - D'NSSign“uresDum
signature source and detects the malicious — + Content DNS Signatures:
domain request and forges the DNS reply with e EmmeEELE Locally-accessed
the sinkhole IP addresses (IPv4 and IPv6). e o HEHEREHEND signatures

4. Botnet then attempts to communicate with E— * DNS Security: Cloud-
Hacker Server, but sends to the sinkhole IP ) | e s
address instead. ,Z_GP? e

5. Session goes through the firewall from the user —
to the sinkhole address. Conitet

6. The security admin can then identify all client
hosts trying to communicate with the sinkhole IP L
address by searching for the sinkhole IP address E Internal

in the threat and traffic logs. DNS Server
7. The Helpdesk then eradicates the botnet from all
infected hosts.

Note: The client hosts and sinkhole IP must be in

different zones, so sessions pass through the firewall. ﬁ i-
The sinkhole IP address does not have to be an active “ ——
host, justan unused IP address. 192.168 2 10

fi.i& DNS Sinkholing

FEAR] Ab AT LA H 2 et 42

« NGFW (Managed by PAN-OS or Panorama) O Sy (TR shee k) ok
« VM-SERIES %QEJJ‘%?FIIFWIIE

« CN-Series

F2J5 F DNS Sinkholing, 18 2R W9 B A1 {4 BC I ST AR DB K R 28 2 sk BN (IE S
I A PO SR R ), X Palo Alto Networks DNS 25 44 5 b A 55 19 AT ] 1k
(1) DNS 2 1H)Ks 9% i 71 21 207 Palo Alto Networks Sinkhole IP Hihik, 1P kil 247N IPv4 —
sinkhole.paloaltonetworks.com, [T 2 {7 Ipvé itk — 1, IXEEHbHEFTRE AR B, W]l
PR ST I ST
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STEP 1| SASHIEhAS 5L R A2 413 55 1 DNS Sinkholing.

1. %% Objects (X}%) > Security Profiles (“Z%=fliCf) > Anti-Spyware ([5j[a]5 5
") .

ESORAT B IE SCEF, 208 I AT I ZR A BCIE SO o 8 — AN b 17 v
AECE S Name (7an44) , #XJmi&$% DNS Policies (DNS %) &1+,
fifii\ Signature Source (Z411) hE 4 {1 {F default-paloalto-dns,

(n1i%£) fr Packet Capture (Ei¥Etufitizh) FHizlZh, iE#F single-packet (A%
) DA IR G — B, 2% 3¢ extended-capture (7 EHli%k) LLi%iE Ny 1-50
AR 2B IAE . ARSI T (0 et sl gt A7 13— o #.

STEP 2| 3G uERh A3 (4B & Sk iy J3 1 Sinkholing i

1. 7t DNS Policies (DNS %) #£TiF+h, fifiih DNS 211 Policy Action (FRI 5
{E) &5 A Sinkhole,

2. 4£“DNS Sinkhole ¥ & "5 b, il &5 W5 H Sinkhole . A i fEC L, L iE Ui 1)
Palo Alto Networks i %% 281 2kA Sinkhole IP Hifik, Palo Alto Networks 1]t Py 25 55 357
H 2 Rl 1P ok,

T G B WX 2 1) A b IR 2% 28 o 0 3R ik Sinkhole Ipvé4 oY, Sinkhole Ipvé 1
Ik, EZ B Sinkholing P b hE AL A 2% 1114 A R 5522,
3. i OK (i) LACRATBA A1 PR AL & S,

STEP 3 | K15y ISR ER A e 1 ST PR in 22 22 2 SR
1. i&¥ Policies (Gii%) > Security (Z27%2) |, ARJGULERZ I .

2. {f Actions (#fF) &3k I, #rh Log at Session Start (fE£xiE T IAR 0D H ik HEL
A A H e

fERCE BCE 0, Hili Profile Type (BCiEZETY)  MRZSIZELIE A FT 4T Profiles (ALiE
) o A Anti-Spyware (BAIRITRERSF) A28 bk BTN AL IE ST

4. i OK (7)) LLORAT SR AL o
STEP 4| SEid M PERy i Lruthsl, DBl T 4 Lk b
1. #$ ACC FFUhn URL S F oy B A5 U 1A Sir) BOb G S A BH I 3G 31 42 Ry TRk i .

2. %% Monitor (i) >Logs (H &%) > Threat (&) , Jfmid (action eq
sinkhole) fiiik LA € A #% Sinkhole (135 -1 H &,

N HGE SR FNFEACE DNS Sinkholing

LA

w

e AL m] DASE A 2 o N

« NGFW (Managed by PAN-OS or Panorama) O &SR (] T shae 7 H) ok
« VM-SERIES @zﬂj]‘|%?)ﬁlt|:ﬂlﬂf

» CN-Series
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SN 1 E X8 7152 55 I DNS Sinkholing, A 2061 (1 5538 702l A 71 42, AR Tl 3R R B i S
{Er e H Sinkhole #27F, A BCIE SCERRT NS 22 2 SRmg KU o 2420 P i 35 7 1n) 2710 2 ) e 2%
R, B kSR B by H AR IP il O i N ER AT Palo Alto Networks filz 5% 28 561 7 &%)
Sinkholing & (i 1P Hutik,

T AT B A S Z b AL REAS 0 R, BH KBRS AR B IE T DNS [R5 IR 24, 25400 4%
fir 44N Custom Malicious DNS Query <domain name>, J& - riv45 5™ d P S8R (A LAk 1 5 A28
IR AT 24 T B

HRIEFNZ % HIRBIMAE S, BSR4,
STEP 1| ApMBahas 43 rhity B 7E k5 % )5 T DNS Sinkholing,
1. &%¢ Objects (X%) > Security Profiles (“Zfdi& S {F) > Anti-Spyware (B/[A] ¥
) .
2. (EGINABCIE SO, B8 NI AT A ER AN IE S g B — AN IR E T b,
3. ABLIE S/ Name (fn44) , RJ5i%+% DNS Policies (DNS 5:l%) &5,
4. M\ External Dynamic Lists (JMishas415%) &4 ik EDL,

() R ts gl grDomain List (5 gy 5e) 0 sl shids a13%, 15T LN AL %
P LA F SR T ae il ay URL i IP s k25w sl sh A 7135,
5. WBH IR SRR R I S PRI T SRS B A5 5135 (IS R4 Bh R0 [ R ) 41 3 25 41
%) . Type (GEMY) Tty Domain List (Ji712)

6. (nik) 1r Packet Capture (BUEUHiFh) FhiglZrh, %$F single-packet (FRAEE
1) DR EE s — B, 201k extended-capture (i) LLi%E N 1-50
AN Z B E . AR 18T 1 T B e s Rk 1 gk — 2 2 #t o

STEP 2| Bk B B B 4 i i SCF i J5 1 Sinkholing B¢i

1. 7 DNS Policies (DNS 5li) E&Ii-F v, ffiik DNS 22l Policy Action (5RI% 5
) &5 A Sinkhole,

2. 7£“DNS Sinkhole ¥ "0, A &5 23 M Sinkhole , N5 (I, CO&E VA
Palo Alto Networks iz 55 23112\ Sinkhole IP Hilik, Palo Alto Networks mJ it ;N 25 57 57
H Sl gt 1P ik,

TR AN EAE BB 25 19 AHBIR 55 25 2P 3 #3119 Sinkhole 1pv4 54 Sinkhole Ipvé i
ik, &S ¥ Sinkhole IP kb Al iE A& LA AR 55 25

3. By OK (fifys)  DABRAFBh ) U B P i SCAF
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NN E A

STEP 3 | Koy T SRR B 1 ST PE In 2 22 2 SR
1. #%F Policies (5lit) > Security (Z742) , ARJGULERZ 2R .

2. 7f Actions (FfF) &30 & I, 1 Log at Session Start ({E<xif T IAKHC:) SIEHELL
Ja ek

3. (EMCEBE o h, Hidi Profile Type (ACiEEAY) MRZSIK A E AT 41 Profiles (i
) o A Anti-Spyware (BAIRITRERFE) 72812k ST RCIE L1

4. i OK (ff72)  LLERAT SR AL o
STEP 4| Jiie Skt 1 IR,
1 fAILEEE T GRSk IR TR | NS5 B
2. WEPERS KEE LIRS
1. 3%$% ACC JEZ I URL kA 276 1 I Bk B0 E sl ATBE 1R A 35 Sl 22 i ade 5

2. %+ Monitor (i) > Logs (H &%) > Threat (&) , F@id (action eq
sinkhole) Jiiik LA % Sinkhole 1k Fiy H &,

STEP 5 | BESHBEhA S ) 5% H L2 ki .
LEW7 sk O DA CLI i 5 AR SR A9 TS S

request system external-list show type domain name <list name>

il -

request system external-list show type domain name
My List of Domains 2015 vsysl/EBLDomain:Next update
at :Thu May 21 10:15:39 2015 Source : https://1.2.3.4/
My List of Domains 2015 Referenced :Yes Valid :Yes Number of
entries :3 domains:www.example.com baddomain.com qqq.abcedfg.com
STEP 6|  (nik) HERRIMTENEIIEK,
S 7 K B TR A R SO R RO 202, AN AE N — K RIHT IS 8] (] B e gk A TR R (R o 3))
BHNFTE LY Repeat (&) #iK) |, EHLLF CLI vy -

request system external-list refresh type domain name <list name>
@ S T DL R ks g A\ Web IS5 25 Rk A aas o1

¥ Sinkholing IP ik fc i Ry W28 11 A i IR 4525

{E (] Ak w] LA 2 wE et a?

« NGFW (Managed by PAN-OS or Panorama) O SRR (] T Hamshae 7 ) o
« VM-SERIES JBCJH B 7V T IR
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NN E A

FEART AE AT LA I 2

« CN-Series

AN L, FNFT4T Palo Alto Networks DNS 2544 )5 1 Sinkholing, H Ef 517 17] Palo Alto
Networks iz 552819 2kA Sinkhole IP Hihik, 70 3L FH 250 Sinkhole P itk % (& A 2% [ A IRk 55
o8, g A b U B

DRI ST (F A Sinkhole IP ML (¥) IPv4 il IPv6 Hihl, A A3SE 35 Bk ] A (0 3 P Rl st it
—Fh, LA I PR SR T DNS ). DNS Sinkhole Hiuhil 24 Z5ifv. 1~ 5 % F s LT AE [X I
AR DK sgerb, AT B 2452 U L3RS 3145 Sinkhole IP bk £5iG s, nlSm@i B A s
T b,
@ iz Sinkhole syl by BT T UL H Ty, I HASE AR R L, 6 LR b

{1 FH 5 S0 55 B B R DL, DASE 2 3 4T S A U

SR WL B {0 LA 77351 DNS Sinkhole gy - -

IPv4 DNS Sinkhole yj,—10.15.0.20

IPv6 DNS Sinkhole 4 4 —fd97:3dec:4d27:e37¢:5:5:5:5

STEP 1| A& Sinkhole $ 1 FlI[X Jik
ARG i B WLFTAE DX Y it 8% & 2152 X Sinkhole IP Hidik g X Jak, PR A 200 S 1

@) iy Sinkhole i gy i FL X I8, A2 RS 1 DL i R s L X 35K,

1. %# Network (4%) > Interfaces (311) JfidkF— N2l iE Ny Sinkhole $2 11 $%
l:] o

2. {t Interface Type (#Z1128M) NRi4I&d, 1&4% Layer3 (B8 32D .

3. EHAIN IPv4 ok, TELLEE lpv4 RN F,  PREFE Static (), AR D Add (U
o fEARGIH, 5% 10.15.0.20 724 IPv4 DNS Sinkhole Mk,

4. ¥ lpv6 iET-FIfHls Static (B |, ARGl Add (Fn)  IEH A IPvé Hihik 11k
Hend, fEAWIT, 154 A fd97:3dec:4d27:e37c::/64 1A IPv6 Sinkhole Hutil,

5. By OK (%) DABRAT,

. 4 Sinkhole #in— X ik, &% Network (4%) > Zones ([X1%) Ff#d;
Add (&) .

7. #AXIK Name (%75 .

8. fr Type (KA FhiglZrh, &+ Layer3 (553 )2)

9. 1t Interfaces (4 11) ¥4y, i Add (Fshn) FEERINGERIF L )82 11,
10. #i; OK ()

STEP 2| J3J1] DNS Sinkholing.
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AROL T, ¥ NFTA Palo Alto Networks DNS 254 3 ] Sinkholing, 24 Sinkhole ik 5 g
NAMNRSES, TES W N 17E S E DNS Sinkhole Hhilsg 2 45,

STEP 3| ihgmfl & 4= 0k0s, LAV X o b & P i £ LAY i i [ IR 5 (E Xk, - M2 4% Sinkhole

XIRAEN H oA, FRE Dnh a1 4 Bl i S,

Yt 2 RSN, DA VRS AT X I A 1 2 s E ML U s U ) IR A5 AR Xk, AN IT i R AR 1R
H 2R E L R, Sl #s Sinkhole X IR Z i R vi iy H s, 80T DALESZ JEGL ) & 7 i 1)
DNS Sinkhole % =it DNS &) .

1. %% Policies (5%kI%) > Security (‘Z42) .

2. GEPEAVFR ML I U R m) S T X B AT T,

3. ¥ Destination (H#r) &Ik, Add (b)) Sinkhole X1k, X V& F i 1 WL &
it ln) Sinkhole [X ik,

4. {1t Actions (fF) 1ETiF I, %l Log at Session Start ({E<x 1 T IARHOSE) EkHE L
Ja G g IXAE ] DU A AE U R IR 5 (124 Sinkhole XSGR, K 145 (1 X I5IT & 7 v
FEHLA I ] DG EIE 3%

5. 1 Profile Setting (ACi& SCLF&E) 7y, EFA)S H DNS Sinkholing 119 Anti-
Spyware (B [AJUEEK(T) B if SO 1.

6. i OK (ffii) DARAF% 4=0k0E, N0 Hid Commit (§2%2)

STEP 4|y 1t ihfsny AU 52 ROy LML, T RAIE S XA 2 7 i EHLIAL I BT Sinkhole [X ik
P RAFE] idsR.

TEATR B, SZRER & i LS 192.168.2.10, 1] Sinkhole IPv4 iy 10.15.0.20,
1 SRR o LU, FIOF s fe s e I IFIs Tl M

C:\>ping <sinkhole address>

LA FoR 7R 7 %7 DNS Sinkhole #ihi: 10.15.0.2 #4417 Ping i sk Fr= 2L s, 45 K 8oR
Request timed out, XZWATERBGIH, Sinkhole IP Mk A 7 Blgh ¥y EE 1AL

C:\>ping 10.15.0.20 Pinging 10.15.0.20 with 32 bytes of
data:Request timed out.Request timed out.Ping statistics for
10.15.0.20:Packets:Sent = 4, Received = 0, Lost = 4 (100%
loss)

2. 7EBGkEE F, %#E Monitor (la4%E) > Logs (Hi&) > Traffic (it JHEE A
192.168.2.10 H. H#r A 10.15.0.20 1 H E2% H, XK A Sinkhole IP ik (Y37 1 AE 3
) B K B X Jak

CY T LURRAY B G, U HRy 10:15.0.20 gy s, it
it ¢ Destination (1145 7ijcpepd; IP syt (10.15.0.20) e ooy ik 4 1
(addr.dst in 10.15.0.20) g s 2 v By, Sati hr FHU 207 B ARG R F 7
BB PAR LS FH e 4
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STEP 5| il DNS Sinkholing J& 5 I ffific i
65 A BEADL 24 30 i N A 22 TR T 0 TN 2 RGP R e B A T 1
1. BB, KBS 25 5B 75 28 40 B e b e 551 — AN I LA Sinkholing,
1. &% Device (#4%) > Dynamic ()%) Updates (#7) 314 Antivirus (55
BBy BT Y B2 B E REEE EMY Release Notes (R ATI) 454z, ik nTLL
7t Palo Alto Networks =7 £fuili it _ERI SN T80 N B F1 L 28 44 T8 BE I & R AT
Wi,
2. FERATUHMEE 21, B AEY EA—1TIH (B4, com. edu @ net) . /&

S BRI A . BN, AEBGE A 1117-1560 1, IESfuiE—AN %4 “tbsbana”
WiH, HAYIN “net”,

NIRRT IX—{TERAT B R N2

conficker:tbsbana 1 variants: net
2. XML BT SRR &
3. WHESIR BN ) URL #4477 NSLOOKUP,
@, {44 URL track.bidtrk. com:

C:\>nslookup track.bidtrk.com Server: my-local-
dns.local Address:10.0.0.222 Non-authoritative
answer:Name: track.bidtrk.com.org Addresses:

fd97:3dec:4d27:e37¢:5:5:5:510.15.0.20

fEfg b, ETE SR NSLOOKUP S AL IE R Sinkhole IP i (10.15.0.20) i##
TP, BTz AR DNS 254 VU, (N2 34T Sinkhole #:1F,

4. %+ Monitor (%) >Logs (H&) > Threat (Fi) FFFFIMMNA H L H, M
IS UEXT NSLOOKUP i R 4047 1 1E I 1E

5. % track.bidtrk.com #17 Ping, X¥#7=/:3 Sinkhole Hhki¥y /2% i i,

A B B 1R S Y 32 R AL

FEfRT AE 7T LA H 2 TR p A ?

+ NGFW (Managed by PAN-OS or Panorama) | O @ZgUbhlhiyr O THE S aE S #r) 2
+ VM-SERIES S5 4PV nT IR

« CN-Series

{EIE L E DNS Sinkholing 36 1E 2% & sk ¥ 3t s 9t 1) Sinkhole Mtk fi, 488 82 01 e 17 1%
Sinkhole sy i &, AT, ﬁﬁzmﬁ’ﬁiﬂ}?(ﬁﬁgﬁﬂﬂ
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{#i /] App Scope PR332 & GL19 % 1 9 LBl
1. %% Monitor (1if¥) > App Scopel{-iL# Threat Monitor (i ifE) .
2. ik B R T TR T) Show spyware ClL/RIRIERME) #4H .
3. EFE— AR

LA B e B T s 1 T BL DNS B = ANS26, 8RR E 7 i 1 LAE A% R ek 3
7 NSLOOKUP if7=4=, B & AR TIHm E L3 4= 2.,

M Top10v B Threat~ fiter & @ M O [ expor: £ 7 [AINES
30
b .
Tue
Grayware:id5-sy! m: 63
150 Total: 216
B @
100

jonc.clul
Parked:foxdcg.com

Last 6 hours Last 12 hours Last24 hours Last 7days Last30days Lasté60days Last 90 days

X SRS HEATACE, AR K = E Sinkhole [P M LRI T A & b L AL, Ay
10.15.0.20,

(Y Hrz SNMPagmpps  Syslog i 55 us i/ s Panorama i s s 5 11 4.

EARGIh, 2y & i EHLGE 51T Palo Alto Networks DNS 2544 0008 2 v i) B % =
AT T NSLOOKUP, KA ILF R, R A AR EI A DNS k%28, 1ZREH

B S AL B K ST SR B RIS DNS N ds5s . HLA BTG ) B TB] i 4 1 Bl i SC R Bl

KB A TR R AR 5 DNS 282 80 ZEdE T Veid, 2R 5 (] Sinkhole #hl 10.15.0.20 i
fd97:3dec:4d27:€37c¢:5:5:5:5 thik [l . &P w2l Ja s 1l, Mk H G &g 535 3010 I3
FHUATH AR dk, X B B O i) Sinkhole Hitik,

A ks BRI H & AT LSRR I & = F) Sinkhole #hk (T (] %7 S EHL, 75 A

i, 1SR R KA S DNS Bl bl Ay 192.168.2.10, % V- HLBE 5 ¥ 0 £ 5 F 31735

B, AR A5 DNS Sinkhole 33, 45 H G ] BE L 28 At DNS R 4528 B kg r & R 4,

ﬁHTAﬁfJﬁl R P e B AL, A 2 5 E “ Sinkhole” X O H Lisfrikeh, %
G HE S B RACHE DNS R 45 28 1M AN & 52 RGP F WL,

1. &% Monitor (¥i#%2) > Manage Custom Reports (45 H [17E AR ™)
2. i Add (Fhn) HF Name (fn#4) k7
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3. EN—MHEEXRS, U TR Sinkhole Hihti it i, 4k -
+ Database (¥#ii)F) — ¥E$% Traffic Log (it H &)
 Scheduled (E2it%I) — J3/ Scheduled (Zit%]) , WK AFEIET T,
« Time Frame (BJ[A]JI[ED — 30 K

+ Selected Columns (iri£%l) — i%#¢ Source address (J5iil:) 5 Source User (i
MY (RS CALE User-1D) |, XU i 7 b sz ey & P i 0L 5 HLidk
#% Destination address (H#riidil) |, X5kt Sinkhole Jiil,

o AEZBE RIS 2, N Sinkhole Bl ORI A 10.15.0.20) i G E#—2% H
E X AW, AT LIE Query Builder (Fif)2E ) % H vk A H bRl (addr.dst in
10.15.0.20), thu] LAfEfEg bk 3Ll R bbb 383 Add () : Connector = and,
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Attribute = Destination Address, Operator = in, and Value = 10.15.0.20.58.7 Add (%
) PAASIn2E i)

Custom Report @

Report Setting

) Load Template —> Run Now

Name | my-sinkhole-report Available Columns Selected Columns

Description Action & Source Zone

Database | Traffic Log Action_source @ Destination Zone

Scheduled App Category © Bytes
Time Frame | Last 30 Days App Container
Sort By | None Top 10 App Sub Category =
To U Down Bottom
Group By ' None 10 Groups T pTU | L
Query Builder

(addr.dst in 10.15.0.20) Filter Builder

“ Cance'

4. Hii RunNow (ZBENiZf7) Llisfrkis. Z S8 BRI A B i & % %) Sinkhole Hiik
FIZ P i ERL, A2 RIR L LR o] AE LA W e, B F8 ] DLPR X 26 pL A 2 Hoh
MG T,

Custom Report

Report Setting ~ my-sinkhole-report (100%) 5
sounce SOURCE HOST NAME DESTINATION | DESTINATION HOST NAME

1 192168210 1921682100 10.15.0.20 1015.02057
2

3

5. HEAUIB{IMLIRIRTG, 1iFiEF Monitor (1) > Reports (i) .
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H e X &%

FEAT AL W] LA(E 2 o e N
« Prisma Access (Managed by Strata Cloud O S (- THmIeE~r k) ok
Manager) JR I 5 47 VF AT IE

« Prisma Access (Managed by Panorama)

« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
+ VM-SERIES

» CN-Series

Ren] LR A SR RE A SRAG I A BH R it i 240 Jchisi h Panorama A7 B IR 5% 25/ 2
I, ThreatD JRei 5 2157 Kt BTN L SR, - (B K A2 i e AT A X ThreatID )2
M H &, WA, BT EATRY 1 SCBE AN A5 7 4R

e 2 JA T B 4 A P 67 ©2025 Palo Alto Networks, Inc.
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4% paloalte’

TECHDOCS

MBS B BT

{EAn] b ] DA 2 mERMA?
« Prisma Access (Managed by Strata Cloud O Sy U THamIhee 7 £F) =
Manager) S S5 4P VF W] IR

» Prisma Access (Managed by Panorama)

« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
« VM-SERIES

« CN-Series

Palo Alto Networks &8t 1 2 N30 TR M 442 = 4 SR B B 47 b BRIVITG By, DL 2 8 i sy 5 47
A SCE IR — R P2 S R A 2R . AR F= 0B, BT DAV A S 25 s, 14 R~ BOR F it
DNS i R Gr it #edis Al FasA, WImMEIEED E T SO Bk 48 H P9 DNS i R FEgH(E
&k LLlid Strata Cloud Manager 575 OB s 2B 5 47 ane] 55 At Palo Alto Networks
SRR F2e A 45 46, DAE R IEIN A % 4, B 1 2 18, DA A ] SR 1 1 A it
BRI TR . 1% T3 0ot NetSec F 00, FFafad KA 248 U7 mny s i AT A b FR 7 i
KEEOEAT KR DRI 2P RIRCRI A2, DU T — H 7 R 1P

YN R [ IRMZIGE), ] BB, ] DU S X 25 () 5 0K O A8 BEASHE D 4 Fh
DNS #&#4. REANFR/ R R B DB AR 5 4 B B 20 185 10 I 26 52 Mo 1Y) R I o 3T DAARL IR B
R F P DA IR 2 2 U 1 AE AT LR B, BT S52 J8 P s Wil i K179 SEAA 17 R B i)
P

Palo Alto Networks £2 {5 JLF I FE BB 11 J5 i
 Strata Cloud Manager iy 55 H1.0

o EEHEEWHE

o BASPIBEITRE

o WEPEBHLIE IP #1

o TR B A

o HLHE BV B T E RS

69
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W 7 2 2R 51 4

A B H &

5 fn] b W] DA 2 R A2
 Prisma Access (Managed by Strata Cloud O @by O T shne 288 8¢
Manager) BB 4V AT IR

« Prisma Access (Managed by Panorama)

« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
+ VM-SERIES

» CN-Series

B A N R R B A A0 AT 028, ARSI 1 Mg MR S 5 B 25 44 Al 2[RI i 42, K
SR S ST I P B ISR T 14 ¢ AP AR AR IR R B H RS H B R A Tl R
Ji41:1) Threat Category (&5

T LAPYE 48 5% N2 5 R 0 20 28U INE 11 3028 0 s B i3 B AR i, X R RO i e
(TG NERHLES 2 2] o WTHAE ] SAS O 244 VR, BRIFe R I IACE 7 B S EMES . HE
Z RO T A REA K VNS S, AR DA Can i ) B 5

» Strata Cloud Manager

* PAN-OS FI Panorama
5 B H 5 (Cloud Management)
STEP 1| {#iJ1]55 Palo Alto Networks =2 ik /= Ik B8, 52011017 Strata Cloud Manager,
FXME TR E A, s ST,

STEP 2| Hi¥E Prisma Access 11 Threat Category (Z 255D 5 Subtype (1-287) iy )8 i H
—I=

/Lo

1. ¥ Incidents & Alerts CF{EFI“4R) > Log Viewer (H L&A |

2. AR HGSR T SO Threat (B

3. FUHBGIR . Bh RIS F SR BG4 Bl SO (23108 Antiviras (B595
) . Spyware ([AJEE¥{F) A1 Vulnerability (hsiil) ) {0009 EMAF RS 128 2 — 5l
{57 FH 20RO RE 2 T RO R ) i 5 Sk g RS, i, AT LUEH sub_type.value
= 'spyware' TFE CUE N IR BT H L, ZHE I R i Bl
V) T A R oA oAt S BRI 7-2878 (Vulnerability (i) o Spyware ([RJHE#/4) ) .
BT LI HI LA N 5 if) threat category.value = 'info-leak' 3L 45 Threat
Category (U2l BEATIESR, GIAS Bt EE i, A 5] (I A R 7112,

e 2 JA T B 4 A P 70 ©2025 Palo Alto Networks, Inc.
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&S W B

THS P21 00, BRI R T S B oK 2R
ﬂ?@)uﬁﬂﬁﬁ

threat_categoryvalue = "info-leak

Time Zone: Pacific Standard Time

Time Generated ., Severity Subtype Threat Name Firewall Threat ID
11-0112:24:16 Ml mrormational vulnerability
11-0112:24:16 Ml mrormational vulnerability
11-0112:24:16 Ml mrormational vulnerability
11-0112:24:16 Ml mrormational vulnerability
M| mrormational vulnerabi
Ml mrormational vulnerability
M| mrormational vulnerability
Ml mformational vulnerability

Ml mrormational vulnerability
4. SERGLIE S BE s T A .
5. }\}\éﬁ%l—{—'jﬁ*%g/l\ gk % HUARH LY FEAE S

LOG DETAILS 2022-11-01 00:23:56 to 2022-11-02 00:
® 20271101 Traffic Details

Threat 12:23:56 Details Source Destination

General

Microsoft Windows NTLMSSP Dete  info-leak
ction

Directi i File Name

client to server

Details

Threat 1D File Hash

HTTP M:

unknown

2022-08-06 12

Threat Category

WS AW S A (BIan™ FEZ))]

T

S a T ‘ & Past90days

1-04 12:23:29 22451results €  Page730f225 > B Bxport Profi

From Zone Source Address = ToZone
trust inter-fw
trust
trust
trust
trust

trust inter-fw

inter-fw

inter-fw

US East

6. i Category (5D BoRTETE4N HEAL KN Details (FEAISE) s, A R BUIMTY

AR SEPRAS SR R AR R i 11

45 TH 71

©2025 Palo Alto Networks, Inc

Destination Add




W 7 2 2R 51 4

STEP 3| HeMMI AR AT CTRISRBRAR) Al 20 g [S91] fide B H A&

S HTTP 1y C2 i 8- WIFT a1 11 12 i 4 % Inline Cloud Analyzed HTTP 4 25

R BT 202, B 5 2 A B0 1D MH68E, 3F HBUTE 2 9 =AM —

FEY B LR I — g e 1D, DT 4 it Sl 53 8 A 51 47 A

IR Evasive HTTP C2 Traffic Detection (jisiy: HTTP C2 w46 (g i}

ID . 89950y Evasive Cobalt Strike C2 Traffic Detection (Evasive Cobalt Strike
C2 s ke D (g ID - 89955 89956 5189957y f Evasive Empire C2 Traffic

Detection (Evasive Empire C2 y svpaiil) (s 1D : 89958)

2023 412 )1 11 ik ety R 1 HTTP 1y C2 g b 1 50K ks Lk 44 0% 1A Tk

Zo bt HTTP g 55 e b Lt 17752

1%F% Incidents & Alerts (i {FHI“=4) > Log Viewer (HEEF) .

P LR H AR T BON Threat (1)

(TR 2 AT CTRIEEEE) & I BB ) ) a3 230

%% . threat category.value = 'inline-cloud-c2'. & LUl ss o1 H 54k
7E C2 RIS NI By 1D Bk — L PR R, a1, threat category.value =
‘inline-cloud-c2' AND Threat ID = 89958, H:r 89958 £ Rk Empire C2
Uit e O 1D,

4. PN A H UEFERNEIR C2 Bhr s S,

By Category (5] BoRAE H EVEGS S General (i) dksrh, (FHNBES
A2 C2 o255 inline-cloud-c2, %57 A%z i | 1] Details (VE4H15 5D &%
FRE RO ID A, DA ERS I EI ) R C2 278,

STEP 4| HAEM A=A (i) A2 g A1) L g g H &

1.

2.
3.

%% Incidents & Alerts (R FIE&4) > Log Viewer (H LEGZT) .

B R0 H SR SO Threat (B9 .

NI Fr Gledld) & MR O 28 ) G < ad g ss © threat_category.value

= 'inline-cloud-exploit’,

BN BG4 H LB BRI R0 a5 0 AR SQL 1 AT VELRLS . BT
(SQL{EA) B 1D Jy 99950, 1A ERHe{ (a3 vEA) JBUHAY ID N 99951,

a5 B H & (NGFW (Managed by PAN-OS or Panorama))

e 2R B B A A B
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P 2 e O H A
1. #%&# Monitor (Mi#128) > Logs (H &) > Threat (E ) .
2. B S, DB A H B B ROm 5] :

RECEIVE TIME TYPE THREAT ID/NAME ADDRESS
E 01/08 16:39:31 | wulnerability | [f] Columns > 13
Adjust Calumns

E 10:3: I I 213

E Subject 213
Threat Category

e, 7 @\"n?l D b 13
unnel Inspected
Tunnel Type

E 131 4 212
URL Index

3. TR B2 Gk .
o (HH B EEWAESRRINEA Attribute (BIE) BUMRBINTRIESS, FAE
Value () B b AJB 25,
o EFATAT H S HBISEA, TSN InE iR 2y

Q) (( severity en medium } and { severity gq high ) and ST R A UTERIIGET

RECEIVE TIME TYPE THREAT CATEGORY
E 11/27 09:27:11  vulnerability info-lgak
E 11/27 09:27:11 | vulnerability mr:-l=E

E 11/13 12:55:17 | vulnerability info-leak

P RN 25 44 RO 3k R H
1. %% Monitor (5#125) >Logs (H&) > Threat (E) .
2. b Type CGEAY) 71 (WUERASAAAT) |, XA T DI F /AN H B H 242
P
3. TRPEZSAFTUHITIEIE, BTN M ERE
o (I H G AR S TR AT B 2R Attribute (R 19ifL RS, I
f£ Value ({f) T-Btddi AR 40255 10T LLEFE Vulnerability (s
1) . Virus (i#g) 1 Spyware ([EEFME) |, IXEEIGI. 8 5 FAHE AR 700l 5 ik
TR 8505 55 RS TR R 22 A= i SO AR PR ) 25 44 5
o EPEMHEZHT Type CGEMY) | Bz @25 44 RN Bk g as b, &t ] DA
FH I8 28 R 25 44 S T- Bl A4 S 25 1)
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W e = R W b7

AR =B CIRITREREE) AT B [SR] Tk B 1

1.

S HTTP 1y C2 i 8- WIFT a1 11 12 i 4 % Inline Cloud Analyzed HTTP 4 25

R BT 202, B 5 2 A B0 1D MH68E, 3F HBUTE 2 9 =AM —

FEY B LR I — g e 1D, DT 4 it Sl 53 8 A 51 47 A

3 Evasive HTTP C2 Traffic Detection (jisiy: HTTP C2 w46 (g i}

ID . 89950y Evasive Cobalt Strike C2 Traffic Detection (Evasive Cobalt Strike
C2 gk (g ID - 89955 89956 1 89957 ) Evasive Empire C2 Traffic

Detection (Evasive Empire C2 y svpaiil) (s 1D : 89958)
IRz A T A E (R 2023 4 123 11 1y ¢ pyg i A H )

s HTTP g C2 g i g, w2 7 HTTP vy C2 i boflg ks 5 11

W44 %% Inline Cloud Analyzed HTTP 25 e e fA k17 732K

¥ Monitor (Ii#%2) > Logs (M%) > Threat (&) . %80T LI ) L Ar

ik H iR, BN R

« {liJfl ( category-of-threatid eq inline-cloud-c2 ) fiiik AEFE 0 S
I B I = 70 T WL 20 A1 C2 i H

o fEnTLLmI e g | S EEE C2 AN R B 1D B Kt — 0 PRI %, $
m, ( category-of-threatid eq inline-cloud-c2 ) and (name-of-
threatid eq 89958), 189958 4 /¥l Empire C2 ¥ 1AW 1D,

- f#i}f] (Local deep learning eq yes) #Ef7idiE, &F A ESBBEIT A
H PR 73 BT AL 20 B v 1

) ({ category-of-threatid eq infine-cloud-c2 )

oooooooooooooooooooooooooooooooooooooooooooooo

WP HEK H UEBRNEIN C2 BT G 2.

By Category (ZRHD T R/eivE4gl H G Details (FEAIS ) dtgrb, (1EH NS
Sy HERENEIY) C2 BBTI2E 5N inline-cloud-c2. %80T LAz i | gk i 1D 18 K fifh i E A
MEH) C2 2RI,

e A By 4 A B

74 ©2025 Palo Alto Networks, Inc.



WA FZe S B B

4. WUR(EH AR L 22 3 73 HT B, WA HBER 5 31 3 B B

Details

Threat Type
Threat ID/Name

1o

Category
Content Version
Severity

Repeat Count
File Name

URL

Partial Hash
Pcap ID

Source UUID
Destination UUID

Dynamic User
Group

Network Slice ID
55T

Network Slice ID 5D
App Calegory

App Subcategory
App Technology

App Characleristic

App Container
App Risk

App Saas

App Sanctioned
Slate

Cloud Report 1D

General

Session 1D
Action

Host 1D
Application
Rule

Rule UUID
Device SN

IP Protocol
Log Action
Generated Time
Receive Time
Tunnel Type
Cluster Mame

Local Deep Learning
Analyzed

spyware

Inline Cloud Analyzed HTTP Command and
Control Traffic Detection

89950 (View in Threal Vault)
infine-cloud-c2
AppThreat-8492-15511
high

1

(==

general-internet

internet-utility

browser-based
used-by-malware.able-to-transfer-file. has-

known-vulnerability.tunnel-other-
application,pervasive-use

N

9411eia983ef1607abe84id54107272d 2ab16...

164438

alert

web-browsing
rulel_vsysl

0378c0bd-df0a-4218-a1fb-11898d612714

cp

2024/01/30 15:32:49
2024/01/30 15:32:49
/A

— 11

TN

”

IEé o

W eBh kBE Eissl, DURIE AL S o0 (i) A0 20 v 6 0 £ H
1. &% Monitor (Jif%) > Logs (H &

> Threat (J&JWp) Ff# (category-of-
threatid eq inline-cloud-exploit) #Ef7imik, LAEE A S B4 m

e I By A A
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WP S BB P

WIR = W ILE ATy 1. AIBchedld (SQLTEA) BB 1D 2 99950,  ifii A Bkika il

(frEA) B 1D 4 99951,
Q

{ category-of-threatid eq inline-cloud-exploit )

THREAT CATEGORY RECEIVE TIME | TYPE THREAT ID/NAME

@ inline-cloud-exploit 11/15 09:39:23 | vulnerability Inline Cloud Analyzed CMD Injection Traffic Detection
@ inline-cloud-exploit 11/15 09:38:48 | vulnerability Inline Cloud Analyzed SQL Injection Traffic Detection
@ inline-cloud-exploit 11/15 09:30:08 | wulnerability Inline Cloud Analyzed CMD Injection Traffic Detection

MR H 2% H DA A I A HEm 5 2

1B P Category (3D EonETEL H GALEIN) Details (FEA{SED) ik,

(EH IR =

o ARSI 81 1) ks 11 1 H 149 O 2531 A inline-cloud-exploit.,

Details

Threat Type

Threat ID/Name

D

Category
Content Version
Severity

Repeat Count

B I i ACC 53]

1.

2.

HePE ACC FF IR (F N 2 Ry ide i

Time .
Network Activity
Last 30 Days

09/02 15:30:00-10/02 15:29:59 Application Usage

Global Filters © bytes () sessions
®x © Clear all
Ap@ﬁom View
dns
© Risk Sanctioned State

[] Show system events

MR I3 AR T 47 ACC 330 -

Global Filters

Threat Category (1)

wulnerability

Inline Cloud Analyzed
CMD Injection Traffic
Detection

99951 (View in Threat
Wault)

inline-cloud-exploit
AppThreat-84612-16513
high

1

Threat Activity | Blocked Activity | Tunnel Activity | GlobalProtec

BYED

threats (7 content (7)) URLs () users e

[Application Categories
0

&

oL ]

(B adware
backdoor

APPL botnet

© |} brute-force

DE code-execution
data-theft
dos

email-flooder

email-worm

hacktool

info-leak
keylogge @

net-worm

other-malware -

e A A A B

©2025 Palo Alto Networks, Inc.



e =g

A

e =t

SR B G R

FEAT AL W] LA(E 2 o e N
Prisma Access (Managed by Strata Cloud O S (- THmIeE~r k) ok
Manager) JR I 5 47 VF AT IE

Prisma Access (Managed by Panorama)
NGFW (Managed by Strata Cloud Manager)
NGFW (Managed by PAN-OS or Panorama)
VM-SERIES

CN-Series

@Ji Threat Vault APl nI SRS s B B9y, Herb e gt 7 FRgui o M= 2, DL -

v RTEHULBATRE RS R ZR S E TR PR 2 s i 5 S (S L TERS K

iiiﬁdéé@ﬁﬁ?&@ﬁi(#ﬂ’] Wit R, DAL JSON #% K%Y(#B@é}*ﬁiiéﬂﬂu B

NGFW it PAN-OS [ by il 1R 5 M, Sl 205 |5 B H G SRR
cloud_reportld, (i Threat Vault API Sk 5 22 Rk 229045
¢ -J-Prisma Access (33 Strata Cloud Managery gy ) ) {5 5 52 (A5 A H

) g5 4R s ¢ Cloud ReportID (454 IDY 5 st ID gz, 2 i 5 sk
BAPIR G gk B A TR,

5 bt P ]
i S S B RAL LI B K8 /2 A B 105 L
B SRR S B RN s ID 5.
FEB i 45 00 1] nT RE AR B B RTE L,
PAN-OS 15 & 15 A AL R AV h K 8k /4 B 1S R
B k3582 01 (IPv4/1Pvé6)
REELTNTEN
B KB EHLAA
o [ kEEAE
¥ 515
PAN-OS ki A
BT EYS 5 3 Tl I B R B B KB /2 A B AR R I T 2
I

e A By 4 A B
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https://pan.dev/threat-vault/api/
https://docs.paloaltonetworks.com/cloud-management/administration/overview

W e = R W b7

e i Wi W]

S 1 DA e T

U5t 1P
st 11
Hix Ip
H v

« &5 ID

SRR I
AR

= 55 A

Fe S BUERME LA R B VRS R, R S e I R 554
past

o

fedt 1 DA T

4145 1D
43R4 # SHA256 M 75l

LI R 25 45 SR

B BT S BRI B S AT, A A BoR
MraE B2k H, XU MAR SRS, Z R IE ST &
) MITRE ATT&CK® HLEE A DL R A S 8 00 vE4i S
=i

/BN o

Empire C2 HEZY iy 75 FIPEGIAS IR R 1AM LRSS

/%\

)

Ll

o RAUEHAEA M S AE R AR Bai) BB M A T (K
5 BB B

M & HH

P — FL C2 o

B v — $578 Empire C2 BB By, FEAliul iR 55 28
RI% 32 I S

SCHIESE — S5 C%01 Empire C2 — B0 {7 A AR 1,

Sy Empire 1y C2 (g jij— A ppabof il 78
SETR, KIS f 4 i Infine Cloud
Analyzed HTTP gy <5 Firi i) ke 457 75|
oty 1D oy 89938,

= R A A B
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WSEfH 1 1P 71 2

FEAn AL mT LAGE H 2 R A ?

« NGFW (Managed by PAN-OS or Panorama) O SFEpiy OU THEmshne 2 FE) 2
« VM-SERIES 1B )5 47 T IE

¢« CN-Series

Bh K g SCBH A0 1P ek IR SZe, 405 K BEEH IS 1P Motk iy, G AL i DL M — s
TIN5 838 £ B 4 £ 5 ] CPU sl .42 1 [X B .2 i BEL L fufl £ 30 3

77KV DoS RAIRIE N, HA Protect (fr#7) #(F (/73R DoS PR SR fi7 7 A& A4 VL
ACIEEIP stttk HAR 1P Mkl sl Jsf H AR IP S ibxy, 55702809 DoS PRy HLiE SCAFHHOCHE,  Antl
T IE I M BGE A E DoS fR4P R ATl)

o (RN B A O IE SO 2 e SR R

PA-3200 52%1. PA-5200 241, PA-5400 %% (PA-5450 [&4+) H1 PA-7000 %IR35 <2 #¢BH

IEREfR 1P S hE,

T BB IES15E, SRECE P 121550 1P bk VELR S ., 07 B BB R RN AR 1 A8 H 1Y 3
N IR RASRGZE IR, nT DA SN B 1P sihik,  #8w] DLST g s 22 vt bk VR4 1S S0 sk
P, HESIE T DL i f4-PH Lk 1P M kb fr B
AL LSS H,
1. %%t Monitor (#%) > Block IP List (FH 1 IP #15%) .
FETF Lrb sl (hw) S (sw) S S B IEBE (R 71 b 46 H .
2. (ERFEICHTES -
B RS 7 FEBH 1 1P kil %5 & % Total Blocked IPs CEBH il IP) 13
)7 B4 F B 1 51 36 7 40 L,
3. MR R H, EESIFEEE—~ME (F Filters (ffiiias) TBpaHE—/ ik
28) PN HIRERS (=), AN, Bh Ok ERE R AT 1,000 M4k H .
4. %A Page (UUIf) Yw'5, oM BE ATk, LAaaigshsk H 0.
5. EEFIIEZIE U EANE I, 158 BAs BN 1P kit |, K5 FrksE
e, i Whois 8882, B RAG - HE [ 2% 1% 1 ) % Whois 5 .,

MONITOR POLICIES OBJECTS NETWORK DEVICE

sssssssssssssssssssssssssssssssssssssssssssssssssssssssssss

tesT_dos
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https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/zone-protection-and-dos-protection/dos-protection-against-flooding-of-new-sessions
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/zone-protection-and-dos-protection/dos-protection-against-flooding-of-new-sessions
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/policy/security-policy
http://www.networksolutions.com/whois/index.jsp

W e = R W b7

JERBE = 2158 2% H

HRAEASRBIZILLE P at, WUBMGRZ A H. 205, B S0 S I
ISR VIR

1. %% Monitor (I54%) > Block IP List (FHI1- IP 5155) .
2. EHEAXNEANKH, Ko Hd Delete (HIBR)
3. (n[ik) P Clear All GEBRITH) LANFIEAFMERT G4 H.

A8 T I TR 1P Aty kil BH 1k DA T HEBR f b,

SRR 1P sk R 1T, 55 D4R T A6 e AT ol e 1P st B 11
> set system setting hardware-acl-blocking [enable | disable]

i CPU R i X s, At 1P s bk BLIE (R PRI IR BRIE
Palo Alto Networks rfy £ & 3 f iR S 55, AN, IEAE TRV LR

VR REARRH IR 1P bk A AEBH RS S M GEEI91-3,600 ; Bl 1)

> set system setting hardware-acl-blocking duration <seconds>

Q P BH IR 512 2% B A BTN TR) - BRPRRH AE0SR 2% H, LAk B8 HE e B 1= 8 T
FAER A

IR R 3G, A2 57 ok U748 Who |s 2SR Pl 2 4 8 2% 45 5 1P iR R

# set deviceconfig system ip-address-lookup-url <url>

B DR RO 1P sk, BN R Mo =,
P2 W EBH - ZERIEH (R 2136 Fry 1P ik 2% H S A (R0l PR R R IE)

> show counter global name flow_dos blk _num_entries

A R ARRH LR 2 B ARt R RH R 1P S k2% H L

> show counter global name flow_dos_blk_hw_entries

PARH AESZE TR LAY 1P M2kt 2% H 4L

> show counter global name flow_dos blk sw_entries
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https://www.networksolutions.com/whois

e S R

#A PA-7000 AR i BRSSP 21405 5

> show dos-block-table software filter slot <slot-number>
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AEART b W] LEE A 2 T e 42

* NGFW (Managed by PAN-OS or Panorama) 0 @2 aUihbid O A sh e 2 HF) ok
+ VM-SERIES I PB4 P TR

« CN-Series

Bh K B&IZ H AGAC AR B RS A0 (B P w5 B8 Iy TRl AT Rk 11 [17477) sz il 20 B A5 Bl ke
LRI B, ACC 2 B2 b E B B o B T SR 0 B A e #R A B AR TR AT 5% B
241 1D,

& ar LA HT B A e ACC 4% H ECEiy 1D, DAGE -
o RS BB T I OB E Y 2 RIS B (G A0 5710,

o BT RIF I Y ) f BT B 15 R lﬁ@iﬂﬂﬁ‘ﬂ%kﬁé%& R AE R AR L b S
IEHE BTG A RIBUMRE VRS R, 2 (BT RO 0 B v 11 rh D9 Bl AR SR B 5 Bl 80 e

IR DA, a4 UTID srig o o a4

BAENE T ARATHY], RIS MR @A, ALl oL P T RE
WA - BARMBITES) th T Beh S BGimes 1, 8477 E © AR, S0
B HHABRUZES IS (BRI .

STEP 1| i\ Bk CLE 52 21 MU

1#¢ Device (% %) > Setup (¥i%) > Management (%¥!) 4% Logging and
Reporting (H &icskfidkes) #%i& A Enable Threat Vault Access (& T ED D . ERA
fer it ™ JE 28 EE Vg 11

STEP 2| S £l K BRI 21 BB 9 1B 1D,

o SRR SRR B 2 AT BN B B F, 15383 Monitor (”*?t) > Logs (El
&%) > Threat (&) . wJLIE ID ZIrhHcE 26 H 9 1D, sliaded® 1G5k H PAAE H A
ifs s, SR 1D,

o HAFEMLE s BB, Ei%#E ACC > Threat Activity (JUWG3N) | FHAF " W
LBl ANIE, 1D SRR REA TR s BT B 1D,

o ZREE AL LA I N EOEMA A B R VEARAS R (R, B KRR T RO S R B 2 44 8 X
MEGANEREAS) |, 151+ Objects (X14:) > Security Profiles (‘2 4=fidi& X {F) > Anti-
Spyware/VuInerabiIity Protection (Pj[HEHLE/UsiP 3D o Add (Fshn) sl i 3L
fF, XJo i Exceptions (5) JETFRER CECEN T . DU AR E F5, wifiE
B4, 21k FE Show all signatures (S RATAZ44)
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STEP 3| Ef5{f Threat Name (FEh%#5) oy ID EFTTF MR A1, A5 B Exception (5
W) BE B EAN S S LR ] BCIE B K B LA T

Bilhn, 8 1 A< ACC 1Y fg i BUH -

Threat Details @

Name DGA Domain

ID 109000001 (View in Threat Vault)

Description This signature detected DGA Domain
Severity
CVE
Bugtraq ID
Vendor ID
THREAT NAME 1D SEVERITY THR
Q litem )= X | Oitems ) —> X
) GlobalFind 200 - -
= Value N EXEMPT USED IN CURRENT SECURITY [J | EXEMPT IP ADDRESSES
- PROFILES RULE
(D) Exception
Luvmuuuz@m J f‘;ﬁgﬂ;)l
109000001

109000001

(H)Add (=) Delete

Cancel

STEP 4| EFEMI I Threat Details (ZUiE4NE ), FFAREE ID 5 38 F 1 5K
o BURMB RS RS BV i BT BV RS R T T EE A0 T R B B DA K RO
FHIEER CVE,
« &EF View in Threat Vault (£ EHEE) DA e O b IF RO ER 2R, FEAE i Palo
Alto Networks J&C i 22 H A 1 F RHZ 80 25 44 19 i 8T is el

STEP 5| & & o B 44 B 18 4 2 TR 1Y 7 o
« % Used in current security rule (7E24 552 2N rb 6 H) ZICIEM, B kRS8B4 2l
PIBAANE A R E (B, BHIEEEHR ) S8 «

« {F Used in current security rule (£ 2487%¢ 20N rbE ) #1 b Tfal 7 i (s ) R e id ¥
FEIR LR MG B A EE T A G BEY Exempt Profiles (5 lRid i Soek) i xd i 1
JEBNERME (B, o)

{5 24% A SR FUN L7 Ry 5 e Used i security rule columin (4 4o 4
ST R e R R N EUe s Policies (gamg) >
Security (g4, LI i IR G 2 2 S L <

STEP 6| Add (Fsin) 1Pk, o0 Lok b 7 8 & F 4 Exempt IP Addresses (%0f% IP 3
) .

AT 2 ORI 2 18 AT VULt 1P bk ol [ b 1P ki, i 56 B 1P Stttk R 1
T AT A, KT BOAZE R T B .
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« NGFW (Managed by PAN-OS or Panorama) O &SRB O T aE 288 o

« VM-SERIES JB R B 4PV TR
« CN-Series
&) DIAERS K% BB 1108 Al AS,  DUR RS AT G 28R/ 0 A Jg vE sl o5 S AE B (J67R) Bl

el s

L3 B A B 1 A, A2 A I 1) 17 4 7 S Bl 2 R AH e i 45 I

1. %% Monitor (I54%) > Manage Custom ! E 7 ) 445 LAV DTy P AR 15 ok
s SIS,

2. %+ Database (EfiafE) F N HE X ARETRIE 5 fEXFEOLT, MPFRSEIT H s 22
P (B s B F e 15 rhig$k Threat (&) o ks R 2 80 EBUE, DAEE4E
JSCHR T B SRR S R g i SIS 6] o R H G TR B R AR O], O REAS HOE SR H R —
A BRI BB 2

3. fEEwy s, Usnar A @Y Threat Category (B IR Wk imikes, R
fE “AE” FBh, WIS IERE AN

4. FEETHR R E, TEER Run Now (WZRIE1T)

5. B OK (ffiE) LARAFHAS,
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https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/monitoring/view-and-manage-reports/custom-reports
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-admin/monitoring/view-and-manage-reports/generate-custom-reports
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-admin/monitoring/view-and-manage-reports/generate-custom-reports
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-admin/monitoring/view-and-manage-reports/custom-reports
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