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AR KOG LAAME R & ARk, SE IS IRE HHISTH
* [ % PDF
« [EH% CSV
 [EH & XML
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A AR T R BRSO L e R B e R, DGR B R E -
o JRAER

o BEyEE R R A

o FEMGTMREAAR

o SRR D5 3 B

* Policies> Security (JFHI > 244D

* Policies> NAT (J5HI] > NAT)

* Policies> QoS (J5HI > QoS)

* Policies > Policy Based Forwarding ¢ J5iFij > JE 7 J5 Hij i )
* Policies> Decryption (J5 R > fi# 35

* Policies> Network Packet Broker (JiiHl] > #3#% EHCHE A 0
* Policies> Tunnel Inspection (J&HI| > iHiEHHE)

* Policies> Application Override (J&HI] > Ji I FE R EUAL)

* Policies> Authentication (J5HI > Eiz5)

* Policies> DoS Protection (51l > DoS {###)

* Policies> SD-WAN (B3 > SD-WAN)
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Ji R AT R s nii ) A T R 1) A B B A B R 24z I BT SRS A3 o Bl7 DO SCH T 21 R RIPRR L

o HEAZ AV, PTARREEAAE L, ARUEEL B g Ak, TR R R A CGER R B
bmE) GERD , RESHECFAS TAER B, 15 3 s i) 50k B Om & 1 & fe B0 i )
M. 2B Policies> Security (JFHI > 241

o AARRATHEEEEE (NAT) JRA, wlEEREA bk BlE . 5520 Policies > NAT (J5HI >SNAT) &

o SHEE IS (QoS) JHA, HEAERH QoS ML T, & i B A [y, WA 73 A 2 2R
HATHETE . 52 Policies> QoS (J5iH] > QoS) .

o JEJA R R Bk JE R, nT BURES tHRETE e LER A A T . 5522 B Policies > Policy Based
Forwarding (J&HI] > B JE Rl g )

o fRERR], A A A JE AT e R AT R T . R R B T A IR B LR R 8 URL
KA. B SSH shell fEHX AL, SSH il i n] FH 7 sk it Bz i) SSH i@iE . 752 Policies >
Decryption (JiHI > fi#%)

o JEIER A JE R R R IE R E_ LSRG PT 2. DoS fRaE. QoS RAN, MiimtlmiETEE. &5
21 Policies > Tunnel Inspection (5 HI| > iliEkga) .

o EHER], nTEEY KRR EAE R . 5520 Policies > Application Override (JiiH]]
> BRI .

o B R RS S A B B IR ) — M8 B e s . S5 2B Policies > Authentication (J5iH)
> Bag) o

+ PBHET Y% (DoS) JFERIAT B ki 52 DoS Br¥E, NG AE [l K A FF 15 LR BRIV A B . 55 2
[ H] > DoS ] .

* SD-WAN BUHE FH ATl 2 7 T 4% B A4 BRI WL [ B A8 AU HE X 35 1 e I U0 A il IRy, 2R B
H M5 35 ] (A PR AR B . S 2 B K > SD-WAN.

¢ Panorama™ HEi% 3 A JE R & 7E B Kl Web ATl & DL (AR . #&{%7] LAYE Panorama L4

FRIE S IL A IR R AR O b A e

DUHEAE At A 15 P e DA — IR A0 R Jo rp A R ) TG AR B A . 72 FA 3 2 A R A A ) Je

, RHEE. SHEANS, DLURER AR 0 R B B 2 DURF AR A AR R AT A, BT ER

B L R B i
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1% B A B I B R
FE o s e Wy, T PLFRIRIGHER U PR /Y Destination CH ) (55 KOs B HEHER
ok Panorama LS EREAL) , Qs [ &
FER ) FERFR], F57E Policies (JERID HEHEDUEA, %—F Move (%8 , #H Moveto

other vsys (& HANEH RET) (LI JOfE) B Moveto different rulebase or devicegroup (%
EARFE IR EREAD (LI Panorama) , $RE FRPMMAL, BEEH—F OK (#EE) .

A T RF RN, 55 Policies (JRAD HEAHHIMAL #%—F Clone (%) , f&E MR+
IR, HEHZ— T OK (HEED

MBI B0

IR FUR SRR F T IR AR (2 AR A B AT 8 ORBEARSEURE
HEAD o

H BUR R BRI E . FERE RS R ERAE [EH]]. THRRME

ZHEAE Policies (JEHI)) B Objects (W)M) B % i EUT Virtual
System (HE#t £ %) ok Device Group CEEREALD .

RN TIOR8 A 2 R ) A R

© FEERTHE — MR P H AR R AT

© BERIH — MR P AR A AR

o FURIHT — AR TR aUE B, EBURETNAL

o FURIE — AR TR AUE B A, S AT AR

Bas o OE BRI SERR R B | GBIUHIRTE (FHA A CIRBO . DUEDRE K fid B Panorama 275 1k 21 1)
bl SHfEgER, WiFbRE AR G, & H AR ER
B HAPRA T 2 R rE, AlEdaihet. WAYRERILIEIH, B
Sl B Panorama i & 4k A iR, SR I ER NI LB R -
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) A} ':‘_:“ Jj:l: /:J:'L,
FEIZ AT i B AT A
12 HY Audit Comment Archive (FEAZREMEFHE) RN nl e g g # R R AZ R E M R FERC 8 R e H
R RN R 5 o JRE AR AL 8%

Security Policy Rule @

General Source Destination Application Service/URL Category Actions Usage

Name | Social Networking Apps|

Rule Type | universal {default) w
Description

Tags Y-

w

Group Rules By Tag | None

Audit Comment

FENZ AT
oA o IR UEL R Audit Comment (FEAZREME) EFERCEE. B I RIE, Al P05 €
FEAZ R ML LA CSV 4% 2UBE H B/ R A AR E iR o

AT BT AR A0S

R AT FERZRE MR I N o

EHE SEASFERZ AR I
AHRER A ARBIERT A . 0 KR 5 — ST AU R 905K H4R 22 %8 Panorama.

HREHES GRAIZ )

FEARAE W IR AT 2 )38t e JE RIR R AR AR RE H e . B WA 6015, Al Pusiai s Fr e 41 RE H s
PL CSV #%30E H BRI /R I AHRE H 5
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L2

PR RERZ MR (IR ] o

EHE AR -
i P 2 A

S AT ANEE. i, EEER G SR, RIEBURZ AT 4R .

SEZMHREN. Fla, HEEFGSHEA, REeBRm A,

FERZRE MBS S AT R B A

e

AR AL e i SR FIA R RO A RBRRAS , AOM AT 928 T WIRAE S B . 7E R ais By, ISR IO Il i 22
A7 Bt i Ji AU LR R B i A

Audit Comment Archive for Security Rule test-rule (2 N
Audit Comments Config Logs (between commits) Rule Changes
31 Committed On 2020/06/10 13:48:46 by admin 32 Committed On 2020/06/10 13:53:23 by admin Go
1 test-rule { 1 test-rule {
target { 2 target {
negate no ; negate no ;
} }
source-imel any ; 3 source-1imel any ;
source-imsi any ; 6 source-imsi any ;
source-nw-slice any ; source-nw-slice any ;
to any e to multicast ;
from any ; £ from any ;
source any ; 10 source any ;
destination any ; destination any ;
source-user any ; s source-user known-user ;
category any ; 13 category any ;
application any.; | 14| application L..f.a.@.e..tzs?ms...t.w.l.t.t.er.],x

source-hip any ; source-hip any
destination-hip any ; 17 destination-hip any ;

Close
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S FHALRIAE D7 A, DAAETE e IR BTN B iR 388 5 PR R Je o AR RSl FH 077 =X e/ 1 P ok i a8
JR PR, DA EE RS PR B AR AT BRI, A8 vl & 3 BB s D B TBGE N B . 4% — T PDF/ICSV
AL PDF 2l CSV #% UM HI AL ARIE R . A THRRIE 7 Narh s |, R ZH RO
Policy Rule Hit Count (B RIdrFh#0 7% %€ (Device > Setup > Management (& > e >
) ),

WKTERS, 7 JE R R o 2 s ) i B 7 2085, &7 8878 Name (448) . Location (fif
H) . Created (E.#3) . Modified (24 LK RuleUsage GRAIMER 7730 M6 o #&Eal L
BB B 2 A LIS B R R R g At

T 3

il

FRE: fi] 0 [ a7 2 51328 s FU R P e ) B0 R o 00 T 0 T P R ) B [ T B, Bk e
Custom (HFE]) el &

iR 7 EIEAHFHAEA 750 0 Any ((Ef)D « Unused CREEAD . Used (M8
) B Partially Used (2350 H)  (f% Panorama)

EEi CEEE AT [RIG0 D s H s v Ji RS R 1) S B g ]
fERRfEI % | U TR AT HERRAE A 3 L 35 5 REUN T8 i (1 Ay LA
_ REHRH

HAY

UL

il B M) — 1081 = 2 {18 g8 B SRAR R o

FiH] FEAF PR RE N RO — I8 22 {18 P i R R AL

15 152 FH 1 B2 I g8 R LR

PDF/CSV BE t AT LA PDF 21 CSV s S8R 1 B B R

HEEORAA | BAKGEATIE H H ATEUR K Selected rules GEE#HRD 3¢ All rules (AT A B
TS R, EEB S RE S B R
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TR A

WOH A

18 5 2 8 P BB R A B — flE B R A AR 3

R i F BT i 14 e LR R s D7 5

it Panorama & B Ak 2% B A5 S RIS R AR 12 00 456 P O 5 T AR A 2 BB VL 68 2R S AL R s P 7

3. Reset RuleHit Counter (EFEHAIGHHEO , wJEK [drhE .

[ 55— kdnrr] B[R —

Jie—F PDF/CSV T L4 PDF 5k CSV H4 7FE &€ AR A B

Rz . ]

SEE A SEE B R E AE EREA

RELMNE | REHASUES RS AR

BRH

i R 76 IR R AR R I A

AR A T AL AT A R FUAR R PR ST SR R ]

ER/STEE TE B — AT A SR AR R ) ST SRs f]

Bl Bk | BRGESEE % Panorama B EL Al IR A O RIS I O & AR A BRIRE ]
S

CLEE s 5 FUIAE RO S S T S BRI ]

YT JRRF R B s ety H BRI . S AR B UR RIRER, R B 2 .
R HEE HHALIRRE © Connected (Ci#AR) 5 Disconnected (CHENELR) .

PAN-OS Web /il P 11.0

117 ©2024 Palo Alto Networks, Inc.



BUR

Policies > Security (J5HI > 224 4)

2 Ve R RER & 225 ek, W0n] SRR IE I RE S AP 3 O T e A S s (Gl
AERN I E ) Foat. BRI SGEHEAE ERE. KT, AR SO ESE 4 & rulel 122 e PEMAY,
AN 0 A A B B A E AR I S T A i

AR T A 7

TR 2 A R SR R ? 2 A SR R
$H) Panorama, 5§ £ B 12 Bl s B LT

Al AR e A R R R AR 2 AR R R e g 8 AR R
A WL ?

AT ] Web AR B2 4k | A

PRI B 2 4 U2
HE PR SRS T 5
e S PSR A T
BT ? Sl

Rl

o7 P TR IR 22
2 SR R AT SR SR M BT R RN ER BT B, HRT R R SRR — ey e 5 A & by b SR
AUEE B R ANEAT LG, R BTSRRI SRR, TR SRS E 1 R 6 ZHAE B —
R BT Bilhn, SR AR AT R AR B o AR R, B AR SO R A A AT B A2 K
FLHIZ AT

T A P 0 R A LS O AR VRS SR M 22 A B AT
SRR R, WG, s > B

R AT % SRR, B TR HA. TS R TEIRA (HERIA 2 A

B REJECED) 2R 02t B I P B AT AR A [ S P . AR S P L TR S B f—

w4y, FLVHER MRS, (HYETTLL Override CHUAR) ‘& {PIG S5 00 PRk () 20 e, LB IR B

CRHEIRAE) . HEbsE g ey,

A TS T 15 2 22 4 P R SR A ) B 2

. RN General (D) TR 2 A B AN S RERIERE

o SUE—{E T Source (AEUE) B AT SE FIA ERVE [ 1 ARV I ok A By Ak
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o fHRHZE — (EH User () BEEHHBHE I 2 sl A 8 B sa o7 1R . A R 7ERUH
FREG R ERS (HIP) (1530 T 14 FH Global Protect™, #45t9,7] LAz 5 HIJHE 3% Global Protect it 4
(& AT . W, A8 P AR S 4T B HIP VR SE, HIP & 3 & s fd F 2 1 AR A RE .
MRIFIETE A T e e, BiE, DR 2 HMaE, flinEie s oK
BB, HIP & RRRT R TR T 42 A7
H i — {4/ Destination (HRFIH) HE M EM H ML kst B Rk,

o JEAREX — ] Application (EAREZD B, MR 5EE RS 2 A T I RS 7
B AT LIE AN App-ID™ R, A6 E RTRZ RIS S A R BT A A A R e R
JEFRE A R E B . AI7E Objects (W14:) > Applications (EFIFEZ) e 28 H 2T 10 E
FE,

o JRFSIURL JEP|—AE R R rhiEL Service/URL Category (IRFS/URL 8RB 8 LA & HF5E 1
TCP /s UDP 53¢ 0k URL JERBIVE A E R,

« Actions (FJfF) —f#F Action (E)fE) HE TP BRI € BIEBCRB Y& R E, PUT
MR L B A .

© Target (HED —#H Target (HE) HIE, Ao MEBURHAE &5 E SRR

* Usage (70 —iEH Usage (720 HE DU — IR 77 20, A FE SRR ie R
() PR R R R AR — R AR 2 1 FE =R BRe ) A P AT ECE R, J 2 30 RIVIR
B DL B ST AN b YR e R R

oz P TR R R ) 2t A R

* Policies> Security (JRH| > 24)

AR B 2 AR R R e i e L R A v SRR R, ] DL I A AT B 388
I,

EZ AR | BoEf &

I 440

LR 5% i 73 2K st o A REAE AR E EhA 5%, AR RINE 5 & FiE 2 A R

MM csd . &G BRI LAY SR e i 4y, &7
HH0 EU) o v e A R R 10 I 2 B BRI 8 R B A %
S AL TG MRy AL

Panorama J 37 1 2 THSE B UL AR BERE R4 555 - &
Panorama i 15 RIFERR 22 52 5 BRI BT JiRtiRe - 1R A 9%
TG INTRSE R AR RS R L BT SRR R A AL R Y
IR SRR, 310 s AR R MR 3 S LA M o

i s iy N 2R R R 44 08 . A RRZAIR Sy KNS,
A 63 Ml on, ML TRE By, A,
SEANERAR . MRS SOl b 20 R ME— 447, TIAE
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FE 7 A PR R A s
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e o B

Panorama I Bl A ZE7E 4% B BEAH AT X Rl T R %
B A — S

HLAIRRY

FHE AR R 5 P 2 D sl R [ 3l [ P

© B (FHRUED —R LRI R E 98 AT H
M 8 3 I AT A 5 1) D B TR AT B s B 90
U SR AE DRI 35k A AT B DAL H [l 38 A A B i
SEIE AR, RIESRE RS 2 R S A BT i
B BB AR, DUREIEA BB
P, MRk B 2E M A KGR E.

o BINRRRIE N S5 M RIRE . (RS AR
BN HLRIFE E B RbEED PR Ta R EIRE.
i, SRR AR S E A A R B, RIERE LRI &
MZEA PRI R EMEL B T A iR,
EAgENERE A BEE B Z HERE.

o B — BRI 2R e R IEEL H e 5
Z I A AR, B0, Qg s I 5 8k 2
A. BAIC, i HHE 2 A Fl B, R
FAEHEEE A FE B (e, Wi B 2% 1%
A e, I C B A FiE, Kk C 3l

1 B s, EAEEHEEELA. B CH IR

Eo

B ONBURRIRRH (5% 1,024 f#F70) .

faE R H 3.

J R R B A o s R e 3 S R P B B
A0 R CE 28 22 TR R AR B AR AR R A R R B S 1 T
Hie, BEIhRet+ 0B flan, mTREAR B4 AR A€ 3C
o [ ] BT EARE | D BRRCRE AL, BT
B2 v A e B P L R A5 P e s R TP A R

Tt AT DU 2 30T 2= THROR AL

2 45K

Source (3
D)

Add Bt RPFEIE (FHRRA Any (B D o &
WA ZAAR R B 8 58 = Jg 5K Virtual Wire)
HEERTIESE, $52% Network > Zones (491 > [&
) .
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S T D P A ML, i, 0 SR — A
PN F78, SHEEASG) , B A
S E 0 FHOHBIE IR, 1257 DL S — (i A e
(3.

AeJgAL HE Source (3 Add CHrE) sRyEAHE. ArhEREAH eS8 (THRE 2%
PO Any (B ) o R ATE AR, B Nz
I B BRI HL Address (fizhik) #9f. Address
Group (fzdib#£4H) 2% Regions (i) , R1¥BIRER
SE o WIIESAIHECL B A S Bk A 4 A 22 4 JE
FURSZER AL HEY A DA R A A ) T
I Negate (155€ ) HEIH S R L 48 a2 15 Jak 88 FH A 2k
PALHE, (HH8 @ ALHEFR A
A YRAE FH Source (& Add GHrE) 52 BRI 5t RI 1 sfe P FH 25 5o fs FH 2 3
D) #H:

o ARfT — WEAEFE, AR E SR A,

o FHSEBE N — G518 ] Global Protect i# AR 441k, {H
RENHRGIE T . 76 [N DA FE
Global Protect i & 1) [THAG 6 N] i IHK:, S UEH
ARG NG B A BN I S AT e 5
o BEE T ATRARSE N B EER, HAEA
TEMEREREN, e e s ER, o
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o CHMEAHE RIS, BWROHE
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ARG P AR A

© RE—OEITAARBEENMEHE, SHRAREEZRE
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Baes, HAERT Ok A 1P ALhE 2 Al F 5 e
I

o GBI — B I E R IEAT e AT .
w1, Rl ReAR B — 2T E . BAER. H
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1 55 ) e RADIUS, TACACSH &,
SAML S 46 4 R A SC Aok 2 3%
all, AR AR User-ID A e g,
AIAEEUREHNE S, EUATHMA
FIEE -Gl
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Source (3
P

MRIZECE Add GBril) FpEs3EE -

« any (Bf) —EFETE3EHE .

* no-hip (JE HIP) —AFRZEHIP &, ke n A
ARAE MR AT HIP & A 55 = 7 3 B 14T 17
i 8

« quarantine (F@#lE) —6 & R EES B A P LM E

(Device (#£#) > Device Quarantine (&[5
B D .

 select GEID —AERIBLHRRTIREE KR EHE.
filtn, AT DAREEASE . (EE RS 1EERG R
AL E RS B A B

Vs HIP 3 ek

Source (&
V)

Add ) host information profile ( - H§& alli% E R
-HIP) T]REE AR LM e IR RE A B &I, il dn
BT DL S o 0 e e A LR B 5 25 .
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145 110 1980 S8 VOR300 i A N A
TSy 22 VAR R . ST RIS HIP GERE T
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SERE . B, BT DO —8 HIP 52 E s HIP R
ERETE B, BUETT LLF BB HIP % e .
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FE MR B REAZ HIP & A28 =07 I P i i 4747
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)
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I Negate (1577€ ) JEIH &R R I HTHL 48 4 15 45 1Y
Hst ik, (HaE € BIALIERR S
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o any (B —EHAE3EE .

« quarantine (F@#fE) —6 & FREES B LM E
(Device (#£E) > Device Quarantine (&[5
) ) .

+ select GEHD —Q S KR RE T T 138 e 4 E
i, AT DUARIEISE . (EE RS 1EERG RS
B E R B A B

R

JEHIRE

Add Cori) 2RIk e IERIRE . R
KEA LR, fmT DU B8 I AR S fE 7510 )
. WAREOERDURMERAES, sugiauRe, HE
FEHTHE AR AR T REAR B Bl 38T I AR e 7%

U SR AEAE 2 VR IR AR i B P R U A L e
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HIRLRIIRE,  RIAT 22 4 MRS o 25k s e 48 R B R o

#54% New App Viewer CErfEHIRE RS & 2K
JEFIFE SR LR B R, SO IR Bl 1Y) 2= o JE FH A
RN SR L P FE SR 2 2 e SR R RY, SIS RE S
P AR S UNTAE B

ST LAage s B fh sk IO PR SO I R RO R, B i
78 I AR A A s P R S AISE A v, st B P R U 1 21
REHIRLR

« AddtoThisRule CGHrif & pbaiHID ot A AR Uil
WA — i EHFEANE Apps Seen BRI EF £
O HTHE A R AR = 2 B R ek R e A B
Any (T ERFEAXMFFROHLR LR 2 R #
R i 2 DU FRE SR A LB AR Y, 48 3 & i I8 4R
SE MR FE R Gl i) DR FERE 3 2 SE 08 10 50 F 5 54 DA
PR 2R MR o BEHL R S 4 AR R T B AT AT
FE, G AT ] B B FE R R — Ak . B 2h 550
B 4 B S0 i 1 J P A2 S e B 3 B R, SRR A
R AMEAE E R R

* Add to Existing Rule CHriz=IA IR — i AR

Apps Seen CE RIIEHFESD B 250 7t 54 B A 2
(App-ID) HURERN . Blhn, 35 ] R R AE R e e 16 (1 5 R o
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AL GE

HRBFLT App-1D BURLR, FEAR K 2 i I e 18 LR B
2 F AR U 2 5% App-1D #iAl.

BB BRI a4 T B E A AR, AT DLrE 9%
TUB B FRE UG, SREBT s P 2 I 25 s AT T D9 25 1) P
e CAH A 21 5 2R A 22 2 SR R AR o

& AT Lis B ks E R AU I BB LAY, B s
ﬁﬁﬂ%ﬁﬁﬁ#ﬁjﬁ;ﬁﬁﬁﬁﬁﬁnﬁ%qj i I PR T 1 23
AR

« Match Usage CELHEFTD  CoEEE I RE bt g A ]
D) —#AT Apps Seen CE RIERFER) BEHA
(Match Usage (LL¥HMEH)D 12, H&%1I7E Appson Rule
CGRAERERESD 2 ) o R e sz ) E
i A E AR, R Match Usage C(LEBHMERD JE
WOE. RS2, R E T A B ) ER R R A
B Eadrr AR wIRAESR E (B, fFa
HAEEBIE R ED FRHZ EAREN, Rl
R s 25 B s JE A AR X R . Match Usage (LGSl
R WA S O ERRE B AR Bilhn, 2R
PR 22 A A E AR LR LB R SSH e GERE
EIEE RNAHNE) , Al Match Usage (HL¥HERT) &
LA

Clone (%) . AddtoRule CGHEZ# ) Bl Add Appsto
Existing Rule Cif 2GS 2 A HRD BEE7780A )

RECRIERFE A g i ly, SRS ESR], nEE S
FERE I ) R B, 38 L P A U R A B BT &
R0 R AR B

Create Cloned Rule >

Applications (L8R >

B
2 AR )
Add to Existing Rule >

Applications CGEri 2 A Hi R >

JEFHFE O

BB RE, SRR S BT 51 JE P RE X KR

« Name (%F%) (f#[R Clone (%) F1 Add Appsto
Existing Rule G EHFEAHE S HA R BEET7
B .

o R B HE BRI AR
o SRR R R A AL SRR n) HE G AR
PR, Bl AR R 44

* Applications (JEFFE) -

o HIGAIHEREN HRRMED - BEUESH I E

RIRESCS R A 3 AR K DA R SR b i R )
fraas BRI, RACKE G B IE A RE Uk SR
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AL GE

RIBEAT LR, PR A SR AR B IR ] 3 T B,
7538 o

© BTN ER AR AN REBEBORA] L EREE B
JERIRE. (Rt n] LT B Us 8 8 RE AU i g
JERRERD

* Application (JEFFE) :

« EMAIEE RIS E BN, R ABR AR,
o REEARES, REBURAKEG, TEHIH 76
JE R

o fEAET HAESR EE RAERTE Applications &
Usage (JEFFEA A AEDD HIE oh g e A2 K
CRRESR) -
o EARGHEARN EARE R DR AR (4
B
o EHAIE Last Seen (BER) EHFEAHIA.

 Dependent Applications (A& EFFEZL) -

© PTEERRERIT IR E AR

* DependsOn (HRRA) —Prise i AR AT P 75 A9 AH
AR

* Required By (ER¥E) —f BOMIR B AR A JE A2
Ao CHRPRKIE AR AMRIERRERD .

Create Cloned Rule > Application
Grou CEESZAERIPIHIA] > ERFE
D

Add to Existing Rule > Application
Group CHrI§ 2 A LA > A
FEAHEAD

EUERFER, SR1%7E Create Cloned Rule (/16833
H) Bk Add Appsto Existing Rule CGHii I fE X =5 A K
R SR8, R AR =00 S Bk 3 2 e A AR e
(RALR

* Cloned Rule Name (8R4 #5) o Name (4

)
© BEREBRIZAE: A HTE RS R 44 R .

* name: g8 HUEE ) HE A I P RE SR AR LR, Bl AR
R4 F o

* Policy Action (JERIBHE)  (EFREREHRAD —RHUE

FEFFE AR BRI P R E .

« Add toApplication Group CH7i % JEHFEARFA) —i

S A AR A m e N\ B 44 i LR ST ) I R RE U Al
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AL GE

* Applications (JEAFEZD) :
o FrEAASERE (GHRED « IR TA E

AIRESS LR B B P RE R D LR B i R 2
ras EHREI. RAA RS B IE A RE 0k B
RIGEAT LSS, PR s i PR aOR AR BB Iy ) B T B, 0
A T33E o

o B EE R EAER: HEBRR] L EREE I

JERARER. (] DL S A 2% AR A D g
JEARED .

* Application (JEFHFE) -
o fERA A RRIEE BN, REABERALA.
o AEEHEN, ROABURFKEG, TRyt T HDR

JEHRE.

o fERZT HAESR EE RAERAE Applications &

Usage C(JEEFHREZ R AEAITRD0) s I oh e A2
(RREER) -

© (ERBETERR FRE ST (G

B

« TERLAN L Last Seen ( LkE R AR HM.
* Dependent Applications (A EHFEZL) -
o JraER I AR QAT BT i A G
* DependsOn (fKHFAY) —Frid i FFE 03T BT 75 I AH

IR

* Required By (Z:k3%) — & ZAHMKE AR R 2

X CHRPKIEA R RAMRIEMARERD .

Create Cloned Rule > Application
Filter CESZARIAIIRRI > B2
AR AR )

Add to Existing Rule > Application
Filter CHri = BIA KRR > EAE
U ATIESS)

EHUE LS, SRIRTE Create Cloned Rule (2 748 1137

HJ) B¢ Add Appsto Existing Rule G i H 8 R E A

RID a7, o i X S s 1 2 e P AR X e 2

H R R

* Cloned Rule Name CE#[#HRI#FE) B Existing Rule
Name (HiAHRIZHE .

o MR RE: s A CH A RS R A A4 R
o BUARLRIA RS JSEIPUE R T 0 R 2 i 2 1

B, e AR P 424 7
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AL GE

* Policy Action JERIENE) ((EIRERAIHAD —REUE
FOFFIE R TR A R R

* Application Filter Name (JEH 2GR M) —iEH
T 158 s s N\ 44 R DA S0 R R R A AR 5

JE A AR B e 4 0 IE A 7 U Objects (11F) >
Application Filters (JEHFEATER) MHF GE2R S )E
JHFE RS o fBnT ARSI A i (] SaaS Witk %2
APERTRD BRI ZERFE, MR 9 2 B 580
BisEas .

g BUR s TR
* Policies> Security > Policy Optimizer (B3 > 401 > BOE L T ED
Policies (%) > Security (%4:P£) > Policy Optimizer (BUEHEAL T E) FR:

* New App Viewer CHiifyEHRERGHE) —E B KM EA SaaS T Ry, ¢ AR
1) 5] T S R g R =

* RulesWithout App Controls A JEE R A3 6 LR — B E & any B H#E
), DUBE A mT Gl 1) DA I 2 35 25 A8 110 50 FU) o i 75 L FH 2 X A R AR PR R

* Unused Apps CRAEHEFFEZD —E &M RA &R 2 R AR

o ZAEIRES I H SEENE — i H RN e R E I R 2R, N0 H R EE B DA TR
. EIEE] 10T Security AEAT 7041 2% 2] Cortex Data Lake PAMEAT i 47

FEAE LR B, gt s TR s S LS, g e sy
S 0 PP 2 ) e e H e CERRRR
* RuleUsage CHURUREFITR) — NIRRT A G RS VLRGN, 6045 AN IR 1) Bk 6

J1l,
e A BRI A 4 A8 o
s AT i B 2 P KSR ) I S5 £ R 5
nifE (frod, 30°K) Traffic (30days) (Jii&g (30 K) ) —fEi# % 30 RNE R
mE (hoos) .
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BUR

AL GE

R ) B B 5 B0 25 O R Ok B A TR
i, A gE BAT e 2 1 R E . IS WRE
EHEHRARIPIERE R T, AR
RIEFE SR EREIR 2Lk,

SO I E AR BRI SR I RE . BIRC Application (EAIREAD a5 7
B, G R KBRS R AT AR 5

[ RE (4R New App Viewer CHrrQERREtatids) > BRI
A AR

A REHRE R EE P EREEOH - $— FRZEH , BarBE Rk

Applications & Usage (2B 70 HEET7H, %
T mT DA BB R 358 1 i R =B 1 ) 3 1) JE R
X, WESUERE.

BT IE T RE ) R

B AERLAI_ER L b P RE QAR 1 R B

Ea 39

FH B Applications & Usage (R FE=CELfd A 70 BEg 7
W, LR R 1w ) JE A B AR R L B ) JE A
X, WAESHRA.

CRAMERREDD mgar

PR 1550 (1 5L PR ]

CRAMEREDO | Rk

o
)

LB B KA BRI A B ]

il

CRAERITEDO drhat i

TUEAF A LR B IREL

EACT EOAB BSOS R Y H TSR ]
CEET AR S ) H YIS ] o

Fi ] 4 [ BURE RO B CREO .
fi i 5 B -

o SRE R SR PO ERT Any (IR (BT #1RY,
M EAT AL CREFIORAD @A S CRAEAH)
HAD .

o TR E IR SR YR BB ASARAT ) Unused CRAEHD 1
AR

o FRE R SR 9 BB AT Used (AT RERI.
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AL GE

HEBRAEIE 25 xx R N E S I H R TEfe 2 KB (1-5,000 K) N, AEH/R Reset RuleHit
Counter (EFRFLAIAHEEED PR Flan, EEE
DA 75 R ) 0 [ 9 3 A AR R s e s LR, [RIRFHERR TT R
IR TR ] EL S S e B

Hx H AR i o A RS Btk H T

Fsbk st (MR s | Bn.

PEAR S 1) H S5 AN CRED) - B E IR, S A T S
RERE R

o None () — AN SEME R HIRA.

* <profileename> - [N T H75E H GEHEE R E A AL .

B H sR AR R (AR | IR A MEBUR R, o P A S R S5 TE B — (R B35
o A PRSI H RSEEIED Ji3Rs SRARERHUEL B0 B AR R ) H SEHA SOERE -

* Log Forwarding Profile ( H ik sl e i) —i 5 2
INEI BT g R H SRR I% R E A

 Enable Enhanced 10T Logging (U567 10T Hiks
Sk — I BT [ BE I 1K R R G A T Y e 7Y JE FH AR =X
HiE (EAL), REEUMIETE, 2K 7E FTis H sbiEns % e i
O EAL BE%.,
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BUR

Policies> NAT (JFH] > NAT)

WSRAELERT K% e 5 =@ AT, 8 n] DL e R RS (NAT) JE e, RIGERBEEL
B N A7 kA AR B H R 1P Ak BLE R N, EIRER NG CZEF)
B R A ORZEML) B, 77RO R N S da 7 bk B35 A A LAk Virtual Wire /11 _E
HHE NAT,

NAT I J A 2 s B H IR b s g, sysER H A hik SRR IR (Bl HTTP) o Bz 4x it
JER R, Sl BN SHE R EE - LU NAT ERIERL, B e el RS %arnsial.

N N AR R A M B TR LA A R [T T M N ST B
LR RE R tORT G = 7 SO BRI T, DUR R R (R 2R Ak
L NAT Al NPTV6 (IPv6-to-1Pv6 4954 B HBHHEE ) 3%0E -
© NAT SRR H
* NAT a5 H
* NAT B HE
* NAT E#)/ 8 HA B4 HE
({38 A /> Panorama) NAT HIEH
HEAIG T % 2

FH2 B NAT»

NAT JFRI|— B %

* Policies> NAT > Genera (JEHI| > NAT > — %)

R General (—f%) E A E NAT 5 NPTv6 JE R Z AR . RS2 G R, el b)
8 H B R HE B A RIS S R . JEREUE B T A NAT FE8, H& 5% Original Packet (JR 4G E
f1,) Al Translated Packet (fEFEEAAL) EHE L Aw] B

NAT FLR——#% | &b

2Ly

AX fE

A g N AR A4 /G . 2RI > KNS, & TEE 6367 os, Al
PRl B, A% EESEAIRAR . A AERT SO L ZH 25 ME— 24,
1M1 Panorama b A1 whZA 7 H 48 B A AN (] 52 F B 22 268 B RERH P A ifE— 44

i o
A5 A AN R FRIA (&2 1024 l570)
HE R AR ERE R R, 55 Add CEri) R E EHE.
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B

NAT #7 Alj—— %

21y

X

Jo RV B0 2 e s e 30 i PO o 8 e o R L e 2 SR
N AR E R IR RC AT R B (TR H R, BTh e+ B .

REEBRA > | AN HE, SRR RS E 7 d . HEAH R mT LUR RIS 2 H A 1

#H I RIREE - T ORI BB E Al
NAT % TR 2 Y.

* ipv4— {E IPvA A hik iR

* nat64 — 7E IPv6 B IPv4 Al [l s .

* nptve — £ IPv6 14 G,

TSI 1Pv4 Je IPV6 A7 hik T[R4 A A B — NAT BRI

g NG ERE ARG AZ R R e () S Bl . FE ML R MR2A IR 2y KR/ANE, 2R
& 256 fHFot, FILLRTERE, B, TSk SRR AR .

e
N
iy
=
+d

FERLREMEIAEAE | At U R 8 25 O RE AL RE AR . S PTLL CSV M CRE B MR A st A7 4

NAT JFa6 3 H 5
* Policies> NAT > Original Packet (E{#K > NAT > JE4A%E0)

Y Original Packet (JFEafH0) H M E 78 B7 ORI M85 1 AR Y5 H IS 38, 5 48 € H (Hh
AT AR ERL . S nT DA o 22 (AR R 2 Y & H sl sk, S FL AT R 78 22 48 v A 4%
FrE 1P ATk .

NAT F R — R a5

2
AX rE

ARl H R | AR (JE NAT) B E— o 2 (E Ak R B H = e (FERR 2
Any B ) o EIEAERWZEME (55 g, 2= Virtua
Wire) . EEEENIEIE, E2% Network > Zones (491% > [#48)

TR E 2 R AL E B, Billn, AT LOEAT LR, DMERE
I8 A EB NAT {7135 e 22 AR R A9 A5 1P Azt

3 T 5 B B 0 AT 3 LB — R R P
AL S A0 1SP R, ST AT F IR0 TR ACREREAS IR 1P b
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NAT F R — R d538 6

21y

X

s 6 52 By K i s AR YR H AL IE A AR . A RS A,
BEL P > R A

al

ARk H I AL | i BT O B A AT H AL A

% NPTv6, 41%f Source Address (A7 4k) F1 Destination
Address (H Bzl 5% E I HTE 5 0 2H 2 xxoxoxxxxx:lyy i Az
HEASTT 8 S TS (8 oy, SR E SR RE# = 4 /32 3
/64,

NAT HERE S, 5 %
o JEA > NAT > i

A BRI EE, JEEL Translated Packet (BREMEM) HEARRGEAMIE. Ardlk, PALLIEER
IR E TR

FE B 1P A HEAFEC N A, R DU H A bR . fEIE DL, AT RAA N

B EHELE Original Packet (JR#GE L) HEH &€ RAFRIEMH Bt hk, ¢ HAE Trandated
Packet (EEREREMAL) EHE L, Hi%E Staticlp (5%5& Ip) B Dynamic | P (with session
distribution) (EJRE IP (Bt TIERSEEEA) O df# N Trandated Address CEEEAHE) o 53,
TEAEHUA BT HERE,  RZO7 & S5 i 30 A 3 CH It A7k

NAT i HI|—iE

R

AR bk B I Trandation Type CHEZESEMY)  (FRESFFREAHEAERE) , b A\ 2 IR
A hEEEEEE R R P AL hE A 10 (addressl-address?) (EEFEf7HE) o f7dk
T 10 O 7N 52 R 7S kA2 [ PR 28

o BIRE | P BB — AU IP Azt BRI A . A R E R AR YR
\PAzdik, Bl ot & B AR Bl AR A S s A A ik . 38072 NAT
LW AAE 1P A2AE, BHEE 1P KOEEIE (DIPP) 2 NAT KIS0k
64,000 flil [F iRy TARERE B JRseRISRSC PRI ERT R, dgnl 8 — IPAUE
64,000 5 L LR y TARREBL

Palo Alto Networks® DIPP NAT 7% NAT TAERSELEL AT A 1P 7
hEBEBARE RN E L . A VIR, & H oy 1P AL hEE
—, ByOEAE PA-220. PA-820. PA-850. VM-50. VM-300 #il
VM-1000-HV [ Ot 0T AR IREASE FH 85 22 o 48 | P A ik B ez 45 21
&, 1E PA-5220 [5 K% LA K2 PA-3200 £ 4195 Ol - 2 R0k, {E
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B

NAT i HI|—iEiEsE

BEEE

PA-5250. PA-5260. PA-5280. PA-7050. PA-7080. VM-500 1 VM-700
B Kot b 25 IR NI

o B |P—EEREE N —{E AR SR AN AT HALLE, (B RR SRR AR R
%, %% 32,000 EEHAE |P k. #hRE 1P M-S 20 T498%, Fit
T 0] DASKS DN T AR A 1k s 5 2% D A A RO ) A 36 T 4R B

o JERS (EHRE \PAEBHRGIR) — M H HGRIRN @ AR IR, ERPUT
|P J iR, 30 H A £ B A M hkaT FEE A . T LU
Trandated Address (g2 f7hlk) J#IHY Interface Address (Aiifizdl) i
THE AW MIALhE; 12— S IE R s Eh B P kI T . R R
EEIG IRF, e e A ik M oA B AR A ) A ik

AU AL 1 5
(FFED

FFRE |P — &G RO bE A R s, HOASE R . filtn, SR akig
[ /& 192.168.0.1-192.168.0.10 H s #{[F 2 10.0.0.1-10.0.0.10, UKL & #5
firtik 192.168.0.2 #i#:% % 10.0.0.2. BFFE b AR A7 1k 8 .

NPTV6 35 7 b 2 04028 # ] Static IP (FFRE IP) . 12 NPTv6, 4
Translated Address CHERERIHE) 52 B A 28 DL xooxxxxxx::lyy 18 i 4%
AREH, W HALIR T E BT (D 0. RS EE
[ % 132 3| 164

o M — AT

GEEHD B8 A BB Ol CAAE RY 8 I HEEsE I 7 Te) 7 6 JE RS (NAT 8K
NPTV6) , R & r g2 DL 4T Static IP (FFRE IP) ARJEA k-8,

A ISR [ RE, SR ORI R Al i A SR R A i
{87 R . A IR R, B ThRgn] B B LA E DS
PR .

ERiDRURDAIRE &

BE AT LSRR KORAT H 0 NAT . S8 H B 19 NATLLARREFE
NI PO A R Ay (P10 BRI AR .

SRR AT B
(AR

IR KRS TE B A M Bk AT A e s 7
* None (f£) (TEZ)

o StaticIP (FF8E IP) —H#i AWJ4f B A3t 7 fik A IHE H2 12 5 s 22 )
Transated Address (EEGE[Ifhl)  CGBRA IP ArkEg 1P A7 bk 8 E =)
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B

NAT i HI|—iEiEsE

BEEE

B Translated Port (EERE[RHBEIE) 98 (1 % 65535) . U1 Translated
Port (HEGE[EBE) FA A%, RIAESE B KR,

2 NPTV6, &1% H & hE Transated Address (EEZEf7HE) 358
(10 B RS A ZE 28 )oxxxexxxx:yy A% 3o A7 HEAN T 8 Z A TS (R 5
I7e SCPRRE SR E 4 132 B /64,

NPTVE A SR e i, [ 2 NPTV 2 i o Al
o JHLPRIRAT AT b I8 BORE AN S R0 R .

IPVA 58 | P iz 8 r) 2 Enable DNS Rewrite (]
DNS#H%7) (£ FHEHANED -

« B IP (M CAERSBEC ) —#HEU A Trandated Address ( CLEEEE (1)
firhk) B FQDN. A7hkq s K ki Y translated address (HgiEsEf7 k)
BRI HEREA . SR DSN fa] i %% 45 FQDN iR [l 48 i6 — i fArdik, sl if
K1 BT HE B AR R — ) |P Sk, Ry KOS & 4% & Session
Distribution Method ( T-EFE BEHAG /732:) 7EARLLA bl A TAERS B

TAERSBE Ui 7 | W% H 1h NAT ##5%5# L Dynamic | P (with session distribution) (#jfE
iy P CR CARRS By >, A H RbisREn Al (2% FQDN. Ardik (4
SO HEREALD FTREMRAT A 2 R HE . fa8 AT DUISEER S RS 76 18 L8 o bk 2 B et
(FRIR) TAEREBM 720, DABR AL B S ) LA s B i f

+ Round Robin (fFIBACEGIH) — (THR) FedaiilE) 745 T/EMS R T8 TR
5 IPALhE. BRI BRI R s i At A v, A RS A A e v

« SourcelP Hash (ZRVE |P &) — ARIFAVR |P ALk EEE R RH T
VERS B . W SR8 2 [ B — A5 1P Ak A&, HIiEE Source | P
Hash (AR IP 3EE) DMK i,

* IPModulo (IP## —B KOt e A 8N 1 06 i 2R J5 A B [ Hh 1P A1k
N & B KSEAT XOR BREFIAREGE S, 45 e T B SO eIk L
VEBEBLH) 1P Azl

* IPHash (IP #E) —fili H 2RI it zs DL A H i3 1P A7 bk IRET LAE R
B

+ Least Sessions (/b TAERSE) —8r TAE RS BB IRAA B /b [F] I 3B 4T
B TAEBEEL R IPAzhE . R AR 2 A arlE MR A T/ERS B, Least
Sessions (F/b TAERSBE) & 2 IR PRI 38 11 (1) A6 B B At

R DNS ®E%5 | 78 PAN-0S9.0.2 X 58 9.0 A, tn % H it NAT B R ETY &
ipv4 It H H (bbbt i E T 2 Static IP (%88 IP) , H Enable DNS
Rewrite (H(H DNS E %) #EIHAT A W& H B NAT 3% B4 BTk
s —{H 7] DNS ARFS fEAT 55 — M _E F P ) FQDN,  RIIA AT DNS E 5.
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B

NAT i HI|—iEiEsE

BEEE

& DNS [a] & J 1 155 K G ig, B KOs & 25 %5 DNS [REH 1) 1P Acht, AH%E TR
& B A hk SRR B Az bl (DNS [ EEL NAT BUFHRRAEA . B
il NAT BURH R ER DT O #1575 A 5 R 3 AT NAT, DL 7545
HII () DNS [ ) 1P A7 HESAT NAT. 02848 e A EHA NAT 3181, Bk
A& DNS[HEH 1P A7 HEEAT NAT 197720 A 8E [ :
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faft, e EARR I EREIEE . HRERUHIE R IR A, EERERICHETER (FH

BE) WfF. Web MM HEHUR @ BRI RYE R S8 KM, WEURE BR IR AR DT

wEERE.

PAN-OS Web /il P 11.0

204 ©2024 Palo Alto Networks, Inc.



UL

« ERYIF—FEIEE Objects (WfF) HE, 1BHUKHEHE T RAN T & Device Group (R fi#E

D, BEEWME, $%—T Override (FE%) WHiHRE . EIEE S Name (455 8L
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System CEEHER#FD .

* Panorama b [ 45 B A — a0 RIS IE RO TE, RIAZHEY)
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TARLHEAE R B A B . HEm b, B IPv6 Azt &
ETTH8 e AR5, ANV R € B . ol
+ 192.168.80.150/32— X — A dit.

+ 192.168.80.0/24— X F /¢ 192.168.80.0 £ 192.168.80.255 1 T 5
fir ko
« 2001:db8::/32

PAN-OS Web /il P 11.0

206 ©2024 Palo Alto Networks, Inc.



SYREE

DA R e

o 2001:db8:123:1::/64

* IPRange (IP #i[E) —Af T 714 Xk A\ A7 k&
[#: ip_address-ip_address, & [E 115 v 45 |Pv4 {7 hEER 1Pv6
firdk. 4. 2001:db8:123:1::1-2001:db8:123:1::22

* IPWildcard Mask (IP EH i) — 1 Ipva frhikts =X
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o BHREIRR R AR BN RE I K B BRIR] R B A R RE A B RE AR B A HE
HEAL, A EHRR A, S AR More.. CGEZ..) J#
o JEIRAETT DUARAR CRE M 2= AL LR AT 1P sk

o BREY e iR P AL hEE HF REAL YA B IE AR B R M R
IP Ak

© EERTEEELE IPAzhE Unregister (HUOHAEM) Tags (R0 .
{%— TS L ADD GBIl A€ 0 415 22 ZEIOH R AR

oy

o

PAN-OS Web /il P 11.0

209 ©2024 Palo Alto Networks, Inc.



UL

Objects > Regions ()14 > Hhi &)

75 <K ot S $ S N7 P 4 B o e At e A SRR R o ST 2 ek SRR L i IR R DL K
DoS J5 RIl$5 72 AU B H IRy, (5 4 n] RS IR o AT DAARE I 5 i FO R VR B rpasR B,
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RERE T AR B 5 — (R SE AR5 L W R A B R

o BRBUBFEEE (LA Panorama) « AIEEN T HE, HIMEERIEE Disableoverride (15
FHEAC) JRIEKE, A A LMER Override (HUf) i#IH. Override (HUY) IIE W] R HUR AR IR
S B bR B R A R E BB . Location () 2 HATHEE A, i n L)
Disable override (f&FEUR) LABG R 3 E 5 AT AR

Revert (&) S#Ha[ i H R iEk. HEEIAHEN, Location (2 E8) M gHRHE
A AR AR 8 B R A U B R
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AR AL b A A ) e

* UK > <Rulebase Type>

View Rulebase as Groups (UUREAHTE sk AR DA AT A H SR B0 R R R R . DA X
AR R Iy, R DRSS SR R R P A SE NP AESeAR i b, SBRBURE A B B A B 1% J B s
AHA

PAREHIE b RNy, 4% —F Group CHERHD DARSEh. S50, kR olors S35 58 AR Y 10
P LRI R T DI AR b A5 A R e B T 0 R R A SR TH

PEENREAL R LR 2 A s R A P ) i A D R A R Tl 30 L At A R e B B A
(7] F) AL 1 B i e EL A AL

ST T AL A AR A HFISERE T BRAE AR R T AT A RS B B A R A

PEEREAL T AT LR | SRS R AR TP ) P A A RIS B AR R e

M EREEAL A BT LR RIS e BB A B B LR

R AR AR | R BB A T BB A LR

A% SR AH T AR R AN R] f R R e 2 R A

A n BAHAOR R, IR HE S ER R R E B4, 1% MoveRulesin Group to Different
Ruleshbase or Device Group i #E4H A 1 RIAL B 2| o Ad R R sl S B A . DU H S IR 2
FoA AR s B (A & B R BN R R o 700 BB AL P 1 1 U R B 28 L 285 S Al
ZHT, HEEFAVNECOAAE (BRI E TS E R o dhah, &aT DUk E B A
RFZ B 2 [F] — 2% B A b 0 S R s

A ER A RIS B B AR A EE e B, S DU A

AL B
H it R B Ji I R fry B AR s T A
({%£ Panorama) HIWHh | BEEUE AR B2 H () B AL Pre-Rulebase (R & HiHI
EERY) ) i Post-Rulebase (12 B #HHIHE) .
R IR U R R RS B I B AR B TR
* MoveTop (BETHI) —KHIRIFLENE] B 1 Hh 25 B AR 0 I
TEH
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AL . ]

* MoveBottom (R ZJEHD —RFRLRIAZ BRI H e BRI AR

JER I HB o

* BeforeRule GHLAIZAT) —ieHi RIEZ B) 2] H )3t 2 B AR 2 LR
JE F iR SE R 2 AT

* After Rule GRAIZAZ) —RBIRIFEEN ] H (112 B AL 2 A5 A1 o
ke BRI 2R

Baad o — KA RNSE | AR T SR e e A B T ] A8 2 B AR IRy T BRI Bi R A A%
ok Ky Bf B W, R BOmBURRF ST SR A IO, R sl ahar i HBUR
%E‘"j‘%‘g%o

Byt 0 T A 0 2 Pt o e S BUB RIS B AR B 30 AN EDRE RIS
B2 H A B R

458 A R (TR

A2 gmERAHEE A, 12 Change Group of All Rules (S5 Fir SR REARD) |, DIt & J5 R 35 )
ER—HEBFARE S WA AR B A B, R E BB AR R AR R IE
F, ABAE AT DUISE S S B e B A B R A R R R 2 AT B 1

A ORI B B A HERHEAE, SR H RO H B A USRS S L R B

LA . ]

PRI Y SRE PP O 3 I A3t SRR .

H

# TR Move Top (A2 Z=THHE) S HLRITHRA H 0 = R4 A THEE -

# 2 IR HB Movebottom (£ ZJEHS) KSR H 3t B B ARAH 15 .

M Bl T R B R

B g (1 ) BB AT OB HE R, AN Move All Rulesin Group (B B#EAHTIATARRD , B
HASERE H AR AL BT AR R b B AR B RSN RS . R HU BRI, R R B R RN
SR BRI (RTINS, (ELEE AT DLISEBRGRE R RITAE H st BB P (R AU 2 T Bz A%

A ERGENILA, G E H Rt A A DL R R B SRR B B
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AL . ]

IR IR E R B | SEHH i B B A

4H

BRTEE Move Top (B ZETHER) MR RIFHEA H FH = 8HFH 7.
S Move bottom (£2 256 A HRFEAN H it H B2 1% .

i) i e 4H ) B R

LEG A, ALl Delete All Rulesin Group (RHBRBEART RIFTAHRED ARG 2245
Bir, SN0 Joeh ) ok EELISE 5 T AR AL R 56 1100 A A P A 5 T ) 8 ) e PR it R ) J B A

R T I P E R

AT BEF L H B TP R B R RIRAL, T Clone All Rulesin Group (#2SE4H 1
AR 5 BLPGE G ISR 1 48 B AR R o s FORAE AL N IR o 53R R A P IR A
IR B A E R 0T, REMALACHE (AERRRIRE AT o hh, &
R DK SR A 0 R R S B[R] — R R A P A A T R R

R R e AR 2R L T <Rule Name>-1. 5 #i R 4E S 31 Bl 58 — 1
BRI R R AL S, W H AR, Atz safE. #la, <Rule Name>-2. <Rule
Name>-3 %5,

A RRRAY, GERGE TSI AL

iETEA i e
H 1) b 8 1) J R R e B A A
({f Panorama) H BIHL | SEHCE SR 4E R B H 13 23E B HE 41 Pre-Rulebase (HTE #HHI
L ERY) &) B2 Post-Rulebase (12 B #HHIHE) .
R NE 7 JEE Y R o P B R ) B AR B S ]I
* MoveTop (BETEH) — AR RITE A B ) 2 B A
R THT o
* MoveBottom (& JEH) — R4 B RE N B 23 B R
Ft HI] R JEC 5 o

* BeforeRule GRHAIZHT) —i#EBAH RGN H 2 E i 2
F R i e s BRI 2 AT .

+ After Rule (BiRIZ4%) — RGN B i8S B R 2 #1
1) o gt s #2245 o
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AL . ]

B rh R — U RIEE | SRS TR AT I S £ Bt U ) 38 81 B R KR L (T RS B . A O U
ik Iy HIE B IH, Rl EmEUREEEER. M GEERD  Rler s SRy
SRR A BB o

e I R 2 R R R BOR R M TAR R A0 HA &k Al
BB H b B .

B H K
N ERIN A B AT LR o A R P RAT I B
RERCHLR
1 #%H View Rulesas Groups (LEEAHTE RMAFAD
2. JEA )5 A IS E B E A AL

3. WHAHEE FHXIEH T, Apply Tagtothe Selected Rules O B %675 FH 25 38 B 1) 41

qD .

none (3)

L
GroupTag2 (1) Append Rule

_
M Selected Rul
GroupTag3 (1) 1Ol oraeess ule(s)
p———————— 2 Apply Tag to the Selected Rule(s)
Il GroupTag (1)

&l UnTag Selected Rule(s)

Q, Global Find: none

4 HHEEEREIEIUHA.

Add Tags to 2 Selected Rules in Group

BARARIR 1 HEAH H AR

1. View Rulebaseas Groups (ARFATEAAGHIHIAE) CURARIRIR 7 HL R 4 H
2. LT EkSE R ARUR A SR B A E AR

3. IRBUHALE B USSR IR Z B R, RIGIRBEAL E B A FI7E none (M) 4
EF' o
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HHARRC LA .
1. View Rulebase as Groups (CABEARF AL ED) DGR IR 7RI 0 B4 U4
2. TEATT TR RO — (R B R LA
3. WEHMHEE FLIEE T, Apply Tagtothe Selected Rules (¥ B %545 F 28 18 B (135

EIJ ) o
none (3) 13 4 | ftestrule2
[ GroupTag2 (1) (& Filter
GroupTag3 (1) Append Rule
@
+] M Selected Rul
Il GroupTag (1) ave i

@ Apply Tag to the Selected Rule(s)
4 UnTag Selected Rule(s)
@, Global Find: GroupTag2

4 K EBEMERNH AR . Bbsh, EATUL Delete All (HIBRA2EED FRIRAEHIRIIH 4.

Remove Tags on 2 Selected Rules in Group

|

GroupTag2

il P SR B HE e AR

1% View Rulebase as Groups (LAHFAHTE SAg A R D R, S EUHEAH N I — (R Bl 22
BRI, B RS BRI AR, AR AE T Ui B i Move Selected Rule(s) (B )i
R o HEBIFNEIGHFAEBNIETARR, 572U MR,

none (3) 13 4 testrule2
5 test-rules
[l GroupTag2 (4) & Filter
—
GroupTag3 (1) Append Rule
4] Move Selected Rule(s]
[l GroupTag (1) )

@ Apply Tag to the Selected Rule(s)
@ UnTag Selected Rule(s)

Q Global Find: GroupTag2

PeF BRI B 1R fr 2005 B AR A U, Ne e N TS B b e Y e U
Move Before (#ZHAT) 5t Move After (BEHIZ) .
P A prEEE R R,

& 1% View Rulebase as Groups (LARFAE MG BRI ED Ry, Fig B ERFHAEE, RRAET
i 707 B i EL Append Rule CFEIIFERAID

HRL IR I 2R IR A B B R RIS B AR R
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WS A

E 1% View Rulebase as Groups (DAHFAHTE S Ag R D Iy, #ig B2 REEE, RERT
Fr 2% B PR EL Global Find (4s3&34k) .

none (3) 13 4 testrule2
[l GroupTag2 (1) & Filter
GroupTag3 (1) Append Rule
S —
M Selected Rul
[l GroupTag (1) @ ove 156

@ Apply Tag to the Selected Rule(s)
@ UnTag Selected Rule(s)
) Global Find: GroupTag2

S o Py

e AR R

B tn] LU PDF/CSV R UM HPFAHRESR, 0 AT L A S48 21 B AT A RAs i i,
OSSR EM AL (RRE S P R AL A n] . GE 2RI e R R
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Objects > Devices (Wt > 2 E)

MR ARE T, WHIOS BV TEER . mREIEREM RGBS E ;. &£
LA MEBUR AT A BV R LB R, nT DU IR S B R, Horh 7 Ol R LBl e R
WraasBok, WERERZHEEMBAGHREE. Pdo Alto Networks i7 i Bl B8 T 2 5 5 B 7
B (48 a] LAZE Device (3$%8) > Dynamic Updates (EJREH ¥1) > Device-ID Content & 1D [N
) HAEALE LD

% IR AL

i BV 4TS

(A= KEVIFR BN E .

Epl AR (B, SERE e
E A KAV IR ERER .

L SEEYIFRITGR

TESERFIA BN RFAR

EERF RS HEMHNEERF R

JR 7 SEEWYIIER R o

By #%—"F Add CHrig) DURTHEREDMF. faA

Name (4 7#) , A LL#m A\ Description (GGRHI) .
IR E A BB, 0 Category O

B . OS (fE¥AHD) M Model R5E) . fthmlLh
Browse GEITE) JEIFH, DURNZTHMMREE. %
— T OK CHERE) HERBIE 52

il B BT ERREYM, MR Deete (fif)
%) .

) EECERS BB, SRR I Move (RBE)) .

B3 BIUH e B RCE R TR KR B, IR L

Clone (#88) .

PDF/CSV LL PDF/CSV ¥4 =URE 3 B G B . 8T DA 75 28 H i
198 2% A g T o ELAE AW . {8 AT BE H AR i T A]
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IR AL

IMRAL . 552 B Configuration Table Export (4H7E & [E
H) .
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Objects > External Dynamic Lists (4114 > #hEf ) AE % B

SREENRENS BZ LA IPAzhE. URL. A9 RE . BIFSATEIRLM & 7 (IMEI) BiBISAT 80 H 5 & 43
(IMSI) BE i3k 8L 2 SRR b A, J6 T LAZE ISR AR F o P i B A BB S U B S i B
WA AT B AR AT A7 2. Web (el FRA A SO . RTERS, 97 O 56 P A B (MGT) 1 T AR
HiE

B A R B B R, Palo Allto Networks 343t T SORE YRR (KB 7 1P (b3 B, T LI
JUEPH AR I o A SRS () B B T H ST i L

T DS R 1P A hE 37 BEAE & BUR LR ) AR UE AN B i A (AL E P4 480 LLE URL BI%EEK & i
i URL JE B (0F > 22 4 MEe ks > URL i), sifE A2 e BGRR R TR g LR R, T
T DM FHARSGE B (0 > e A i e i > SRR e R e D 1E A d e A4 F8 1Y Sinkhole.
TERFE R K Ra R SE [, S n] LU R AR BT A 2 4 1 JE R Bl A EL A o — 3 Y5 F 30 {1 4150 8 R8s
B B KOs SH RE E BRI SR W B KT B B H S BE 5 B OB B BRI A T AN E (G 2 Bl B 50
B HARM ARG SO RS o EAEANT ) REE B A BOREL R s, JEEIEE A G5 L
PR . fn SR R SR S SR M i R TE BB, B kR & & AR R 40 H RN IS S B R I TE H .« A7 kR
BRI F B e 1P Ardk. 4988, URL. IMEI F1 IMS| $H LK B ks B rsay, 5%
HY List Capacities GFH.Z&A®E) (LRI ) .

AMRENRETE B DL B2 T (IR RPN . A s Y, SR BRI . &
AT DL i B ELTE H /Ml B RE s A BITERE, DU AE 12 3125 B IR A1) 2 BT 3238 e A

FHOF Group By Type (MBI p4HD 1%, M M5 TE AR B RIS BT .

Ao BLAE S /N ) e B AR IR A HE L O i AS , I A EN RBIE B — T Import
Now (Z.EIEEN) .

T AREmIbR . 2 B g Palo Alto Networks 585 1P 7 ik 22 (13 -

Add CHrH) SEriIsMERENREIE B, DL R R IR AT i€ -

e NI PSS D)

RETEHLILHE (R% 32 550) . 2R
L A B S ) B R 37 B
S5 S A DL T G AN BB AR B, R I T
R & 8 b . LI RG O R B RS (V).
295 (%2 ) 7 . . . . . .
i (ZH vys) Al S (IR BLIRIE, RIME7E Objects CYIFE) E iR
Panorama)

B Virtual System CREHERST) A SMBIIRETE H
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SYREE

b ERBIRETE B

*  Panorama I )45 2 B FE4H .

FIEERH GER) thiIE, RIETE Objects (W) HEH i
HU 1] Device Group (ZEE#FAL (HH /M ENREIE B .

RS

RT3 TH, ATy 1 B B AR 4 AR I AN B RE s B 1) 4 B R

Panorama) AP BRZIE R E . HIRTETER AEH &) , BRRE
H 5 0] DA B AR R 2 AT 2 A R
JER AR PR URL (L7 )k Test Source URL GRIELARIE URL ) LAREZRI < fis vl 18 45 48 256 35

) S TR 1 R
SRR € R A A TS B

L

0 RIS L

R * Predefined IP List (FAJuE %A IPiEH) —iff Pao Alto

o b Networks 71 2553 1P KLtk . ELANER% 1P G ok o L 1P
4 1P i RSRS8O, A R A
b, URL .

AR AL R
s ELZHERA
(AR b
MIHH

* Predefined URL List (THZGEFEH URL JEH) —ffiH Pao
Alto Networks il 2 32 (B AT ARG B, DR IS Lo HEBR 1R
B RE R 2 Ab o

« IPList (IPJHEHE) (FHEE) —HRREE B ] LLALTE IPv4 B IPv6
Ak Aruk SR AR . T HAL R AT S 1P AL
j:_IJ:\ %ﬁﬁ%%ﬁﬁ%o ,fﬁﬂﬁl]:

192.168.80.150/32 2001:db8:123:1::1 or 2001
:db8:123:1::/64 192.168.80.0/24 2001:db8:12
3:1::1 - 2001:db8:123:1::22

E_EHEPEEI, 47 RN 192.168.80.0 F] 192.168.80.255
IR Ak . FAEER 1P A7 0k 85 (40 92.168.20.0/24 5%
192.168.20.40 - 192.168.20.50) m & A—{# IPAihkIEH, 1
ANE 2 P ALHE .
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* Domain List (#3058 ) —H0iE BT Ree & — (A48
YAEIHH . filln:

www.p301srv03.paloalonetworks.com ftp.examp
le.co.uk test.domain.net

BN ERE) e TE B h A I AIEE B, B O e — A A
T R A fRl T ) TR R R 1 AT R s, DRI e mT DK
sinkhole Bi{F A H 5T 484807 B .

* URL /EHE—BME AT Hae&—# URL JHH . f5l4n:

financialtimes.co.in www.wallaby.au/joey ww
w.exyang.com/auto-tutorials/How-to-enter-Da
ta-for-Success.aspx *.example.com/*

URL & B TERRENE R Allow (FofF) o %5 BighiiE vE L8
Y&, #52:F Objects > Security Profiles> URL Filtering (1} >
YRR ERE > URL BHZ)

AT 1P, ARHRE URL LI FIIRG, 82 B4 000 3 P
Rt

* Subscriber Identity List (7 &4rif B —RRETE A&
3G. 4G 5 5G # I P ID. 78 TARJE ] MAiA, B BG K
i AE LS B URL o

* Equipment Identity List (E&f5 7G5 ) — &G HAME
3G. 4G 5§ 5G K IEHS ID. 76 [2RJE | MR, B8 NBh K
A7 B URL o

MRIZ SN B RE i B AN EF REIH H 7R 2508k
3G, 4G F1 5G 4tk R I 4A B, T I H

R K i R 5% o
] i N SMREREE B AR (% 255 fll 7o) .
2 o WIARSMEENREE B AL T E S IPIE B, S5IEE Palo Alto

Networks - Bulletproof |P addresses ()5 IP fizhit) . Palo
Alto Networks - High risk | P addresses (7 @ | P firdik) Bk
Palo Alto Networks - Known malicious | P addresses ( 1) 3
B AP ALHE) AE &5 B AR

o WIRAMESERETS B L TRYG E M URL VG B, R THERGERE 24
panw-auth-portal-exclude-list.
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b ERBIRETE B

o WRANEEIREE R IPTEE. AEEEE URL 1§ H,
SEE N A SR R M HTTP 8 HTTPS URL B&4K (41
http://192.0.2.20/myfile.txt) .

o WRANEENRETS A AEIE B, ST A B R DS T
. BRIE(E PAN-OS® BABAEART i S B RES R Kb )
H PR A3 4 A P A R SE SR A e o BEISETR TR A 15 H

o WIRSMRENREFE R R R S 0 EE, Al A
B RZIE LK URL BR1%.

ARG AN AR RETS B sk, RIS LR PR
I Hk Rt N R R IR A B R BT R
THIE, LML TRE. (22, dniREE AT
fE, FUBCRHR A EaT il T4k, BRAREAR
T E # B M -

CHERHI 1PAE . 495
i B2 URL 74

R AN BN BETS B HTTPSURL, 5ISHURE B LT (17
JEE AT Panorama) BN T Certificate Profile (ERERR 2

K& RGOk, DAEBR RS 2 dE B Web A IR #S . WTRae
TE SRR E R AT AN, FESR (45 E > B > e

11
Tl M P FREBRE D

A A KPR JSE L AT 7 ST SR A 1 e Bl R i
BRSSP R [ P e i R e A A ) 2R
U5 URL (9415 B BT B . 38 2 5 B4 A 2 — (A1
AREYREVE HL. BRI, A | AR E e URL (EAE A
[F) 85 8 e A A 0 A S Bl B B ] S A — PR b R

PIoN= ==

ReVE ¥,

RCOFH BEIZTH (FHREAE D 2R B i F 2 R n,  DAE G KOG
TEAF IR B HTTP Bins i MR B R85 B AR PR . AR sE
{308 F R Ab BN ReE B A HTTPS URL .

o R AL R — i A\ A P o ) A R AR AT I B
o EERB/E R R N U R P A A4 R K A

T

T 7€ B7 K AE I Web {r] il 28 FEECH B IARZ . B80T DURE )RR ax &
# Every Five Minutes (B F708%) (FHRRED - Hourly (&)
K5 . Daily (/fK) . Weekly (5D I Monthly (] H) . #%
] bR 2 A A EIRIRAE . D, SRR T oS I RE, R
18— IRIRAT I AE —/INRE AT, RIFRASHIAE 5 s N 54 . RS
BTA 51 FHRZTE B R EOR AR
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A ER BN RETE Bk e

B R TESE B IP IR EsRE, 2Bk
e € {1 A F v Threat Prevention g2 1 & & Bz1ii 4y
HHT

TR EIEE M AMSRDCH 3

HER L YE|

SR AN B RETE B 0 TEH .

« Add an entry asalist exception Cr#—{§ I8 H 1F 4% B
HMIRIL) — 8 2238 100 fREIH H 3 4% —F Submit ($£%8)
( g )o
- View an AutoFocusthreat intelligence summary for an
item CHi#iIE H (1) AutoFocus J& & 15 ki ) — Ui &
fFEIRE b, SRR T i xUE B i AutoFocus. #E40%
JE¥EH AutoFocus™ FZHENL A AutoFocus J8 7 15 4 RE
BEIEHME (R Device CEE) >Setup (X&) >
Management (#) W #RlE AutoFocus &) -
o Check if an IP address, domain, or URL isin
the external dynamic list (2t IP A7k, 493k
B URL & S 7EA M B R8I b ) —7E RIS
A N —{E1E 17 Apply Filter (3 ERi%as)
( > ). Clear
Filter (JEBRETIESS) ([X]) DAMKAR % 56 B9 B

FENBI MR

SRR AM BN REYS B R B MR DL o

* Edit an exception (#mEEFI7MRIL) —IE U R AT 5
U

+ Manually enter an exception (F&Eg A FISMNRI) —TF8)
Add GErE — % 51 SR

* Remove an exception from the Manual Exceptionslist (£ F-#)j
BIAMRDLE B R BRI AR —iEE: Delete C(ilFR) 514b
R

« Check if an IP address, domain, or URL isin the
Manual Exceptionslist (A7 IP fizhl. A93E;

URL 52 S 7E T MRDUE B ) —7E g

A —{E{E e Apply Filter (B &R

( > ). Clear
Filter (JEBRERIESS) ([X]) PAKAE 2 5e 8GR Manual
Exceptions (FEFISMRBL HE A HEERIHE, Bk

N 55 (A7 22 AR B BT B
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it > Hal Vit

AT BRI il S AR RS R s, LSRR BUR T URL S50

* Objects > Custom Objects > Data Patterns (#1F > H I ¥t > R D

* Objects > Custom Objects > Spyware/Vulnerability (#71F > EETY4E > BRI BE#5ED
* Objects > Custom Objects > URL Category (#11F > HEI ¥4 > URL $E57))

Objects > Custom Objects > Data Patterns (#31f > H 5794 > & kHE
W)

NI R AR

ERVAZ gL B BRHRE A ROE

5 T AREE BRI EE | RS U ORI A
RV B

AL RIE 5 kAR U 51

BB U E

I Objects (#)1) > Custom Objects (HFT#14) > Data Patterns (EEMEAD , Al EZET

AE 2 A IS A UK B R o 075 0 358 OB AR IS O A AR B R, S ISRI [0 > 2o s VEROEns >
BRI .

Hs AT ARy B Ol i ST =R R ORI G, LA e U U A P -

© VSRR —EHTH e E A BRI, 1R R 5 P A e SRS R A
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THG e FE R Palo Alto Networks $#2 it 7 T84t @ R B RHE R, I LIRS R P s E
FRIRE N, BIE - E e et & e a9 hs . 5 B TEL E RN
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Uty DAE VU AT A5 (oS S Rp RS ] M ARE IR 75 R R s
Ao Ao ILISE TR AT SO AR P vl 5800 R A TRl Rk i B TR
MR E. EHREIR, et T SRR AU B A AR
B 5 S RS AT S R O 1 SRR 0 AT B R 1 R 1mfs 2 A=
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.
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HH %R GTP i . GTP-C Create-PDP-Request fll Create-Session-
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GTPv2-CillE Zrtskbhfe. BLalE g A Has, TS & kg
S HE AR

PAN-OS Web /il P 11.0 301 ©2024 Palo Alto Networks, Inc.



Wit

GTP WM& ik e i 52

WRIETERY, B )OStk R ialE . RFFE GTPv2-C fUE 25T
FRIETEWIR

* Tunnel Management CHIEE ) —igLtk GTPv2-C 5B HINE
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AR 7 KA (AE) AT

HRE S TH]

Network > Interfaces > VLAN (44 > /1 1fi > VLAN)
Network > Interfaces > Loopback (44§ > i > [A]3%)
Network > Interfaces > Tunnel (49 > A1 > iHiE)
Network > Interfaces > SD-WAN (4% > /i1 > SD-WAN)
Network > Interfaces > PoE (4 > 41 > PoE)
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317 <K il A1 TR 22

17 K e A8 ) ) THT AR B8 O Pt 8 N BB A O . Palo Alto Networks® By i AT AR IR 72
ZAREE FIEE, DR RT BLEOE A [ PSR AR . B0, 0T DAERT SOl BB E R
P BT =R B R RO ORI . B JORE SR I T A

o BN TR O SRR A GRAREDGED , BMBES LA ) 1 ek 2 2k Bl
WE. B Ethernet AR A FAERL. 558, mrl M (HA). HiEFE (B4
M) « REE%. Virtua Wire (NTHEL D  Layer2 (AMHELFATH) o Layer 3 (it
TATHD M4 Ethernet. R FH R\ THI K5 250 BRL{3E i 3o i A0 fi 24 5% 1T AN )

o AT — LR R A (VLAN) A [ . GEIEA T A SD-WAN A B0 ZESE
RREE R, SRB A REE S VLAN. SD-WAN Bl E /i

B e 18138 H 2 B A IR

J®E Network (495%) > Interfaces (A1) , PLEE N M 3% 58 K 2 800 T KA F (1 o4

AE

FHE T Mt PA-T000 Series [y il L-35E A, B i) Panorama™ 7 (¢ (i
Il L AT, R B SR R e, &g PA7000 R SUDTR T
i A A

935 2K A T At L R

I NCIITEZR D) AR TR E 2, MRS SR, BT AR 7T s
M~ VLAN S [ES T S8 IE S M SD-WAN S i B g e A -

AT A KA AT (Network (498%) > Interfaces (SM1f]) >
Ethernet (Z K&98%) O, 0] LISEE A ka7 .

. 5%

. HA

 Decrypt Mirror (%815 (GZ4ER VM-SeriesNSX. Citrix
SDX. AWS Al Azure EHAFATHT K%, )

« Virtual Wire

- B2JF

c H3)F

o HEEFE (£ FH PA-7000 Series [ k%)
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535 <K A Tt AL AR

« Aggregate Ethernet (48 Z RKAHES)

B e BHCE B S (Flhn, SSH. Telnet #1 HTTP) #J Management
Profile (A HEERE)  (Network (49#%) > Interfaces (1) > <if-
config> Advanced (&%) > Other Info (iAtERL O , ZEEAT AR
TE AT EE R K

AL B2 Ethernet /11, Link State GEA5IREE) FE/-/11H H AT 275 A 17
B, Sl 3 2 A A YA

o ARt — CERGE LB

© AL —CBCEHEEETEH

© R — REGE

RS AR AR RE TR TR, DAR HY A 1 (R Jo At o J52 B T

I

ﬂx;Eo

IP ik 1D #%5%E  Ethernet. VLAN. [EIEEGEE AR IPv4 B IPV6
frdik. BN IPvA Ahl, AT DO TH RA AR (Type (B
A ) . Static (£¥58) . DHCP Client (DHCP FH/F5i) 85 PPPOE.

i ABEES H 2R R TR 2SR IRAA A1, Bi%—F Virtual Router (EEHEEE H188) LA
TEHETHEEER (5528 Network > Virtual Routers (498% > Bt
25 ) o IEH None () W[ fEATHIAZER H B A HEHS i 2378 UK .

HE CERAmD | AT VLAN HE (1-4,094).

VLAN IEH Network (498%) >Interfaces (/1) >VLAN, WAEMIRA
VLAN 8§ Add GHr#) i VLAN (55288 Network > VLANs (49i% >
VLANS) ) . #H None (f) W4/ AR HHTH VLAN FRIR. #4%E
7F Layer 2 /v 1H 2 R VIR, BUBUAH ZE® VLAN AR B, A ZERR
& VLAN P11k

JE R B R B RS R 2R B R AT, W CRUHREIIRE, & A T IS 5 R
£t (vsys), Hif%—F Virtual System (EEHERHD LUEFH vsys.

27 4 VI 15 AT Security Zone (Z4x@3%)  (Network (A49E%) >
Interfaces (1) > <if-config> Config (#Hf&) ) , B Zone (&
) PLEE—EHN . JEH None (M) RI{EATHIALER H AT 1 & 545K .

Dt BT Ethernet /7T, AR & i€ T A1 DI e 5 HUN -
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535 <K A Tt AL AR

DHCP F 7 ity

e
DNS proxy

(N

L
LT Global Protect™ [ i
Tk s AR I 9 € (LACP)

&
Ak SRR AN E (LLDP)

=3
NDP fiz

®)
Netflow 5% &

»
s (QoS) & A

@
SD-WAN

it =R A T T e B 348

PA-7000 Series [55 K %1 18] 388 FH 22 B 4H IR

2R AR IH 1SR 2 PA-7000 Series [y K ifis A THIRE, 548 F Panorama 33 5E AT AT B K % b A T
F, Network (498%) > Interfaces (J11H) > Ethernet (Z KAE%) B H A5 MR LL &4y 5 A [H (1
Juff. #%—F Add Interface CHTI/rTH) RIEESLHAN, SUEIIAE NI (0 ethernetl/1) DL
Htmii

7 PAT000 Series o |-, g i — (R kbt b ot FIMIEL,
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PA-7000 Series [ K {1

T 2 B AH I

i IREA T AR SRS (1-12). 5 PA-7000 Series 5 K %15 £ 1 4
i, an S A% A Panorama 23T ] Ho At 57 K e B 5% 5% e AT, R
HY Slot 1 (3fif# 1) .

A SR SRR S A B 4 T 447
55 7T TH

* Network > Interfaces > Ethernet (445 > /- 1f] > Etherent)
AT DA FH 55 30 T B i I s _E R
FERE ST, BiE— FPARREMNIZRE (B, ethernetl/1) , WisE FFIER.

FHAME | wOEME

IR LKA | NIRRT E RN, MREE.

ek iy N\ TH] AR ISE U RSB
IR I Tap (5540 .
Netflow & 1 AR RGN B A CIRBIGEE N\ AT J4 3% % NetFlow 1] i

&) M IP R, FHERUE AR SSEOER, 8% Netflow
Profile (Netflow fEME) HERFTAEN (GE2H HLHE >
frl I # FEE R > NetFlow) o 3EHL None (fi) R/ HIFE R
H AT NetFlow {7 iR 2545 K -

i 5t R CORMEEEAT | WP KO R 2R RS, W CRHZTIRE, S AN
> B E BEUE R 5T, Bid%— T Virtual System (E#HERSD LLE
FEH vsys.
2 e [ 3k BT AT RAEEES, 3% —T Zone (&) PLES
W . EE None (M) WA TR H AT 1) B IRAE IR .
THL Ak COKHIERATE | LA Mbps 2% BAL /T, S0EI auto (HED) 2B
>HERS > EAE | OB BN E R
R E
piik i N RO AR R 2 T (full), SFE T (half) 352 HEIXC

¥ (auto).
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HA

55 I

e A B

IEEA IR BE R C U (up). 1% (down) i 2 5 Bh 0 Hr

LTINS
(auto).
POERsvd Pwr | Z K496 /it | 4RO PoE, sISIEME IR (A .
> [ > PoE
PoE i H WE TH MG 32 TH O] 75 A T RO PoE.

(MEE PR S PR
75 K5t D

I TH

+ Network > Interfaces > Ethernet (481% > /)] > Etherent)

BHE AT L (HA) AT #R AT — (R PR D e -

— &S T A AL RE TR D BEE BN E, 53— {E S

[FI2GHRRE . QSRR T B Bl e, R JOR & (8 35 =18 HA S i AR R B

&

St Palo Alto Networks [y k (0, 75 75 HA #5328 vh SUR (1) S e (— (8 i fa i
» EATRERESS) o B A B ANEEIR P ORI S, AR E R R

HA [z el iz, ind HA AR, #5258 [ > iRl .

A EBOE HA Y, GEf%— TRBOER N H AR (B, ethernetl/1) , W45 5E T AIAE R

R

A e L B

LKA T

IR e TR E 2810, MRS
it i A TH] RIS A 5 A
Y HELHA.
SLES LY S LKA | AL, Mbps A BLAL I/ HUEEE, BGRE auto CHEDD #EPT K
>HERE > EAS | O EERE R
WX E
HAEEE T JRHA T A R A T (full). P T (half) 182 BB
(auto).
LTINS BEH Y THRFEZ SO (up). A% (down) 1E 2 H B
(auto).
POE Rsvd Pwr | Z K496/ T | Wi BH PoE, FHIBERCEMIIE (FLED .

> i [% > PoE
e
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S

(PR SZHR 1)

G I UE TH P AE e T _F RO PoE.
VANAG ]

Virtual Wire 4\

+ Network > Interfaces > Ethernet (49 > /) [fij > Etherent)

JEHES RS i 1E Ethernet A @ EE VE B £ —kS, JEAREFTA BN 2 HiEE, SRS
BV LAN SR A B AL S T 3 VA A A2 sl e A5 o J B ml DU N7 e i 25
TV, KRR 1P AL 1P SR B ORI R 0 . Virtual Wire AR B S ARARA g A M .
42T A P LA R (S At AR A 064D 1 Ethernet T, BRI — {18 87 41 T A0 — {1
JCHA I .

HEROE R B, R ATRGE EEAS AR A HT (Network > I nterfaces > Ethernet) 3if 17 T~ 225
A R e B LR

Q A B IR BT AT R RSB 42%,  SE DA A R B 14 2 4 VE I 3R RS B 1

RN | BOEME

A E

NIER LKHIHEA I | TSR TR E RN, IR,
it oy A\ ] RIS ECPE RSB

I TR L Virtual Wire RN

Virtual Wire ORHAMA T | IRBUE BN E, 8% —F Virtual Wire LUE 5 —E3HT H
> BE (Network > Virtual Wires) . iH None (f£) AJ{EA TR
H i B S R R .

45t AR WERBT SO SR Z MG S R %0, W CORUHRZIIEE, &5 A0 i
HUE Bt R %0, 8d%—F Virtual System (E#ER%) CLEFEHT
VSYS.

A M 15 4 B 2w, Bid%—T Zone (&) PLEFRHE

i, A None (fi) FIGEAN SRR H i A B4R IR -
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FEHES A T

21y

X

S

LKA T

JH 4k IHL L Mbps A BAL AT E, sURE auto (HE)) RERG K
> IERE > gt | R E B .
WE
T A T A T R R 48 T (full). 2R T (half) B2 A
(auto). i HEA 12 ) A A T 1) R A = ZE AR [
JH4E IR RE BEH Y TR EE A COROH (up). ©5H (down) 182 [ B iy
(auto).
POE Rsvd Pwr | 7, K498/ | WSRO PoE, HISIBMEMIIIE (R .
> S > PoE
PoE JtH HRE I9E Y M358 T W] 7R A T RO PoE.
(PR SR
57 K %)
FH LLDP LKA ISR I ISE T AT IO A T R IEE A B PR R B FU € (LLDP), A
> R > J& /) LLDP Ihfg, W o BIARAsEE & A HI)RE .
LLDP
Profile WIR LLDP AU, S IRBUEIRIRA AT LLDP #&E, ik
— F LLDP Profile (LLDP 3% EHE) AR ERE (GE20
[481% > 4% e R > LLDP 3ERE]) - 12HX None (f£) W%
€ By KA 43 PR AR
7E HA BBk 7RO LLDP, F5IZH LR & HA #EhDT JOfs TESE T
RE N RO LLDP M Hum®h, SRB0 SO A &8 & F 8.

A CHOH LLDP, 5HIEELLRBOE HA #8hB5 K s, LUE LLDP
do B B B K e o

Virtual Wire 1411

» Network > Interfaces > Ethernet (489 > /)i > Etherent)

Virtual Wire (vwire) 7/ [ 7] 348 #% VLAN £248, 50 VLAN BEER 1P 2385 Al & sk I BR i i
AR TR R IR AR S R P [ R R 5 R e, SR 2 ¥ B 8 1 R ) I 2 9 1) ¢ A PEIBUR

T ECH Virtual Wire /110, 55 A2 RIS, #%—F Add Subinterface GHi /i) , R1%

faE T AIAE R
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B LTI

THI R E

A TH 44 5% MERE Interface Name (NI FE) & BH/R 1K FTige vwire /M HITI 44 R . 7EARAT
WAL, N R 2R3 T T T EUE R Al (1-9,999)

et iy T THI PRI EPE R A
HE BT A VLAN Tag (EHE) (0-4,094).

Netflow 5% | WIS EERE H B A IP &R, JRED{E ingress T-/1 I JE#% & NetFlow fil iR #%, &%
i1 BRI IR B R ERE, Bif%— T Netflow Profile (Netflow i%EHE) 3 5E Bk E
B (GGE2R A E > RS E R > NetFlow) « 3#H None () TJ{EF A1
K H BT 8 NetFlow {7 IR 28 H5 R -

IP R 4% —TF, N IPACHE. IP#IEIEC AR, DAL vwire AT IR

=N
EHo

Virtual Wire | ®EUE R, 8% —F Virtual Wire EBENE) LUER—HHHE
A (3520 Network > Virtual Wires (495 > Virtual Wire) ) . 3ZE
None (f) n[#ET AR H Bl B BN 48R o

ek S UNRB KOE SCR 2 R HE R 5T, W OHUHREIIRE, & AT RIS & R 41
(vsys), 4% —F Virtual System (EHERST) LLEEH vsys.

Zatilisk | BRI e ER I, BE% N Zone (IO DUEFBTIE I, EH
None (H) w47 fri A2k H Al A B SRR IR .

PA-7000 Series &5 — & 4
+ Network > Interfaces > Ethernet (495 > /il > Etherent)

AL Network (#48#%) > Interfaces (/1) > Ethernet (Z K& LARRESE @AM, 1% T
KEENTM 4R (Fln, ethernet/D , WFEE A1

A e L B
I TH] 44 LOKHIHEANI | AR TR E RN, MIREEE,
it oy A\ T AR ISR MRS
I A HHL A .
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S

Netflow 5% &
¥

T SR L RE B ) (R BIAEHE N AT JE 3% 22 NetFlow f7] i

) M IPHE, FHEIUAIRAE R, 3% — 1 Netflow
Profile (Netflow iXEHE) REFHEh GESRH [45H > 6
R ek > Netflow]) - 3#HX None (M) wJ#EA A% H Al
] NetFlow fi] lx #5 F5 7K -

VLAN

JEHERH

27 AP I

2K AA AN TH
> B

YRS B, BUEE VLAN AT RO B, SHIEE
BAH VLAN 8% —F VLAN ZZEH 1 VLAN G2 [491%
>VLAN]) . #H None (#) RIS/ IF2RR H TR VLAN 5
IRo

WER BT SO SR 2 Mgt R %0, W CRUHRZIIEE, &5 A %
HUEHE RS, B3%— 1 Virtual System (EHER#) CLE R
VSyS.

A ) Security Zone (4RI , B —
Zone ([&3H) L. 2E None ({E) A1/ TRk
H B A 15 548 R

CORAIRR A THI

> IR

I Mbps & B AL R, BUEH auto (HE)) 5EE5 K
At B R E T

IR T A R A T (full). P T (half) 182 HEIS
(auto).

HUA TR B2 CUBOH (up) ©4FFH (down) 122 H B2 i

(auto).

O LLDP

LLDP 5% EFE

£ HA # Bk
BN RUH

LRKEEA
I > R >
LLDP

ISR HY LS TE AT BIOH A0 THD I 4% g 4R R B E e (LLDP). &%
J& LY LLDP IhRE, nlSSBiAHAREE IR

W LLDP 2R, FHEECEFRIRAA A LLDP 8%, Bid%
— N LLDP Profile (LLDP i%EH) @ H MR ER (G526
[0 > A% 3 E R > LLDP i 2 ]) - 3#HX None () T]3E%
5E B Ol A FH A I TR A

WA LLDP, J2HYLAEE HA #EH)E5 KAs TR A LLDP J
i, B KO A e A R E5.
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4

R

%

PA-7000 Series &5 — J& T/ 1H

* Network > Interfaces > Ethernet (491% > 41 1H > Etherent)

SRR R E 2 B R Layer 2 /) TH ) Ethernet 3B518, 48 0] DL A TR IR 44 T R U 2 7 B A A3 M1
VLAN 2%, & LAhiEE Layer 2 /01 (FAED o B Layer 2 A Z IR, 55 AHIA
] VLAN P8R4 T 1

B E PA-7000 Series 25 g, eESEHUEREN Y], SR121%— T Add Subinterface (Hri¥
FAWD , WiEE TG,

AMIIEZY MERE A T 44 8 & BUR IR P B T X 22 M . ZEARARIGRAL A, i A\ G|
T TH I BUE A (1-9,999).

sk i\ T THI RS PR R A
HE BN T T VLAN B 3 (1-4,094).

Netflow 5% € | R GERE B 1) (JREDAEHE N T 1 & 12 % NetFlow fAlAREE) 1 IPRE, &
K SRR R Zea e R, Bid%— T Netflow Profile (Netflow sEHE) 28 PR E
B GEZ2B [EE > 8% e i > Netflow]) . 1%2H None (f£) A7/
12 H AT NetFlow fil iR 2548 R .

VLAN LRI g, SGEE VLAN AT MOH S H, S5 VLAN 53%—F
VLAN EZH 1 VLAN GE2R] [49% > VLAND . 3#H None (f) AT/
A2 ER HATH VLAN 487K

i A5t R WIERBT SO SR 2 MRS R 450, W OBUHRZIIRE, &5 A1 R HUE B R 5T
(vsys), mf%—F Virtual System (EHEZRST) LUEFEH vsys.

2 A 3 B 2 eV, 8% — T Zone (IIH) DLE FHTIE . I
None Cfi) RIHET /I Fr H Al B ISR

PA-7000 Series % = JE@ 4\ 1l

* Network > Interfaces > Ethernet (49#% > 41 1H > Etherent)
EHEREE =AM, BN (B, ethernetl/1) , WiEE FHIER.
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A E i B
91T 44 7 LKA
1]
{lifs
S AR

Netflow 3% & f¥

AL T, ke

iy A\ A T ISR

EE FE=JEAE .

W RN B ) (TR B I N A T R 3% 22 NetFlow f7] il
&) M IPHE, FEIEARASZRER, 533%— T Netflow
Profile (Netflow &%) REFRBTCH GESRHM [48H >
fi Hi #5542 F > Netflow]) o 12EX None (#) w[#EA 2
K4 H B NetFlow {7 IR 28 H6 R -

i 5 2 LKA
I > BOE

JEHEARH

27 AP I

EOUE R B, Bid%—F Virtual Router (RE#EREHI#S) DL
TERFE MR GE2B [ > Eas b . 1%
None (#) WAL KR H A 1 5t 28 FR UK o

W K ARG ST IR 2R R R 5T, I R ThRE, s AT
HEEUE A RS (vays), Bid%—F Virtual System (il #E R
%) LLE T vsys.

BT E R eV E R, 8% — T Zone (&) BLER
il i, A None (M) AT IR BR H Al [ IR .

B R SD-WAN LKA A
i > 1Pv4

i#H Enable SD-WAN (FH SD-WAN) LLSHE 2 K48 5& A
TH B SD-WAN IfE.

RO 1PvA A7 hEFARY SRR AA TG 5 v

« Static (F¥fE) —WZETFEHEE IP Ak

* PPPOE — BJj K & 81%F Ethernet I 1) 253 25 5 177 2
(PPPOE) 1 A

* DHCP Client (DHCP H /P u) —RUOH AT A Eh e 3
M4l el 177 2 (DHCP) H P, YR UEIREFRIRAY IP
Ak,

B Al TR (HA) Tl B A RE B )
737 4% PPPOE 5 DHCP i 53 ,

H B E BRI I 45 i i 1P ALhETT i A

IPv4 fiifik Type CHZY) = Static (i)
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A E i B

LKA

i > 1 Pv4

T Add G , SRRBIT N A — (BB €

FFRESN I A 1P Ik B A8 B 2

o TE MR A58 H] 2% FH i 1 (CIDR) AR AL H g A IH
H: ip_address/mask ({1 192.168.2.0/24) .

o JEHUEM Z IP netmask (1P 485K E) [IG Ay
4,

* % F Address (fiifib) DA% |P netmask (IP
A D MR

TT LA TN 1P L. 120 i KA 5 PR e 3
AU (FIB) WRAE 1P Atk bR

B 1P AzhE, FHIERUA LN AZ — T Delete (fHIERD .

IPv4 {731k Type (Ji%4) = PPPoOE

i CORHAMA | REULERTE AT BB PPPOE £% 1E A1 1
[ > IPv4 >
i & 4 7% PPPOE > 44 | it N B BE AR i1 F & 42 % .
S G R iigr NA FH 35 4 R 1) 28 B A SR 26 085
A7~ PPPoE i F D BARGER 728U BEE 73, B O & fi g 4k
Uity AT R B R LYY ME A IR IR AL (1SP) A2 B ida . KR i
A ISP T 5E »
s LKA | % PPPoE i@ it U i@ Al e : CHAP (Challenge-
M >1Pv4 > Handshake BB @z E) « PAP CEASES 5 1%
PPPoE > it | &) SUTHRAIET) GERy KOG @aine) « 28
{53 None () TJ#E/HFEER H ai FiE 7 2 F8 Kk -
FFREATHE BAT FANH R —EDER, sde ARSI AR I T A E FR IR

B IP Az (HEFHRARD -

o FE MR A S % 4R (CIDR) KR ek A IH
H: ip_address/mask (5|4 192.168.2.0/24) .

o GEHUEALZ 1P netmask (1P 4Bk S 1IA A1)
.

* $%—F Address (fiti) PAZESHHALZ IP netmask (IP
AR AL

* JEI None (fiE) mIfEA M ER H AT AIALIEFEIR o

PAN-OS Web /il P 11.0

350 ©2024 Palo Alto Networks, Inc.



AxX fE

A E i B

I Bl 3 AR 1) 3

YRR R

THRC i A

(e iR

&7

g

IR I8E TH AT R IR AR Ky E Bl ST [7) PPPOE S A% ) TR

.

CEEFTD) 36510 Kl B AR PR AR i B s 3Rk 3 2 T O B E
iy N S B TR 5 % R (B8 50 10 D 772 8 BB A58 ) % e P AR
(BREFES) (FEE 12 65535) . BILIER &4
o7 g = BB b T .

CEEFD) N B Ot AR 2 AR s it IR 5 2 4L 3 i L PO A7
SN e A4 A (HETHRLED .

CEEHD) N5 v CHETHRRAED o

IR T W] B . ERE B, PPPOE i &b
B R R RN A IR 2 — (AMEZE

IPv4 fi7 ik Type (Ji%d) = DHCP

FiCH

H B S 4]
JiRa B B2 2 78
s [ T ) PR
H

(ESeSEEY; A

TR A

HE

07 DHCP Jil
SHT B B

LR H A
i > 1Pv4

JEHY I TH O] 7E A T L BB DHCP FH = iy »

BEIIEIE ] B B L TR, 17 DHCP fAl iR dt $2 {1t
INREERdLRER

L DLEERG KOs (1% DHCP F Fi) AT 1) 44 7
G£IH 12) {#iX % DHCP fi)llk#g . Wi EELE 4,
RITETEHRR AR LT, 5 KR 1) F- 4 42 Rl e 2 AR 5 32 Bk 42 R
PERSE ). BT DMENE R A R Bl N H 5T AR (B2
64 ffl o0, BFRKEM/NGFERE BE. Al EE A
JEEAR .

S8 K% B DHCP fa] AR #% 2 [ 1 2% £h, i N BB RS
5% T 138D 05 L7 ) A A58 IR A8 PR B P AR (BT
& (HiEZE 1% 65535, MEFERE) . ERIEF e
W& 2 B D T 38

ISR LI TE ] BE R PR DHCP fRl RS T E s e,
15 DHCP fHLAIIRFE, #hRE IP1RIR. TAIIRIE S, R
fa] iR 285 € (DNS. NTP. #9ik. WINS. NIS. POP3 il
SMTP) .
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A E i B

BT 1Pv6

AH 1D

ik

LKA

i > IPv6

BRI TH AT R S T B ROT 1PV6 sE .

PLA- 7S HEAL A% i N 64 457 76 1 fE— 35505 (EUI-64) (f31
N, 00:26:08:FF:FE:DE:4E:29) . hn 545 A A7 {4 B4
T, B O e A E R T MAC A7k 2 AR 1)
EUI-64. #7EHE A0k B Useinterface ID as host
portion (ffiFH AT ID 1E 25 &M 40D #IH, By Kt E i
10 1D 1E 2z AL bk i) 3458 5

#—"F Add Gori) , W ATHE 1Pv6 bk e T o1 28

* Address (fithik) —H N IPv6 fidik M E SR (4
11, 2001:400:f00::1/64) . &t a] DL A #) 1Pv6 fif
W, Bid%—F Address (firhk) CLEESTAIHEYIfE .

» Enableaddresson interface (FHAE EIATHE) —i
H CARSCR A 1 A 1Pv6 Azt .

+ Useinterface|D ashost portion (fdi Fi/ 1 1D 7E % 4%
) —IEELLAF Interface ID (Sh1H I1D) 1E% IPV6 fir
BEf A 4y

* Anycast (fE—58) —IEH LA fl B AL v #E

+ Send Router Advertisement (fEiERg A% ) —IREL
UEISETE AT RO e 1P AL HE B RS A TS (RA).  (FELZH
EA T b RUH 448 Enable Router Advertisement (R H
B AL) BIH, ) WF RA MFEAIARN, sH2BR
s A S

HAERH] RA TRe 743 FH R0 % AR o«

« Valid Lifetime CH A aEIE) —B5 KigEA bER
RAMRE MR (U READ o A4 ariE
W ZEEE A B Preferred Lifetime (fid (4 firil
W (THRRME % 2,592,000

* Preferred Lifetime (miFAai@ D —mif 16
AL HEI R R (AR A B, R Ol mT
i FHRZALIE AR ABLE SO & . 5 W T 1) A= A IE 3 2
H%, Bl Kol af ey A A7 ik 2k g S B AR, (HAE
Valid Lifetime CHRUEAIEIAD SIART, (LA B4
AR 2 (THERAH % 604,800)

o On-link (FUSEEAE) —n Ry A g s, AR
B N A Ak 2R %, SEIEEUHGETE,
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A E i B

* Autonomous (H#%) —WR RZ&H /45 &5 510 E
HATHT 1D A gy 1P Ahl, s5isEbI%IE,

RO EE AR Ak CRHRA | BRE ISR TE A ORI AL HEE ] (DAD), SR 1% 5% e LI
R > 1Pv6> | B i HAd AR AL
Kk fE AT
DAD & TR B AER R 5 A E s 2 BT, DAD 175 #R 5 3K ] B
(NSInterval (NSTIFE) ) NES R (MEE1E
10, THEA D .
AT JE A R ] FREE I B S B Al B 2 4%, 5 AR OR T T 2132 R BB 1) IR ]
RBE (UM AL, #EE 10 £ 36,000, FE:%% 30) .
NS [HFg (55 #854 e R A, DAD EilFb e (FifE 2 1 £ 10,
D) TERR A D) .
R P NDP B 45 JEEHY I TE AT RO 5 AR 95 Bt E (NDP) Bids .
BRA%, AT LLIEEL NDP Bi4% (Thaet
& ,
KAGAR B K R 2= 75 AR AR B & A, i 1Pve frhk. %
JE MAC £z il Al User-ID (515 W)
RCR % HH 38 A 15 LRI | A 1PV6 A1 b3 MR R A bk 5 83k 2 (SLAAC), &5
M >1Pv6e> | JEEIEEY & UL B A g ARG . B 3 A 15 (RA) #i
PR A | B 1Pv6e DNS H P i e s B itk % o

/MR (B2

RA BEZIA 7 K s i A JEBF RBRR 8 2 1Pv6 - Bk TERR [+

T, WA A A HEAHRE ) 1Pve BT AbAs Rk, AT LA
EE R ) DHCPV6 fa] AR 23 #5 FC UL ThREAE R, B DNS A HiAth
FRE PRSP g o

BRI E . BRI 1P AL E RA 2
JH, aE¥&— N IPALHERME R Add Gt Wake k.
L FATAT IP AL hERS 2 RA JTH, 800 A % EL Enable
Router Advertisement (RUHES R AT ) 1#IH,

5 72 BI7 K IR B RA 22 TR /TR CLARD 25 BELARE
HIME 2 3 % 1,350, THaR{H A 2000 o B K E R R E 1
f/MEL B i KB 2 W] (R BERE [ B 5 RA .
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AxX fE

A E i B

2 ON il ENCD)

R R 1

45 MTU

FEARFH (2

572 RA BT Kt 2 [l O MR MRS (LR A B0, 4

B 4 % 1,800, THiXA 600) o 95 KM AE R E R/
R B AL 22 T PR P A i B 126525 RAL

TRE BE M R B2 AP an ) BERG PR ] (R 1 &
255, YHixAs64) o A\ O FUSR MEBERL PR .

TR EER 2R P i At 5o KB A (MTU). #2HL
Unspecified (7)) ForR A4 MTU (FE# 2 1,280
% 9,192, FHAAIRE) -

T 5E F 5 o e OB n] AR RE T ERAR AR, (RERT

) AIEAR T AR A AR R ] (AR A BT o IR
Unspecified (ANEE) Foni A AR R HE (HEEZ 0
% 3,600,000, FH&ZAATEE) -
BT A R ] T 72 FHT A T IR 2 R e FH P i S R S 2 R RF ]
(=) (CAZRAEAD , P E B 7 A R AR . I
Unspecified (AfEE) Roni A B Ak (HEZ 0
% 4,294,967,295, TERANTEE) .
% 2 AE A I a7 F P bl 5 K R A 2 FERR B (RS R, SE & 0
€] 49,000, THRZZ 1,800 o FHEERH KA THR [ IE
A A E IR, P e L TR I H A B R AR B
By oheTE H , A0 HAh S 2 2 TERR R IE .
% 25 i 0 7% SR AR I B R 2 1PV6 B E RS, P S A A A
A7 A IS B A O R 2 o JZBEN RA 2 75K 7 G % Hh 2%
ANEARA High GB)D + Medium (1) (FERR{E)D B
Low (i) fEJGlEY CHH¥EHARE B LM hiEsmE) .
2P 4 RE I L% TE AT () FH P e 2 A ki 18 DHCPV6 $ 3t .
— A A RS | B BB KRR RR A At S 23 EHE 0 RA IETE A A5 1 —
M >I1Pv6> | &, HREULIRIE, by KIS eratst 240 H s T A
AL | —EHrER; B % ipvend.
(&)
HAth 4 7 Y LG P i A 3% 3% DHCPV6 B A A7 Hk & =R (43l

i, DNSHIFERE) .
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A E i B

BEB BN

¢ DNS & 3

el e

SA A

e

LKA

M > 1Pv6 >
DNS 37 #%

ST M35 T T ) A 0 1 PV6 7, KA A THT 72 NDP 5
128 A 2 (RA) VR B DNS B3l 43 2B B 08
%, ABEFILAE T 00 DNS SRR

Add (GHrig) —EZ(HIEIE DNS (RDNS) fa lx#sfirhik, LA
{7 B AL 1PV6 2 KA A THIAE NDP # p 7 23 5 P 4
5. RDNSfilflids & — 541 DNS & 2R X £ 4R DNS
P2 HE DNS MRS, A 1P Ak i2 44 DNS F 5 3.

AT LARR € 5 % 8 ¥ RDNS fal e, B K 7E NDP i
M A SR EE (R EETIIHMIET) S, K%
WAL T 0GR R NE P {66 FH O e il . IR R 35 12 Move
Up (%) 5k MoveDown (FF%) 258 58 fal iR 2% I NE T
5t Delete CMIRR) ¥ B A (AN 5 75 B2 10 ) AR 2%

iy N\ |Pv6 DNS HI 5 i it 1% 1 &% 8 5 4% (10 s KD, SR1%
FIF % 4 REAE F RDNS fr] fi a e A 4 s 4% A CRE 2 1K
IfE O BB ORI R % THREME S 1,2000 .

Add i) ek DNS #3575 B (DNSSL) ) — Bl 2 {644
AR (RS o KRS 255 fiiycill.

DNS #5575 H & DNS HJ 7 3 6 o /5 4% i i A DNS 2550
ZHT, M (R D BEAS I AIEA FE A I R RS
B, & 7E DNS &R s e S g A4 8. i,
2R DNS H P i E sl A R ABRY [quality | $222 DNS
e, RIS HH 2 SR —(E 1 R DNS #5538 B A 1 26 — (|
DNS RS IME %45, J81% i DNS &fl. WG b
(55—l DNS FEAE 2 [company.com] , HIfE R e &
() DNS 5 #1241 % FQDN [ quality.company.com] .

2R DNS &R R Hh 4% R% i B A A 28 — {5l DNS
RSB IN AN B R A4 R A (3 B (¥ DNS &3 BRI &8
#l DNS 2, EF| DNS &R CRmHERN R |
BE P Ay B RIS B BT A RS AL .

FE 77 A 5% 1 DNSSL I8 TH rp i Y £ B2 AR DNS HI 5 i %
H1#% 1 R ASRCE By SOl F20ic DNSSL TH T DNS JH = i
GEHAGH DNS & &l g L 2.

f&nr LL Ay DNS #8497 Hae i % 8 AR (=) ,
CLERS JOfiafE NDP il a8 2 ORP L LR T 4
Wttt SRR AT A B IR IS L bk . SEHUR
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A E i B

H51P Move Up ( E#%) B MoveDown (N#%) 3% 5 JIE
Fr, B Delete C(IMIBRD NP5 2200 RS .

i\ |Pv6 DNS F /= il 21 7] 75 DNS 48 3% B L FH 4848
HFE (BNS) ZESHERA SRR FEL R 2 5 0 H
W CF) PME R B BRI WA THERAE A& 1,200)

SD-WAN Jriidk | ZRA9i#E WRIELE 1Pv4 5% _FI%IE T Enable SD-WAN (g SD-
fE A1H > SD- WAN) , HIBG k% erigx SD-WAN A rTikeE: .
WAN B4R Enable SD-WAN (RiF SD-WAN) , Rl &rdg R s
JZE8
SD-WAN A% 1Y SD-WAN N HRGERE LER 20 4 KA T, B
SE R il SD-WAN A [ 5% 5 1
2B 24 i Enable SD-WAN (i SD-
WAN) , #R4% 74 e SD-WAN Ak E
F&
3 NAT USRS 1) SD-WAN Al B 43 S2 A7 Y IETE AT NAT B3R
%1, sHATHREL/ X Enable (B B NAT.
NAT IP {7 hil-JE 7 ROV IP ALHEFRIRAOSERY, Wi EsZ NAT siiT 88 LA
[ IP A7 kE, FODN, Bifs¢ DDNSfiTAZA L. K,
H & VPN AT e A7 bk A A Ao 55 40 52 7 38 18 i B
« StaticIP (FF8E 1P) —I%H Type (A %A IP
Address (IP fizhib) B FQDN, 4R AN I1Pv4 7 dikak,
FQDN.
+ DDNS—#)%E DNS (DDNS) #i14: _Liif NAT Z & 1K) 1P AL
3.
AL LKA | IEHLLL Mbps 45 BLALR A THE S (104 100 5 1000) , B(i%
1 > R U Auto (HED .
JE 4k T B A e 4 T (full). 2R T (half) 2 3 #)
T (auto).
THAE R A8 JEEU IR RE 2 RO (up)s &5 H (down) 18 /2 B )4

(auto).
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A E i B

MTU

J4% TCPMSS

Untagged
Subinterface

CRAREAY
I > &R >
HAh &

IRECE ZE A E (i, SSH. Telnet #1 HTTP) [r):%
SERE, 7 RIVAT RIS 1 A THD A B KRS B R e R . 18R
None () T[S HFEER H ol fIR% E R 8K

PANL oA 2 BELAT, B N AE A T A8 7 d50 0 1 i K ey
BAL (MTU) (576 & 9,192; FHAZ A 1,500) o WIHRh KOffE
— I FE I PUT RS MTU 8% (PMTUD), H A £ R
HIE MTU )38, B KOl E i 2 5 ICMP 45 By afl S8 e 2
PRULR K.

TR I LSRR A K BRI (MSS) AT AR A2 5 18 JE A/ T MTU
AroeUR/NEIE . MTU AL es R/ 2 MSS J38 /g
¥ MSS 7R/, RZAEAR 1P AR 7 R 17 5 «

* IPv4 MSS Adjustment Size (IPv4 MSS Fi% k/N) —&i
[ /& 40 & 300; THRE 4 40,

* IPv6 MSS Adjustment Size (IPv6 MSS %k /N) —&i
&2 60 & 300; FH#L % 60.

il S LE A€ TR AR R Y tunnel GETED 75 2280
MSS UL, WREH A7 BUA REHEA K MMS FIAL
JeAll, RUBEEE ATRUH R

BRI VARERR L, PRI B A€ MSS dEE RN,
MPLS #EEHEEAT VLAN H 5 V8 i & 5% w] 3Kz T
.

Fee RAERC B A M Layer 3ATHIMITA T 1. PAN-OS®
TiZREAH M, EPCRE R T A TAE AN
W H R RS AP 1P ALhE, EEHER TN
o EHRR, 2R ) e B ) SR IR AL,
TERE Ay RSSO I AT BT A TP ALk . e o SB35 —
FERC B, FTE 2 BhELE I B iR B A 4R IR 4G 2L B A 1
MAEATAR AT . B T eBBOREREE ) (OSPF) 1§ H
ZEEIE, DR SO E R TN EA SR E .

P fz ik
MAC {7 ik

LKA
1 > ERE >
ARPJEH

27 H A — ol 2 FF Re A HE AT E ER e (ARP) JHH ,
LN Add CGEr) , SRIREGN IP 7k A FAH BE B
fE#s (MAC) fitik. #EMBRIEH, FHEIUAEHIIZ—T
Delete (i[5> . &FHE ARP IH H Al /> ARP JE R 145
SENLHE T A i U
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A E i B

IPv6 fir ik

MAC fiz ik

LKA

I > &R >
ND JE H

A BT B E (NDP) Bl os b, s —

Add CGHrtE) , SRIB BN TS # 1P A HEAT MAC Az k.

i NDP Proxy

(A:Is

o
ol

VAVl T
T > R >
NDP Proxy

T HY DARSOR A T 1 55 A6 S5 B 7 (NDP) Proxy . Bl Ol #E ]
JEEBLSR S B b 1Pv6 Ak MAC fizhikf) ND #1435, 7E ND
[FEH, 7O & A TS H ORI MAC f7hE, &[] jE
BT H 2 Lo bk b6, FRn ol FAE Proxys
T R 15 AR % 7 TS B | PV6 (NPTV6), sk I8 Y
Enable NDP Proxy (HiH NDP Proxy)
11i%HL Enable NDP Proxy (] NDP Proxy) , f&n]i%
e N 48 J 7 B A6 4%— T Apply Filter (BHERIZES) (

A/,
) R EREF 2 A HEIEE .

#—F Add CHrig) , #a A —(E B 1Pv6 frhk. 1P

. IPv6 T4, B KR/ & NDP Proxy (A7 4EY)

. B b s s Lk, R (A Ak &l NPTV6
PRV R ciof vk = T o WS U 2 N R

U SR AZALHERE T4, Kt A A R T AT (A bk
1% ND [l g, PRI g g st B 18 7 T 1 1Pv6 55 346
SRR Negate (7575E) AHE7R B KA 2 0] I 4% 1P fif
fik.

BIUAZHE ) Negate (755€) ARBj1EFZAZHE ) NDP Proxy.
T AT DA E BT AR € 1P Az 4k 58 B 5 1P 14 B 1 146

FOH LLDP

LLDP 5% EF#

1E HA # ik 8
TROH

LKA
> ERE >
LLDP

TR YA ZE TR AT RSO A T )3 465 o PR 2B A 17 € (LLDP). 3
AERE LI LLDP Zhig, nlS&BiAHARSE & K H IR

W LLDP 2B, s5EEUEIRIRAA /T LLDP Y&,
8i#%— "~ LLDP Profile (LLDP #% &) IR E
B (GEZR [ > BB e R > LLDP e kE]) o 12BEL
None (ff) W] E B KO FH 4 3 R AR

#CHUH LLDP, JZHY IS IH n] 321 KOG AE A5 HA BB K
HETESCAZ P LLDP e Houmsh, By ks a5 2 8.
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S —

5= JE i

B

EE G ENEN
20O

Joge i

A E i B

LKA

> R >
DDNS

B Settings (AX7E) % DDNS A7 AT PLEEE -

RO A1 ) DDNS. #0628 RO DDNS A g HaE 4T
e, (HnHRIER) DDNS AHRE RS2 i, BRI LA e A
B, EREmAEERILSHE. )

i A Bl ot 5% 25 DDN'S fa Al R 58T 2 Tl R Rl By (AR

WAEAD , IR ES] FODN B IPArhl (REREA 1 3]

30; FHRMEA D .

TERS KO 24 DHCP ][I 25 2 1 T 834
(¥ 1P ki 2 & 57 DDNS,

GRS IS S E N LLUBR RS DDNS IR#%5. DDNS JRAE A1 57 )l
RO B BT (CA) M IS .

fify \/E DDNS fa] AR 2% b 53 i A 10 ) A8 44 F8 - (4]

U, host123.domainl123.com B, host123) . [ | MERBREE 2
{4 ] DNS TE493L 4 88 R & A - oosh, B KA e
e T

A LA T3t DDNS il 1) DDNS Jig R (FHARAS)
o DuckDNSv1

« DynDNSv1

« FreeDNS Afraid.org Dynamic API v1

. FreeDNSAfraid.orgvl

« No-IPv1

* Palo Alto Networks DDNS—# 2B 5% I TE FH 7> SD-WAN
AE /T F1 SD-WAN % = J& /i »
USRI EL 1 KOG YR N & 7R E H AR
VR UK I A 1Y) DDNS R 7%, s 2k
FA

JAg 7R 44 A% T Name (Z488) LUK Value (BUED A2
R S T TR ) o PHE AR 57 7 388 S S 7 Jfs 3 4% DDNS
A 28 moE AL, Bt DDNS HRES S
B, DL IR JOlEARAE DDNS fa] s e 2 1], Bk
A 1 FH A BB o
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A E i B

IPv4 B - IP A TR E R IPvA Ak, IGIRECEM. A iEER IP
frhb#R & 7E DDNS EIERT (M) BEat .

IPv6 HE - IPv6 WG AE/ THAE I 1Pv6 Az, &S, P E R 1P
Ariik#R /2 DDNS SRS (R ) it

BURPATRE B A BH7R DDNS FEfHEIL: DDNSEERT . Ci#ti) FODN L

Al SO SR (%) R 1P ALk R 3% 1P Ak,

DDNS BtIER & A H SRR ECRS, TR fs 4 R
B REATIR [B] F 31, DAAE AT S AR -

Sofe —

2= J@ A1
* Network > Interfaces > Ethernet (441 > 4\ 1f > Etherent)
R E AR S H R 2R AT SR = B A T .

e o B

A TH 44 7 5% 3 JE A MERE | nterface Name (A“THIZARE) M7 & Bn 18 BT st o 4 1

IIEZ
et B NS TH (¥ & S RC R
PAMIITE R I Layer3 =@/ -
Netflow &% 5 AR SRR L B TR B A A1 75 % NetFlow
i fAIMRES) B IP A, 5% Netflow 3 ERE, BUEEL

Netflow Profile (Netflow i%EH#) REHRCHE (G5

2 Device (BB ) > Server Profiles (fal iR g% ERE) >
NetFlow) . #EHL None () mIfE/ A RR H AT R NetFlow fd]
AR As IR -

JE B 2 553 > | KRS AR FRIRAG T, Bd% T Virtual Router CRE#ER:
A E HI8%) LUEFRBTH My GE2 R [ > iRt 45D - 28
None (i) WJ 4SS K H HIT (¥ ERHEHS 25 F53R -

TR B AR AR IS H S FRURAA 10, Bid%— N Logical Router (i
) LUE B A GESB [0 > 2% i > 3 %
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S

JEHE AR A

AR 15

ar]) o 3 None (fiE) WIHEAMTHIALRR H A 1 #E I b 2545
IR.

W KGR 2R R R 50, N CUHRZ RS, a8 AT
Bt 247 (voys), BRIRHX Virtual System (FE#HERSD) LLE
FEHT vsys.

B A 22 A I, BEEA Zone (I PLE #HTIE
i, A None (fif) FIGEAN AL RR H Al B AR IR -

iU SD- o 3 i >
WAN | Pv4

FH Bonjour
Reflector

i#H Enable SD-WAN (B SD-WAN) LLSHEF 2 K 4886 A T
B SD-WAN IhfE.

(f# I PA-220. PA-800 fll PA-3200 % 41)) R Mi®IEE, Bh
K & st AT SR 3 e A\ T Bonjour 22 Bl E % g
T A RS B T 1 R IHA BT Ho At L3 A0 AE S PA K
T FE R 224 S B AT A P s B % e vt B O AR
BRIGh, TG B REORAE 2 A R e B T PR R . (AT BATE
% 16 84T FROH I .

ip % 3BT >
|Pv4, 7 =
HF e

SD-WAN F#
W

Add CHrig) AT T FI (8D B AR Ry T B AE A7 T R
SERFRE |P ALhE B4 I 2

o FESESEAY I PR B (CIDR) AL i A TH
H: ip_address/mask ({54 192.168.2.0/24) .

o IEEUNIAZ P netmask (1P #9583 E) 1IRA S hkvir .

o GRSIHEZ P netmask (1P A& ) 1 Address (£
) ¥

T L) 2 A TN 22 1R 1Pl Y F) 28595 P e Y L
(FIB) ¥ 1P Ak 8 E IR

Delete (M) A HFER 1Pkt

WS TS EX Enable SD-WAN (B SD-WAN) , =g A
SD-WAN [ i& [ |Pv4 A7k .

He 4 3 Ji T >
IPv4 > —f%,
H§1 = PPPOE

BEH Enable (R LASHE point-to-point protocol over
Ethernet (£ K488 B 5 BEE A7 5E - PPPOE) BUH AT o AT 2
—1lil (PPPOE) #% 11-El, DASCHREUALFH F 4Rk (DSL) BREE ik
AR, ICIREEHH DSL OB H A nT &% L AR It HAth PPPOE
$HE.
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S

i FH 2 44

Password (%
) Hd
Confirm
Password (fiff

A ERS)

7~ PPPoE

By N\ | SP Rl BRI AR R M 48 T 5 44 M8 .

i N 2 R B R S

I LR A PPPOE i T FAH R % Al

FH P iy A 7 e
BE R
i3 BIEAIM > | BREUREE Tk
IPV4 > j\E‘_Ile:Sb’ ° ﬂﬂi _ E“‘_l:}’l_ :J.k‘ /\ E ué%?
$6H = PPPOE None () (THRRAE) 4% PPPOE /1 1Hl M EGE .
* CHAP—j K& 13 PPPOE 4~ I 1 FH 2 [ 52 #2 2 5e i Al
& —RFC-199%4.
* PAP—Ji kG413 PPPOE A\ T F 25 il i v il a1 e
(PAP). PAP®H CHAP %¢4x; PAP & DL SCAEE A FH % 44
FEAIZAE,
« auto CHE —Bi ki EL PPPoE frl iR 28 17 5 B i 7 1%
(CHAP & PAP) .
EFRELT 3 1}t PPPOE frl iR 28 E 3R I 75 1) 1Pv4 it ik, PPPOE fa] IRk 2% 1] LL3E
UREZ AL hE s AR AL L
EEFEREEIE IR IR TE AT [ B TEER M, A8 7] DHCP fal iR 25 451
Uity Bl PR THAR 3% THRR [
FH
TR B = iy \ PPPOE 1 AR [ THRE S AT (BIRIEP ) (FHRRE
FEHE £ 10) o 7RI A AR, BeE s B L E T .
W, €l A A 10 R H, T A6 4 100 5%
H.
FEUEE R A WS ISP AL TAAINERNIS A A8, SEEMANZ LR, B KRR

£ |SP i AR M AP USRS 38 2 — AR 2 2 0-255 fil T i
THAE.
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S

(PPPoE H Fuii) AT LAY BT 75 1) Al as EE R 2 ik 45 PPPoE

%7 B7 Xt
AR o 182 — MR FE & 0-255 i o i HR H
B Bii ki (PPPOE F Pt ) 545 PPPOE fi] i 2% i afiia . s
ROHFZIEIE, B KR aa i AR .
J 3 > | BUHA M4 Dynamic Host Configuration Protocol (#) 58 3 ##%5%
IPv4, JER = | Ei#E - DHCP) F P, WA EIREFRIRA 1P A7k
DHCP F )7 uify
S 7 e v (HA) 3= i/ 3= B4 BE (1B KR AN 52
% DHCP H /=i .
EETIESEEE| IS TH & 4 B JOR R VLA 7 THER RE R e . fEF P
A MR 25 P A £ i E A IEF 2 B M, TS L H A 75 EAE B O 1%
2 VHER A TE 1) R HEERR HIRE, THRXRERA .
THAER %
EE F A TR IR IETH DA ) DHCP F P i /i I 45 IR S5 M 44 R I 5% = 44
i (GEIH 12) f#i% % DHCP fAlflk#5, DHCP falJlk#% ol /£ DNS
fA iR as Fak i EE ARG . SR1%, DNSfa Ak #s vl B B4 38 3 1%
LR BRE |PALEfEHT . A8 AT AR R M AL R A
. VEXRIEE R system-hostname (£%i- LR , )
7t Device (¢E) > Setup(a%s€) >Management CEH) >
General Settings (— &% E) e FIBG Kk ik fE, 5(
H, WMANTREMARE, REKRZ A 64T, O KE
F/NE 7 RE. B ARG () EPRF (-) FURAR o
TERRMEHHE R | 53 > | AN KR EE DHCP fa] g 2 i () % eb i N TR e A 1] (B2
FRE IPv4, 8 = | EFEED (HFE R 1% 65535; WA THRR AR o 7RIEEK
DHCP M Fum | B, 7@/ oig B EF f s B, g a

&7~ DHCP

il A 10 AR H, AL 2 Ay 100 F 8% H -

IR TA AR H P i 7K DHCP fal ik &5 I T k8

FH 7 ity A T RS 4% DHCP FL A AREE. BNEE IP A hH4BIR. T-490RIESE ., g

B& AR E (DNS. NTP. 493, WINS. NIS. POP3 Al
SMTP) .

ST BOH B3 @AM > | BEEUIEIE R EN T _ERUH 1Pv6 k.

IPv6 | Pv6
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S

PLA-7SHEAL A% N 64 A7 70 1E i ME—5303 A (EUI-64) (1

U1, 00:26:08:FF:FE:DE:4E:29) . IR IRETH,
577 <K it i FH 4 25 A T 1) MAC A7k 28 2B 1 EUI-64. #7537
AL hEFERH Useinterface | D ashost portion (i /i 1D
VER MG 73D JBIH, P KA1 1D 7ERaz bk () 35
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DNS fillika%, HaK 1P ALhEHR A4S DNS H = bt o
fEnl LR 2 i % 8 1 RDNS fal i #s, 3B K% 7E NDP i
Has A SR e (LR THHMET) Sk, 4
AU A 3 PR A ) e P 0 ] IR o 238 B £r] IR 28 1
MoveUp (_ EF) B MoveDown (F#%) 35 5 fa] A 2%
IEST, B¢ Delete C(MIRR) i B A AN 75 B0 Al AR 2
i\ Lifetime (fFE D) (DAL , 7RI, H
J7 3ty AT A 4R . RDNS ] iR #s AT A 4 A8 . #4428
3,600; FH#X{H %5 1,200,
A I Layer3/riil | Wi IEig s
> |Pv6 > DNS . . ok e
wip, s = | DHCPVE — il DHCPVG fil i ds s A i L 4
DHCPv6 i F e
i 4 TR « Manual (F#) — FEjR S S

WRIEEE Manual (F8)) , 557% DNS &5 B
(DNSSSL) Add CHrif) I3 & —E = 2§ Domain (44
) 4 (RS . mKRENRE A 255 {4 uil .

DNS #% 353 B & DNS F J= ity %% FH #5% 75 42 Fi i A DNS £
SZET, M (IR ED EARERE AT AL R A e A
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A E i B

3 Be

HEL, HIME/E DNS &R 5w e S48 4.
an, Wik DNS H P i Bl A RIS 4R [ quality ]
P22 DNS AR, FIi6 b 25 & i —F W[ F DNS 48 545
B 25 —(F DNS RS N &5z 48, SR 1% i DNS &
H. I ETEE F S DNS BB [ company.com] ,
Rl 2 ] 45 HH 25 45 9 DNS r sl S35 58 4 S A A1k 42 78

[ quality.company.com|

ISR DNS &R R 45 B8RS B 25 {1 DNS
PR BRI AN R A4 R 0 (2 B B (¥ DNS &3 B hds & g
7l DNS 21, E 3| DNS &7kt (ZBSHERMEM) |
s E P A ERIE B LA RS AL .

FE 77 AR 5% B DNSSL 38 TH rh i Y £ 2242 1A% DNS I 5 i %
H1 8% 1 R ASROE B SOl ;s $2U DNSSL % TH ) DNS = i
GIEHAGHE DNS &5 i S LL R .

i N DAFD 2 BELAT () Lifetime (FEREHD , 82 FH Pl L
A PR s A s B B R e T . 80 4 4 & 3,600; TH
FE %y 1,200,

& DA%y DNS 48 35 Hak e i 2 8 fidgm i (%)
PAfE 7 K G 7E NDP % a8 2 15 ik (¢ B2 T30 H R
7O AW, SRAR WSR3 T AR RIS 48 FH S e bk .
MG MoveUp (%) B MoveDown (FF%) 7k
BHNEY, = Delete (MIBR) & B EA T EN .

SD-WAN J1ifiis% | Layer3vifl > | JEEUEFRIRBIEZ T/ IHI 1) SD-WAN A\ 1HI s e b, Bl g
SENE SD-WAN A ERE -
LR TR Layer3 /™1 > | HHEGER — BIUE RIEHE (B, SSH. Telnet A
HERE > HAME | HTTP) MRk, 7 ED ] s g i b A T HR R O 1 R%
& JERE . 1EHU None (J) WIAEA- KR H AT IR ERETRIR
MTU DAGE T AH 2 B, i NAE LG A T E A2 2 A ) e K e i
BAL (MTU) (HifE 2 576 3 9,192; FE# 45 1,500) . 40
BT KAEAT— (I S AT B8 48 MTU 8% (PMTUD), H
AR MTU EA, B OB 25 ICMP 43
B USR] 2R DAFE H 3 s K
% TCPMSS Layer3 /i ifl > | 32 HL DA B A K15 BEK /S (M SS) ST ] A% 5 186 JEE A Tl
HERE > HARE | MTU LA KNI . MTU A7 Kk 2 MSS %K
Eil! INEEETA MSS LA AR/, REABAR 1P i A b 1 7 -
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A E i B

| Pv4 M SS Adjustment Size (IPv4 MSS ##% kN —ii
[# /& 40 % 300; THR% % 40.

|Pv6 M SS Adjustment Size (IPv6 MSS ### k) —i
2 60 &2 300; THX % 60,

A% F 38 L35 8 T AR B R I tunnel GREIIED 75 Z2R/)N
MSS s L. aniR R ZE S BEA BEHER KA MMS HIAL
JCAH, R GRS e T R A

BRI TAZUERE, KA B R E MSS R KN, i
MPLS ZEEHEFEA VLAN B 5 s i & 55 0l S iR aZ At
4H.

|P {373k L ayer3 /i F BT — o 2 B RE AL R AT E R I e (ARP) TEH
MAC ik >R > ARP | 55 Add GHrt) 1P A7k Az FoAH R B g [ £ s
IHH HlE (MAC) firhk. #EMIBRIAH, FHEIUIAHWIZ— T
Delete (fli%) . #$5E ARPIE H 4k ARP Z I,
|Pv6 7 ik Layer3 /M > | A2 AN A2 (NDP) #rid s #0& N, &5 Add Gir
MAC fir b ig_l%h >NDJE | ) , SRBEATFAR IPALHEFT MAC £zt
R NDP Proxy Layer3 /1 SR A THI 0 75 48 55 B 177 52 (NDP) Proxy.  [57 <k ik 5 ] fiE 7
> % > NDP | SRiEE A IPv6 A bk MAC kb ND 45, £ ND [1] &
Proxy o, B KOS S A RS E O MAC A2k, DRB K s
Bl v EE BTG oA AL HE L
1 LA FH 48 % 1 B | Pve (NPTV6), RId st o
NDP Proxy.
S EL Enable NDP Proxy (H(H NDP Proxy) , #&a] LA
N\ ERIERY, ARIE— T [EHMELR] OKOFED , &
fifi%¥r %2 Address (i) IEH.
Ak ¥—F Add CHrig) , @A —{EB A 1Pv6 frhk. 1P &

. 1Pve TAHE, BB KO 2 NDP Proxy [FI4LhEY)
k. B b S s LAk b, (A Ak & B NPTV6
PV ik ciof vk = T e WS 2 N 8

URRFZALIERE T AR, K A A R T AT (N Ak
1% ND [, AL P AP s At B g s K F) 1Pv6 758K,
SME T —T Negate (f558) AeHE7R B KA B [EiE 4% 1P
fitik.
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A E i B

#E4rhE Negate (7572 ) 2B 1%kt () NDP Proxy. #&7]

™ E
PLTS € FrE € 1P ALhE#E R B 1P T4 8% 1 146
PR E Layer3 /i1 > | i Settings (F%5€) #% DDNS A 7] LR E o
% > DDNS
S A T F 7Y DDNS. #2856 R0 DDNS A g Hg 4T

AE.  (HREH) DDNS #HEER e, BAT LU E T A
HUHE, BREHMA T ZREH HEE. D

EHERE R
50O

e A E

Ry 2

Layer3 4\ >
% > DDNS

iy N B K 50% 25 DDNS fal il 0 58 5 2 [T A IR (AR
WAHAD , DL ES] FQDN #) IPArhk (FiE A 1
3| 30; TERMEAD .

TEB7 K i) 4. DHCP fel st 2 7 A i 483%
Fy397 |P fiL b1k 38 67 5 7 DDNS,

BT USSR E R LUER S DDNS JIR#%5 . DDNS JRFE A 57 <l
PR ISR HEBLAL (CA) 4 11855 .

fift \1E DDNS fr] Il 28 53 THI 0 SR R84

U, host123.domain123.com 5% host123) . [ T MERR AR
A1 F DNS fEA9 4 f b e iF IR &7 ook, B KOsAS &
Bhrs ok

Joge i

L ayer3 /i >
% > DDNS

A LA T3t DDNS k5 1) DDNS Jig R (FHRRAS)
« DuckDNSVv1

« DynDNSv1

« FreeDNS Afraid.org Dynamic API v1

. FreeDNSAfraid.orgvl

« No-IPvl

» Palo Alto Networks DDNS—#& 14 2E %4 SD-WAN AE T
AT B SD-WAN 25 = J& 1) TH 52 45 1 g 77

A0 SRR T By SOl s G AR E HIHTIZ
D RUR IS R As (¥ DDNS IRz, 558 2%
HhA

AP 44 A T Name (448D LAN Value (BUED R 2
R E T TR 1) o PR o7 3 R 4 9 K ot 72 i 4% DDINS
MRS 28, BOE FARAL, 14 DDNS AR S ) 524
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A E i B

WHE,  DLRITIRET O RAE DDNS fal s s ) [ml g, 17 2k
At A58 FH PS8 Bg o

IPv4 5 - IP HGAEN TR E ) IPvA AL, SRBIRECEM. Bx% Hi
1820 DDNS Ji i 271 1Pva A bk . B 1) 1P A
hE#5 € 7F DDNS fiLJERE (W) At

IPv6 H % - IPv6 %‘ﬁi“f R E 1 1Pv6 fihlk, SAMRIEICEM. B2 Hik
18 H DDNS Jii il FOFF 0 1Pv6 Ar - E . FrE SR IP A
hl-#fer /£ DDNS L JERT Mg ) BEAT

HURHATIE R A LayerS T > | B~ DDNSEEMHEIL: DDNSHLER . C#HT I FQDN LA
At RS >DDNS | KA RS (%) FEHER 1P ALHEFR s 2 P Akl &R

DDNS #tIE R &7 5 QAR RS, AT f7s A R 5
HIRREAR 8] H 3], DUEMEAT BE M -

HESRS i

+ Network > Interfaces > Ethernet (481% > /)T > Etherent)

USRS AEAS F HEE R EE R (LPC) 1 PA-7000 R 5B Ol b adae H akigig, Rl 280s — {1 & ke 42
R E Ay Log Card (HETR) M., 52 AP KRR SE R = AN H sEsc sk sh R,
(MGT) NIRRT E. Hik R ERHEEAR G 91T syslog i1k, BT EM. 55 488 5 1@ R
5E (SNMP). Panorama H 5#gi% & WildFire™ i ZiEi%

Q L REAE B IO L — i petfal e 2 Log Card (HEsR) AL, anipdd H ki
%, HAKA TR A Log Card (HEETR) JEAL, A 7S sl i 4 s RGN B S5 58

bR B e H sk (LPC) ARR . 25 ZERR AR AT 23 H adigiz -k (LFC), 3525
X*Zﬁ > nu$¢ % r

HERROE HEE R, FHIERUMAREOE R (B, ethernetl/16) , Afa%5E B RATIRIIERE «

A E N E
i CORMABRA I | SERITH A SRS (1-12).
AT 44 7 NHEAAR T E RN, WEEH,
et o N THT 7 B PR A
ATk R #H Log Card (HEEFR)
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A RAHECE | BOE AL E

IPv4 aj:zm% B ARG (Pva, e T AIEA -
HEEREHE | L\ b Address (IP firkl) —lsea 1Pva B
. Netmask CHIEAIET) —E3EHE > |Pva bk A i

j2ns]

ﬁo

* Default Gateway (THAR[H3HE ) —iE 48 2 FHAR FE 1
IPv4 £zt

IPv6 W R AR IPv6, sER RAITEH :
« IPAddress (1P firhilh) —if435 1 IPv6 itk .
 Default Gateway (THRR[E) —H IR THRR FTE

IPv6 f7dik .
JH 4k ajtzla% | JEHLL Mbps A B AR/ TE & (10, 100 B¢ 1000) , B
e[ B Auto (HE) (FER) , 2ER7 KOs *E%F@%ﬁ%w%mk
B BHAANT R E IR R, Auto CHEDD S RME—
JH.

SRR 1 B /I iEE 2 o Ay 1000 (Mbps)

T4 T I 45 J o 158 A T i A X 4 8 T (Full). 228 T (Half)
B2 HEAW (Auto). TERR{E A Auto (HED .

T4 IR & R 45 1 F 88 A THI IR BB CUBOH (Up) E45°F (Down) 12 2
H#)HIEr (Auto). THEX{E# Auto (HE)) .

HESR I

+ Network > Interfaces > Ethernet (481% > 4\ [f] > Etherent)

FECHE AR, SEIEIGEA I TERE RS, Add Subinterface CHiiév/ri) , AR T
FHI &R

HEERTAE | SoEfiE

=y A e S

AX fE

S TH 4 5 LPC F/r1i | InterfaceName (M4 %)  (MEGED) BUREATIEHEERANA
T2 8% . TEAHARIIRRAL R, i N FH 2R 505 A T S A
(1-9,999).
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RTAE | BCERLE

21y

AX rE
it iy A\ THI PRI ERCPE R
HE BT R VLAN Tag (E%) (0-4,094).

A H AR TSRS, DO .

i it RS0 LPC ¥/ | JBECER HEEEEE R (LPC) FA I F8 IR Wb — {1 & it R 4%

> BROE (vsys). #E, IERILA¥%—F Virtual Systems (JE#tR&7) H
&5 LLHTHH vsys. LPC F A THTRIRSS vsys iz, BHARTEHEH
sEREE%HEE (Sydog . EFEAE. SNMP) HIIRES, R&E
W R A TR 2538 A% ) 2R 5 A T

IPv4 CORAIEEA | ASLAEER R 1PvA, e R AUTE A
géa% + 1P Address (1P frkl) —EBERH] 1Pva ikl
. Netmask (AHBAIEE) —iHEIE 2 IPvA B ik A9B4 K S,
« Default Gateway (THRX[#iE) —iH I8 THRRIE R IPv4
frht,
IPv6 I AR (5 I PVG, 33 T AIIE

« IPAddress (1P fithit) —iHE35 1 IPv6 7k .

* Default Gateway (THEX[FIIE) —H IR FHKFIER] IPv6
Atk

fit 2 B AG A T
* Network > Interfaces > Ethernet (491% > 41 1H > Etherent)
A s I IR SRR Thig, W ZHIZHEY Decrypt Mirror (FRSE8:1%) AT, MLIhREn] g
TEPEBIT KNS R ST AR R AR A, PR A% 2 n] i s da B R AR & T E (Bl

NetWitness 5% Solera) LASATIMAEA 0 HT. 52 R Gmas AR S g, B RHAEE (R (DLP) DiRg
LR SHIBCE R AHARTT 5 BRI TR SR LTI RE, 0 ZHIUAS N 2 2R A B (AR

S

fR AR R BR E A L G A 0] it VM-Series (AWS, Azure, Google 21
%) . VMware NSX 1 Citrix SDX,

LEREREREAT, W TARGEIOA T AR (B, ehemetil) , I FAIRA.
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G TR

I TH 44 7 AR TR E RN, A,

etk Ty N AT (1) 88 HUPE SR B

PINITE R i%2HY Decrypt Mirror (fR#58515) .

AN L Mbps £ BRI A TR (10 1008510000 , SiEHE auto (HEH) %
77 K e Bl iR S

HAEEE T IR T A R e T (full). P T (half) 122 HESS I (auto).

LTINS HEH TR RE 2 T (up). 4% H (down) 122 B B)HIEr (auto).

AR CORAEE (AE) S ITAFRH

* Network > Interfaces > Ethernet > Add Aggregate Group (A85% > /MH > 2K A9 > Bt s aa it
4D

A 2 KR (AE) A THIHFAH A6 FH | EEE 802.1AX JHi 4% e 481 22 Ml £, K AR A TR 45 31 B — i e A
10, B EZ AT AR5 OR824 i 28 B ol LA B kG« AE AT AHTE 18 70 385 /) TH ]
BN E AECT A7, TR SE R . AN AT IR, BT R, AR A TR A A
TR E . SD-WAN SCHE 6 = JE /T H AE AT A4

E AE NS 7, B ZER e HA I . EFRIRAA s i s A B AL I A T A, A A m) DA
AN (filhn, fn] LR S A ERAR) , (HSHE (1Gbps. 10Gbps. 40Gbps 5 100Gbps) F14
HXER (HA3. EHNE. B BusE =) UWEHFE.

T 0] DUEr 8 () AE A T FEEAH SO A 95 K s R i, 8 Sl ase T FL 3R B T M 95 TS B 58 S 48 (1 B ok
AR, B AE A A i 2 v A\ B A T

7E PA-3200 %751, PA-5200 % %11 PA-7000 £ 41B ks I, QoSTEZERT/\{H AE /4 3257
%,
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A%

Jii45 Palo Alto Networks [ifj J i (VM-Series g 4h ) RUSER) S 4% AE A i B4 .
gﬁf&%ﬁfﬂ%ﬁ (HA) = @h#h st e hoge s HA3 (Mg ) |, (E1E PR R 41 B K bk
2 595%:
« PA-220
« PA-800 Series
. PA-3200 %]
« PA-5200 %]

A ER T AE MHIEFAL, 5544 — T Add Aggregate Group Bl sefBiEAl)  BE FRATIA ML
B, R THRIRG R (GE2 RS20 LR (AE) MDD .

WA IR [RROEME

R E
A TH 44 5 A7 KA, | HMERE Y Interface Name (NNHIZHRE) #% 74 ae. 7EAHAR MRS
STH b BN ARG AE A T REAL O BUE A . SUE A )

BRI BT SO B 58 S 3R K AE FEAHE . £ 72 At I R R
997 et 2L 558 S8k 14 B K s R THT B

i CEEJTD) B A TR o
I TR BRI TR, AT 24 1 9 i Y 7 SR ATISETH:

o HA— U EATH & T2 8h/ 32 Bh3s 2 vb i 8 B Kl 2
() HAS JE&E RS, 7 IR, 32 VEHEEL Netflow
Profile (Netflow &%Ef) , 1% E LACP B e

(GE2 BT LACP) &

o EEEAEE— GEN)D IEHNetflow Profile (Netflow 5% E
R . SR1BEE Config (FXE) A Advanced CE[E) HE
R, W R RTIR

o B JE— (%] #H Netflow Profile (Netflow 5% &

K& 5 B2 Config (#%5E) 1 Advanced CIEFE) HE L
MRS, W28 g AR s R TR SRR MR e
LACP HE GE2BNUH LACP) .

o B=JE— ()] #H Netflow Profile (Netflow 5% &
F&) 5 BE Config (%) HF. IPv4 Ik IPv6 H#

Fl Advanced GEEFE) FH LRUEEE, WIZ8 —J@ /) 1hi
JEHETIA ;s ARRE AL E LACP HE G2 RIHUTH

PAN-OS Web /il P 11.0 394 ©2024 Palo Alto Networks, Inc.


https://www.paloaltonetworks.com/products/product-selection

AT AEAL

21y

X

Netflow % &
¥

S

LACP) . SD-WAN 3ZH 55 = J& Ji [ 13S0 1) AE A1 T4
i

T SR A R M B ) (R BIAEHE N A1 E 3% 2 Netflow fa] IR 28 )
PP L, ahisEHfal i #s 5% e 1% 5 Netflow Profile (Netflow
BOERE) REFBFRER (GH2EEE > MRS EhE >
Netflow) . #HL None (fit) W4 AE /M #EAHFZER H A Y
NetFlow frl ik #5 5 VK -

FH LACP ARG | B A AE A TH A BOF A s AR i 2 (LACP), &HIZHY
T > LACP | BiIH. FERZ &5 LACP,

W B LACP, #§& 78 gal g khiat g 5 B 01 &
M, fEERETS BB O K LACP Bl (B ANROH
LACP, FI| H & 7 B He 0 42 (1) 6 45 ] 1) B B g 18 Bl R 0 T 2
M. D WIRERCESMMETE, ) LACPIB & iU B 8 & shiE s
BN TRIIIEE GE2EEPAE FIL)

(750 IERHLBE ORI LACP A2, fEAE R Wil LACP 452 [, oA
AR — A, B—MIEAYE). o F M
HR WG E), LACP f M8
o WEED CTHRRAED) —Bh Ol & w8l n] G BL 25 B (1) LACP ik

BT
o EH) — PikiE e T A AL S E N LACPRRE (] FHEk
fEVE R D)

e R TSR HN 515 KR AT P )0 [ R i 2 2 T T
© R
« 18 (FERME) —F 307

PRI 75 B % AT R BARE, A7 B RER OB AE —FD N 5 SE R i 2 e E AT
GHIHENIRIE, 1SR E DIAEHE |EEE 802.1AX JITE £ HIIE
(B/D=Fp) FERERE,

REHMEINEF | BEELK LR B SR NE Y, FH AR B ot sl L A5 8 75 LA o 18

AT > SeIEFH 8 GE2 R R e LR .

LACP (#)

BUEBAC, BENT R (FE 2 1 %) 65535,
THRR fEL % 32,768)
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AT AEAL

21y

X

S

B RS THEL AT LEATAR[ 46 78 PRI PR [ 1A LACP B 44 B 4H v 4 FH 1A T 5 H
(1-8). BLAE A AT RS IR IRAABEAL N THECE o« W RAR IR TH
OB HAEF R I, B OB e 8 A T ) LACP 3842 158 8
SENE T 2 L 7 W ) T 67 B A A 2. B A B s R R A
[iRE, FIEE LACP BB LAY (52 R 5eiE L KA %
(AE) /1D .

7E HA #E 8k BHATE HA T Bl Bhiak e Hh B B Ok, BB IR AT 2

RE N AR Ot B 1 B S TR AC I LACP, AT 2R i
o TRV AT IR AR SRS, DR A 7 KA 558V
LACP 8 2y 8.

FE-BEE HA | 548 Z0K PCTE H 258 AE HA E 807 550 B B K% 4R

EHMFEM R | A > FH 1 5 )5 o B KON 7 A — 1 MAC Az hk.

% MAC fizdik

LACP (&)

HA Bi7 Ol B BAT AR R 00 RS Se NP . (AL T B il
Fh, BHERI KR RS 1D AT R B, I8 BRI
TARIRAH A ) MAC bk

H LACP sl (Rl HARED Rkl (18

TR A B R, SR
fel] F) SOE 38 o ) e i, 7 S0 I Kot A P A IR ) 2R 45
MAC firht. R fitf LACP S, 2yt b
J(Jﬂ%??i)ﬂ ik — (1t MAC {71 TR 25 S5 7 A 28
B Ak

LACP ] MAC firhik, #%—1{ LACP & fiT A —1{H &

% 1D TR B KON S AT i Bl O B — BN RGBSR

fH, LACP & i #%% ID 1, 2H5idEEIR 8 JE T sk e fi]
HEJEA . R MAERG KA A FE MAC f2hk, R =356
HHFPI RS 1D, 1D # ERsAKA LACP i R4t ID.
WIER HA By KOs A ME— 1 MAC £k, FIFEAE HA B kg
)R %T ID AT REE Y LACP S, 55— Bl vl e A5 B 1) R &t
ID. fERFERIENT, EiJol L kR EmER, Ksat)
1 LACP ity 5 B85 2 32 Bl (1) 7 KOl 2 T o s e 3B S B 7

MAC 17 ik

UK
A9 A >
LACP (#)

#+ Use Same System MAC Address (fii M [AIff) 24T MAC £
b, FHEFE AL E) HA BCE P B R B KO HR S
A1 MAC frdik, BN EH O MAC fhk. S 0b 2R AT
bk At — 1)
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AT AEAL

2712y

AX rE

SD-WAN 4

S

IR EOH i BB A AE A AL SD-WAN A [H 3 2 H

VAN
TR E b %A1 > SD-
WAN
B IR RS AR | EIUE RIEAE (B, SSH. Telnet f1 HTTP) HIRX
AT > HERE > | ERE, JRRIATRE AT A TR B OB B R E R . TR
HoAth & 5] None () TJfEA\HFEER B al 158 € R 8K
MTU PANZJCAH 2 BEA, i N TR A T 80326 22 5 P i R fe iy B A7
(MTU) (#[# 2 576 %1 9,192; THRX A 1,500) o 4B KHEAT
— I EAEPAT S MTU #8228 (PMTUD), H /- E2U 2 i
MTU ML, B O &k a2 351 ICMP 43 B sl S8 [ S 5 DL FR
HEHEIE R,
Ji% TCP SRER DL B i K I BRI (MSS) AT {r] 422 B i JE A Tl MTU £7
MSS JCAHK/NEEE . MTU A7 JGEH K2 MSS 322K /NS A MSS
PR, BZAEA 1P IEFR 1 E 1 7€ «
* IPv4 MSS Adjustment Size (IPv4 MSS Fi% K /N) —Hi[E
A& 40 & 300; THR Ay 40,
* |Pv6 MSS Adjustment Size (IPv6 MSS Fi% k/h) — [
#& 60 2= 300; THR Ay 60,
15 38 BU 3R 8 AT R A EE T tunnel GRETED 77 B/ MSS
IS WS ZH S BOA REHER KA MMS FI47 Je4H, R
bR AT RIOF A%
B TEEER R, KA BA R E MSS SN, i
MPLS HEEEE 7 VLAN B % 1l iE i 55 ] ka7 o4l .
RAESCHFA WRARAEC A T B E A 1, GE I ELI%TH
1]
|P fir ik AR ORI — B 2 (E EF RE A bE AT AR € (ARP) THH,
MAC firh AT > ERE > | 5E Add GHrE ) 1P Az bk K oA BE B ) Al [ 40 e 7 H
ARPJHH #lak (MAC)] frht. HEMIBRIAH, SHEIUHEHIGE—T
Delete (fif[%) . #55E ARPJE H 4k ARP ZIE .
IPv6 fir ik AR CORAR, | A AT RIS E (NDP) B 5 #8040, &% Add Gt 55
MAC firht AT > RS > AR 1Pv6 A7 ik AT MAC k.
ND JE H
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AT AEAL

2712y

AX rE

S HH NDP
Proxy

Ak

iyl
&

S

A LKA s

i > R >
NDP Proxy

SO A1 T %) 5% 6 55 A € (NDP) Proxy o [97 Ol R [] JiE B2 5K 37

b |Pv6 A7 dik H: MAC kR ND $H41. 7E ND B, [k
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SEFTHE R IP Ak 88 5 1P 74K 1 72k
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A KA
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EEEI RN
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S > ERE >
DDNS
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« DuckDNSVv1

« DynDNSv1

« FreeDNS Afraid.org Dynamic API v1

. FreeDNSAfraid.orgvl
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 Palo Alto Networks DDNS G Ji > -5 DDNS. SD-WAN
AE T/ TH A1 SD-WAN %5 = J& 14\ T [ 5 B 491k SD-
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LRI T K AR A R ETRR
ik [ 8B A 1) DDNS s, 385 % e
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MIRERH AN . FEFRIRAT TRy B RERL I T, BRI WT AN (Biltn, ST LR & ARG
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AHE ZE M TR ], (BT DALE RSEE 3089 1 R R SR 82 24 Agor egate Ethernet (524l £ K4
B o R REEIRIRAG R B TR 2 LN B R

R 2 AB A RS RO 1kt el i e (LACP), 5 2 %t A v (1) 4 M1 1 i
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RN HRCE | e E
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1#4% ULA. DHCPV6 frlfilks o] UL B A7 0E S B 1T
o] B RS
e T ROA (GUA) fEA B REALIE .
HEE (GUA) I ZN L GUA B E IR
FRIREH Y BRI KA | (GUA) BEGEIRIER.
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BUOHES B A | R LK | IBEUIETE T4t IPve B A5 A0S, W03 E bhlw Boh
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%R A 1 G AT
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AL A HEAL B Y 1PVE B RS AR B . ST LUK I )
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FH 7 i o

BN E . 2B AME N 1P Ak e RA I#IH,
SHEE IPALHER T Add Gt 1Pve A kg inbARR &« 55
FATAT 1P ALHERS E RA B8TH, #0628 %/ 1 Enable Router
Advertisement (BB HZS A ) -

2N T8 72 B K TR Y RA Z [ B N CDARD 29 8867, 48
() /& 3% 1,350, TFHRRAE A5 2000 o i KRR 1R ER T 1 B /IME
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KAE 2 [ A% ] B2 /3502 RA.

R A R e EEH B E A H P EE R (R 12
255, THEEA 64) o BN O R MR PR & .

H4E MTU TR EER 2 R P i (P as 5 K A7 (MTU). #2HL
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A JE AR ] o€ P o e B n] AR BE 1 RERR NS AR, FH AR AR R O A T it

(ZF) AR P IEAR R (A=A EAL) o JEHL Unspecified (AfR
€D RoNIR A AT EAREE HE (EIEE 0 & 3,600,000, FHAZZAA
e .

BT A R ] fee HE AT R gs . DAURE FH P o JE R S5 % 2 e i) (DAL=

(=) FOAEAL) , P B 5 A0 EE RS . B8HX Unspecified (A
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% i 2% A i e 52 F P ol 5 KR AE 2% VRRR G s R . (AR & B,

M FH HIEJE 0% 9,000, FHERZ 1,800) . EHEERT K AEA L FH R
8. A AR, P e 8 L TR S B 2 B RS B
By JomeTE H , SApAs HAh B 28 2 TERR R IE .

% HH A AT Rx TR AR 1 BB A 2 1Pv6 B RS, TP St A FH AR A7 A

E IRIUR IS A . JREL RA 20T KR 28 A5 A A
High (&) . Medium (1) (FE&ME) B Low (%) 1E5L)HE
o CGHBIA B B B asms) .

2P 4 RE I L% TE AT () FH P i 2 A 1k I DHCPV6 $ it .

HAh#HRE ISEHL LLAE B P TT 5 i DHCPV6 B/ A Ar ik & 2 (43l
n, DNSAHIFEE) -

— S A AR LKA | 2 BRI RS R RR A A B BEIE ) RA IETE A 5 AR Y — 2
S TH > 1Pv6 Eal, FHEHLIEIE, B OB e ek R et HEEH AT — U
> g Ag | N B % ipvend.
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BR) 1EA 7 A e .
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R THIBR I TERRAE 2 1,200) .
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MO EREE R TE RIS A L.

577 AR S5 1 DNSSL I8 TH b f Y £ B4R fit 4 DNS HI 5 o it e 2%
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HIEH B3 Exclude List (HEBRIEED H&HERR IncludeList (BL &
EED) PR TENME A EEMN. flan, wHREK 10.0.0.0/8

P EASEE, Wi 10.2.50.0/22 Hrid EHEGE L, ORI KOs e

14 10.250.0/22 LLAMNITA  10.0.0.0/8 15 45,1 49 % 1) 4 FH 24 6] I

&, I HERR 10.0.0.008 2 ANITA I T 4R B AR

Q) s K et e User-ID B 5 2 4805 50 B N i) 748 . tn
g ek o e P ST I R B B OHRRR A

==
iiz]

fik I ) ACL HERS
R

AHAE IncludeList CELETHED) hHERR A9 T8 M 1l & B IEE
A, EEEHEMEE TR 0 T4 Add GBI Atk (BURLHEREAD W)
T, BUSEN 1P A7k
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27 A R E

IR TE H il 4 Excludelist GERRIE R, Ak
Brig 4 IncludeList (5358 | ARG JOR &R R

N BT AR 0 A R A, T AR HERR B 1
¥4 8
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A%

Network > VLANs (#41% > VLAN)

B K e S HR 45 |EEE 802.1Q FRYE[ VLAN. £ERT JOlE 1€ 2 AR 25 — g I AT LLEE VLAN
FHBAHS . TR A8 VLAN $i55E 40 2 55 — g, (HARE i X AEE s —{# VLAN.

VLAN & 5E

e I VLAN #8 (e® 3LETI0) - mOEST TR, AR & HURTE
VLAN VG, ZREE D K/NE, HOWERME—, SR 8
Tk, YR B RAR

VLAN 418 JRHY [441% > /1l > VLAN] BLRRFFAE VLAN 258 R & = .

A TH F85€ VLAN 15 K s AT

E5HE MAC 415E

e, "EEILATHRE MAC (bl HE e TE 8 ST 2T
{ERIA T B2 MAC % E .
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A%

Network > Virtual Wires (491% > Virtual Wire)

B Network (A% > Virtual Wires GEHE/NME)  WILERT SOl 48 € I IE R BEN$2 AR, 58
FREHNE CHER > i)

JEHE N E

Virtual Wire %4 %

AR AR (BZ 3LMETI0) o BOES TR, AR E RS

£ Virtual Wire ig B . SR K/NE, HAWZE2mE—. GEEMH
TR BUEL A T RELRAR .

f& Virtual Wire 52 ) S8 URIE B, 1RIUNIE Ethernet M. KA
B B Virtual Wire /- THEZERY H A8 2 45 55— Virtual Wire
B, AE&EES HA .

U R AT A RER A I, 5 2 B 1 I

TR IR R

$H¥} Virtual Wire EFUFFRITTE, B AR I (0-4094) BT A 5%
HiME (tagl-tag2). FREAEA O (FHEME) RpAARITEGLHE. 2R
B E LA DGE SRR . R REA O ERE R .

AN s N\ B H B AR A .
FIFEBEN BT TR, Tag Allowed (RUFFINERED I8 B &l 51

IR BT A HOU B SR A SR BN 2 . Virtual Wire 47T 4 ZH A
LA Tag Allowed (RBFFINERER) i B P AFAEIITRER .

EZ LS VIP |

RS E R A 2 AR R E N 2 2 R LR E, FHIRBULIETA.
WA AR IR E, RIS LE Virtual Wire F sk 2 B EUE i & .

AP SR A A A ) ] PG A R B R 175 00 T I A R A e e 3 e i) 3 —
AT, G IE . an RN e s HI IR TH,  Virtual Wire
[l AN & R I IR RE
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A%

Network > Virtual Routers (445& > i ErE% B 2%)

il P A T2 FE AT B S H BGZ R 22 B Layer 3 B Ailal\ € (BHRBESHT) , By SOl 75 2R s i
e AR IS B A AR R o AR KR B E AR Layer 30T [BIIES 1S VLAN 4 [ A4
Z DL R 5 R B o 180 0 1 S T R 18 R i e 4%

JE SRR P 2 T BEAT B E M R R ph B R i R B AR AR A, AR SR A
e nraE Habsh g, Biink b #=HrBc & ECMP.

JE B it p AT TR L ZE T ? JaE Bkt £ A 1 — R e

2Ly

AR : F REK HH

¥ HH T A
RIP

OSPF
OSPFv3

BGP

IP 2 Bh ik
ECMP

A Sk R ph s A B AR B2 1) R R T A AT B Bt T R

BHEEZ? A

JaE R 8 1Y) — LR €
© RS BRI > B AR E > A
P 5 0 B2 R TS R O 38 = A A L EE A A

FE Bt As ) — BGR E

e 658 F AR W] RSt Fl 2 2 M (IR 2 BLMEFI0) « AMBIES) R/

5, HAGZUEME—. SHEMH TR Brr. oF. BT IRIRAR
i UG EAL SR IR A T A . DRI, e AP R AR R RS R A
i e R P A

AEIREN A, FES [#i > rii].
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FEBERS B 8% 0 — e B

WAy, & B BT AR K

5 F B E eyl W IR =R biEE

« EFREMCH — #IEZ 10-240; THREA 10.

* OSPF N#—i [ /& 10-240; FHR% %y 30,
* OSPF #hifi—®#i[# & 10-240; TH#Z A 110.
« IBGP — #i[# & 10-240; THz% %y 200,

« EBGP — #I[# /& 10-240; T4 20,

« RIP — #i[& & 10-240; FHX 4 120.

+v &b
5 RE %
+ Network > Virtual Routers > Static Routes (491 > fE#tEE tH 2% > FFRERR H)

EIUHTIY — ek 2 M EF B . $%— F 1P IPve HE, f8:2(EMH IPv4 i IPv6 A7l 1. @
W SRR BRSO OE T T (0.0.0.0/0), THECH B TR H 3, DA 5 R R R
A% R PR RS LA .

!

i g N\ R ARG R REEE R 28 (% 63 (7 70) .« AMEIE 7 K/
%, HZERME—. SEEMMTE. B S, ET9REEeR.

H b T S8 4 ek [ % H O (CIDR) A ECE A ir N | P sz 31k AN 4R i 3
5. ip_address/ jgem (fFlln, AR IPv4 1) 192.168.2.0/24, B H
A 1Pv6 1] 2001:db8::/32) . B, AT LA A | P A K I T
St

Arif MU A B LS T OO, sitts T BEBGE, ShB
e IR

I A IR A Hoh—TH:

* IPAddress (1P fiihik) —#EH DAs N~ —BEBL K e 83 1 |P Azhk,
By AN B ST A | P A B B S MR . 1PvA A I 2E
H 132 S, 1Pv6 I /128,

o Rl VR — 3 HMG % TE DLIZE HY S5 s A 0 R SRS B A A S —
EIBEEY . 38 n] R AE B — B O i S R A% 2 [ N S o
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7 BB EH R E

* FQDN—#HY LA FQDN ml il ~ — AL . SR1% 12 U
FQDN (AL B Bl ST 57 FQDN [ A7 k)42

* Discard (#8) —BEBUEZ G ESENLR H HHETE
* None (M) —UREK A T —(EEEERS, FHIEHULIEIA,

A PR FEFRERS th e e EHEERE (10-240; THAX(HZ 10D
TatR AyiF B H9E € T AR (1 - 65535).
B R SRR Il 2 2 i RE 4 (1 S PR R

o BIRG(EIA R b 2o S B AL LA R
o DEEIE SRR R E B AR R
o W R A A BRI B B A iR

o ANEEEAREH IR B R R (RIB); B KOl & Or B 9 RE % H LA
HRH 2%, ERIEMIBRES d A1k,

RFD % &R

Y PA-400 2%, PA-3200 &%), PA-3400 %%, PA-5200 %
Fl. PA-5400 #%1]. PA-7000 #7518k VM 25185 KOl L 175 R8I B BL
FH 8 1) B () (BFD),  S53%EL N 41 Hidr— I8

s default (785%) (THEX BFD &XiE)
o IREAERT IOl BT BFD 5ERE
* New BFD Profile (G BFD i€ ) , FIFNESLHT BFD & ek

1#H{ None (Disable BFD) (fi ({$H BFD) ) , nJ¥FFRERK tH{s
BFD.

P EFREES B F ] BFD -
7 K % I 55 R EH 1 5 — i 11 6 S5 BB AR 0 2H 4% BFD TAERS B

* FFREI%HH Next Hop CF—fRBERL) FIMAZHE IP Address (IPfiL
b, HAS U ZEE NG R WP AL

» Interface (N 1) XEAHERE None (fE) ; B ZEISEL—{E A1
CRP R 143 43 F DHCP fizdik)

PRAS B4 Y LR 55 RB I th i B AR
S A IS JONEH 52 B 42 0 B AR 2 B B D1 I 15 A5 20 A AT )
1
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7 BB EH R E

« Any (FA) —35FFREE AT — 2 B 42 10 H #7551 ICMP
AR, PiJofe E RIB A FIB #REFREES t, I 7EE) BB FF B ik
HrR, 5t E A [F] — A b ) B AR AR B T G & FIB.

o Al (&3 —nE ICMP Sy IEAREF e T 2 B3 B 1Y
Ho, B OB e/ RIB A1 FIB HHF2FREFREES t, G ENARIE H 1Y
o H BT —E R & B B EF RE I B HT i & FIB.

AN (430 g e — 2 BEMEAM (B, E2BE0E

(Pt A B AR AT AR ) 9% HH 3 RB K b 2k BRGRSR  mT Re

S R IRF ) (73 )

g O\ O PR S A B 42 0 ZHORFF A PR BB I 7 S B — i R e s et
fHEAT A B B st B, HAERT KO 3 ek th B 245 2 RIB
A, ZAIRFR 2T . G SRRy 2% 2 B H S AN B PA B B, RIIGZ
A 28, BRI R A, B SO mT i 5% B i i
US| RIB H.

A LR B IRe ] DN T A5 A P B B, AR B e R B, B IR
A ] B PR ARy, BHIRR SR S ETRCE . %7 Preemptive Hold

Time GEALLRBIRER]D) %5 0, & By KO £E 2% 4% B d A FH iR Rk
e ST Z ARG B B 225 & RIB. #0[#J2 0 & 1,440; FHiRAE % 2.

e

i N\ BRI H ARG (% 31{ET D)

R

JEE R %% RB B b RIOR S LR B MBI B AR B A% s Bl OB R
ICMP ping 3% 2 It H 1.

HPE 1P

B IP Adl, RSB IER H RHE) ICMP ping H, B KOttt
(ORI (P

o HTHAZAE P AL, FHIER{E .

o IRTHERR, AR, B O TR URA TS — M8 1P Ar
k.

« F{i%H DHCP (Use DHCP Client address) (DHCP (féi il DHCP
Pk O, Bk & f# FH DHCP $RIRGA A TRz hE . 45 2
75 DHCP firdik, WliEHINetwork (#48%) > Interfaces (411H)
> Ethernet (Z K& WAE L KMBBEA TG, RBiE—TF
Dynamic DHCP Client (&% DHCP H Fifit) o IP frht &R 7E
BIRE 1P A HRRE .

H s 1p

Ty A4 FEE R \P LAk, B Ok hs $ 1 RE A ik 14T
BEASELE . BRPEAY H AR RSty B 0 306 2R YA ) 67 1k SR
(1Pv4 5 IPV6) .
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BRI AR 8

Ping fHF&E () §5E ICMPping [HF@ (Fb) , DUREE B O B B A ISR (ping B
PR H RO, SO 1 E 60; FHRXEA 3 .

Ping #t4X FEMIREH, AR ORISR ARIPART, ICMP ping 0 AE 4%
3 H e 2R ] ) A B ﬁﬁAw(Eﬁf&NHé%)%%%
P, ARSI B A R IBOIRRE, ARG O & B RIB B2 RRaFREH it (0
Bl 3% 10; THRRMEA5) -

B0, Ping [HIFE & 370 H Ping i85k ping 5 X (B JofiafEi 2
15 P AR A IR ping) R R AL B I R B AL R P, A A B
PAERRGIRRE S, LB Kf{E 15 AR IS ping, RITEAS & # i &
T 8% Any (R BUAIL (280D KREBUEME, B Any (IF
i) B AIl (A=) BEfEn H R g1 B T i A M e, Bk
A OR B P [ & )

i FH BT A

+ Network > Virtual Router > Redistribution Profiles (49 > &% i 28 > #Hi 4Bl s e hE)

HH M EE R TR YR T B AT A, IR AR AR KM ROE RSB A BT BN . B
073 e A RB 6 ph SR A e At AR Bl GBI i e i BB R e EL ) o

Il EWMEL%%%ﬁLﬂ%E,ﬁ EEERIE A . SR EOR PO R, R AR 7 2
#E o RIEAT, HA G R DANERN . ] DAERCE P i i e e I 7 R AR h 32
18, TG S R T ) B R E R -

e FE0E LR, K E T RCRE RS B & RIP Bl OSPF L:ﬂ%’u% 7£ Redistribution
Rules (FE A HES, KEFDIREHEEHE BGP. 2 &,

ER e frad

L Add (H#) Redistribution Profile (EEBrsiffizs i) Wi Na% e i

AT

B IE 7 B N EER E RS B SE B (BIE R 1-255) . ErigiEF th e mE
(AR IR/ NS ELED .

HHTEUL B 7S EAR R A T 1R E AT % th A

. E@%ﬁé%@ﬂ SR ED (R R HHT 7 BOAH AT g8ty o SR AU
I, AHEAEARIE . 2 HME AR W L (1

o MREFTEC — BIBULENE TS ELE ) BOAR RIS RS H
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ER e frad

Genera Filter H %

JA TR 338 v Y S O
] TR T P 45 2 SR B A A i
H it BRI pRIE M I H A3, SEEA H A3 1P

SRk A (B8 20 xoxxx B xx.x.x/in) , %R
f_ﬁﬁ?*?%ﬁio FHEMRIAH, 1% — MR (

).

N fEEERS

R T IR RS, R T EERE K
IP A7 B T498% (A0 XXX X B xxx.x/in) , $R1%4%
—F Add CHri) o HEBRIAH, &hig— T (

=
) o

OSPF fii i &% H

AR TEHY {7358 OSPF % FH 10 4 Fh Y

I Fyfixi% OSPF ¥ B8 € [ ke A5 . #i X OSPF area|D (OSPF [ i3
ID) (&3 xxxx) , A% —T Add G
%E%ZB%I&EE, A% — TR (
.

HE ﬁ% OSPF H ¥ fi. ® A\BUH H ¥ MH (1-255), 4% —T Add Cir
) .
%E%%Eﬁlﬁﬁﬁ, A% — TR (
.

BGP fiffiis & H

R %y BGP % £ JR HI 45 2 4L

I AL %5 BGP % H1 JF RI4R & A AL # .
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4%
RIP

» Network > Virtual Routers> RIP (441% > &t 2% > RIP)
HOE B G S E (RIP) B35 R — k&

RIP &% & it B

RSO AR RIP.

TR A FHRR 2 H (D IR A SR RIP AR TR S B, SHIEHULIRTE,
BFD #EE PA-400 £%1. PA-3200 %1, PA-3400 £%1. PA-5200 %

%), PA-5400 £7%1. PA-7000 &F|F1 VM R 5115 KOl% b ) i 4 i i 4
IO RIP & [ X4 (BFD), 5iEC R 51 Hrb—TH.

« default (FEZY) (ffiFHTEZ BFD s k)
o BOALERT KOS ST BFD 5% ek
« New BFD Profile (i BFD & &tE) , HIRESH BFD iXER

1#HX None (Disable BFD) (#t ({%H BFD) ) HJ ¥} )&tk H s I E
RIP 4\ {5 H BFD; & #yE% B — RIP A AUH RFD.

teAh, AZEAE T A H E FEAT RIPRRGE

 Interfaces (JM1H) © FH2B RIP /i EEE .

« Timers (FHH§E8) © FE2R RIP AR 4E 78

« Auth Profiles (BisBaf e hE) | 552 RIP B e ks i 4.
« Export Rules (FEH#HRD  5E2E RIP R H HL AL

RIP 41 H %
+ Network > Virtual Routers> RIP > Interfaces (498§ > J& #ti% 2% > RIP > /i)

fE R FAIRRAL, #%5E RIPAYE ¢

RIP—/MHIF% €

A8 IBEGAAT RIPEE E AT

FiCH B LU I8 B RE
& SR AT ) EAT 6 E 2 fIMEL Y RIP S Bl S T PR H
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R fREM B A S AHE. RAERN Advertise (A7) R4 &5

TRAE
7~ AR A
I S R A A I e A -
R H#EH Normal (—f%) . Passive (##)) 5% Send-only (ff[REi%) .
BFD FER RIPATHRUH BFD GEMIER RIP 1) BFD i, R ZETE

A B AR RIPEH BFD) , sHIEHCF 4 Hdh—IH:

* default (FH&) (A THE BFD #%5E I EE 1)

« EOTER; KR L BFD B ERE

* New BFD Profile Gl BFD &) , FRELH BFD st

1#HX None (Disable BFD) (# (f£H BFD) ) , #J¥t RIP /{5 H
BFD.

RIP &ty H
* Network > Virtual Router > RIP> Timers (4% > & HE& 28 > RIP> 5HHER2%)
R AR S] RIP % 3% 50 L B A RS

RIP—&TH 885 &

RIP 5T

I FR DI (LLRD 2 B
A

SEFRATI AR IR R (UM AEAL) o MRFEER ] R FR R RIP
APEEAL (SO 2 1-60) .

BEHT v B NS T E S MR MRS (HEE 2 1-3,600).

FI A b i N b 0BT p IR ] BROEC B AR ] 2 [ R T R B (LR 2
1-3,600) -

i) I3 Fid ol iy N B EH 21 B IR e B OECh BR Rp F)  F] R el B B E - CHE R 2 1-3,600) .

= AT

A g Ly s T
Bnaa ik e 2B

o A > HEBHEK A > RIP > B e i

RIERE B oA & B s o7 A ) RIPEUE o & E a7 A0 R 0 RIP RIS, 5 LBt ik e
i ks FL 2 A E R A 4 LT RIP O/ . T 3R W s s i R REOE
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A2 Dy
RIP—igek

M2y
B P B R R B

A A 44 7 iy N T B RIP SIS A B 8 s 1 44 7
HAGAERY HEUEIEER (smple Bl MD5) .

o GURGRIUE I, R RS IR R

o WRLEEMD5, A —EEZEEMIEH, W4 1D
(0-255). &8 SO mIFRRE . $HEMHRTE H % — T, R
Bt — THEE . e e HARE SR 488, 5EIUR
IfI%IH,

RIP [ H AR H %
* Network > Virtual Router > RIP > Export Rules (#49#% > fE#tik 2% > RIP> [ HIHAD
RIP B HH 5 R mT g s s o] 58 1% Eh #1302 22 ity B TRT S o

RIP—E H FiRIFX €

FORFEBT > O TR | S IE TH AT RE By N HL TR vhy SR 500 22 0 B

FH SR E A %1 Add CGHrig) , SRAZIEI G L FUH e s i, d8 ] s AR
B PIT T A HEAT R 1B U FRT IO AR L B E R KB A EL R 0 I
ACERE o FH S I EET LA

OSPF

» Network > Virtual Router > OSPF (44i% > fE#tiE 2% > OSPF)
a0 [ e F BUR I BRAE ) (OSPF) il s\ e 75 EEak e R oIl — ek e (GEH BFD BR4k) -

OSPF %7€ ]

FiH] I LA OSPF Ji &ML 7 7€ -
B4 THSC i G IR IEARIE I OSPF UL THAR M, GHIEEL#EIA .,
H 1% 1D FH 72 AE L B H 4% b B OSPF 451 A1 [ 5k 1) % PH 4% 1D OSPF 3

fm e i FH % HH 2% 1D AR B8 OSPF 41

BFD T EE PA-400 27%1. PA-3200 %71, PA-3400 %7%1. PA-5200 %
Fl. PA-5400 %1, PA-7000 &4 VM Z 5B KOl L1 i 5k 2% i 4
R OSPF & [a) ik i3] (BFD), &t T %1 Hodh—TH:
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4

OSPF &% & At B

o default (FEFX) (TEEX BFD #XE)
o IBOALER KOS ST BFD #% ek
* New BFD Profile (¥ BFD i% &) , R ELH BFD i ek

I None (Disable BFD) (fft (f£H] BFD) I ¥} i fit itk H1 &5 1 T A7
OSPF /{5 H BFD; & 483734 §1— OSPF 4 T #UH RFD.

BBAb, b ZEAE R A H K EROE OSPF RRE :
* Areas ([E30) : FE2H OSPF i 4.
* Auth Profiles (SR aRER) « w520 OSPF B e i U
« Export Rules (FEHFAD « 55250 OSPF [ 0] E 4.
o RS FE2H OSPFIERE H .
OSPF % 35 H %
* Network > Virtual Router > OSPF > Areas (4814 > i #E i H 2% > OSPF > [ 1)
R OSPF 5 38% 72 «

OSPF— & 15% &

[&% 32§,

[ 12 1D e ] B OSPF 2281 7 45K .
PL XX x % 2 N 5 35k R s o A {18 T A0 el 2% A () [ 3 ) —
R4y W SB35 IR U i

FAAY JRHT 71 Horp— i S8 TH

* Normal CIEH) —IRAMRME]; BolE T DL FrA S8 s i

« Stub CEERRHAD —BESEE O, A ERE LR 4 E
(R, 6 e 30 g B LAt [ B a8 . 7RISR SR T ) 15 0
T, GRS A A S SR E AR BE A TS (LSA), 5
L Accept Summary (22 HiE) . [FRF, $8 782 5K THER %
LSA K HAHRAI 2l (BIREA 1-255) & 1E Stub &A%
i

RS A Stub &35 8 A A% | (ABR) A L/ Accept
Summary (3245 J%RIH, OSPF [ 185K Al i £ 56 4 A WY I 15k
(TSA) {1/, H ABREAEHIBEMTHHE LSA.
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OSPF—[& 18, :% &

*  NSSA(Not-So-Stubby Area)—%& 7] DL E #Hf B ML 1% 8, {H X geid& it
OSPF it B LAAME S B Bt B » 7EIRHUIRIA BT, 0 %
P BRI LSA, FHIZHN Accept Summary (25 . i
HY Advertise Default Route (/A7 THEREKH) , FRE &S THAR
4 EE LSA K R B M (1-255) 25 E i e QIR I o
o, [RIRE, GSREF AR R THER LSA MR FAE Y . 54 T s B
FNHE I NSSA FUA 2 B HAh 5 1) & 55 AN S e, 553%— T
External Ranges (#MB#IED o+ 1 Add CHril) , e A&

£ 8
G Fe— TR R S ) LSA B A bk AR T AR . REOH BB SR
G THEIAS LSA, ML —F OK (ifE) o B L #HiEm
B A G
] Add CHrig) ZREAEE ST/, WA T IE

© SN — BEEN I

* HUH — 18 OSPF /1 THR%E A2 3L

o BRI AN EE OSPF i i 14 Bl OSPF &40, GHiEL
HIH, @R EERIERTAR R T 1A & EE sz OSPF &
B, ESETIEEE LSA BREF

« Link type CHAEREAY) —hn R4 5% 18 £ BhH1% OSPF &4 A LUE
AR EEHR R TEE AT ()10 Ethernet /1T A2 T A 4458% 7%
#E, F5I%4E Broadcast (JEI%) . iBIE p2p (EHHEL A HEHIER
FiAk. WACHTFE)E 0T AR, IR p2mp (BERHZED . FE)
SE 38 77 M EE R p2mp 1.

o A — B SEATH ) OSPF /A il (0-65,535)

* Priority CEJENEF) —#i NI T ) OSPF &5 )IFH)F (0-255).
e AR R OSPF Ml 17 18 2446 22 % B 4 (DR) 2% 2l fr DR
(BDR) Z i tas FIRIEIAFF . EEATR, AR DR
a BDR.

o B mOE i U I E 2 B R O R -
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OSPF—[& 18, :% &

« BFD — #5475 OSPF s &5/ [ RcH & i 53] (BFD) G 78

% OSPF ¥ BFD 5% ¥, W E7E i k% B 2% JE 8ok B OSPF {52 H

BFD) , mHiEH A HA—IH,

s default (785%) (THZX BFD &XE)

o WEOAERT IO EEE ST BFD BERE

* New BFD Profile (B BFD iX5ERE) , LB BFD ek

+ 12 None (Disable BFD) (& (f#H BFD) , %} OSPF uji &
%= H BFD.

1GUF G (FP) — OSPF 2 S8 I 5 o 85 40 HL B fisiag 2 5

AR TRIRE (LARD A5 B4, S0 /& 0-3600; THRX A 10D .

UG — £ OSPF 4 it 75 A5 29 B BA 2 1T, OSPF R AIE iZ4Y
%7 AR B IS U B DT, REAR S O AR T Re S AR I ar [ BR
¥, HelloInterval (Hello [i]f%) 3Ll Dead Counts (fEUET
B0 RN EAGHR S E (FIEE 3-20; THRR A 4) .

o HEBEEHEE (P —7E OSPF H T H sk IREA 2 (LSA) Z

A, OSPF 25548 75 AR FRU LSA MIRERE (AR B4, #
#& 0-3,600; FHEXMEAZ 10) .

o BLXGERE (PP —PE A LSA ZHT, 7% LSA SEIE I ] R 5

(UAFb A BEAT, #I[EZ 0-3,600; FERXMER D)

I (4)

o ARRERIEETE) Hello B (M) —IE ik CaE EENEh s

A] FH ;Y OSPF /1. Graceful Restart Hello Delay (FE2kq%
PEEBTRCE) Hello ZEE) 727 K LL 1 A0l B EHR JE R R PE LSA
FUFTERR R . BB N, RNEMRIEEEHRREN

B7 K 8% Hello B, 7EFBTRGENHM, MRS (Hello
Interval ({847 k%) Fell Dead Counts (HERLEIEO O &
WOETRE . QSR AT IRr a8, AH AR I o DR 3R 2 RR P 3T Rl
W 954 Hello sEE MR P . [RIk, EERR IR MG 88 22 /D 3k
€ %4 Graceful Restart Hello Delay (JE2k 21 5 37 B(E) Hello 4
) ErUfE. B, 10 #2i Helo Interval (Hello [EFgE) 14
1) Dead Counts (MEAGGEHEO & A 40 PO I EAGHIRE AR o A
Graceful Restart Hello Delay (2R aRPEE BT HE) Hello 4Ei8) &%
& 107>, 7% 10 701 Hello a8 ¥t 40 F0 N i RGHIRF 23110 5
ST E 1), bk —oRk, AHARIFURAS g 75 A R T ) A i
B (B2 1-10; THERZY 10D

JE I A

A AR IELAGS TR T PR R B o L S A 6 R Al S I B e
RO, FAAEE R (0.0.0.0) FERBOE. % THY,
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OSPF—[& 18, :% &

SHE EA S AR T R R BRI AN, MR —
TifEE -

o AR\ RIS (1 44 A

* Neighbor ID (555 ID) —iiy \ i i o — A Epg b &8 (R 55
A HIE R & 1D

* Transit Area (IR —i N B RS A0 & i e 45 2 H8 2% 5 1 )
%35 1D

* Enable (BUH) —IEEXDLROH R HEEA, .
o AR — AR I IR B THA TR ROE
o e i — U HiE 2 0 B R R -

OSPF Bt ik & i H
* Network > Virtual Router > OSPF > Auth Profiles (4% > i #it#% 1 2% > OSPF > Biiasal e i)
AR OSPF Bt i E I OE -

A 44 By N B gk e R A4 R . 4 BB S OSPF AlVE., &6 i€ R B &
i, SRR ER 2 OSPF HE LRI/ .

SRERE Y IERHUE ISR (simple B, MD5) .

o RS Simple (R0 , FHE .

o MREGERMDS, FHEIA—BZMEEMIAE, S ID
(0-255). &8 OB M miFARRE . SHEHEEIE H 3% — F#, A
Wik — THEE . #5248 AR Al S &8, 558 U
ﬁ}i%]:/g\c

OSPF B H #HHI H %
o 49 > S 32 > OSPF > FE H 45 A
T F NI TR . OSPF 2 £ (A -

OSPF—[E H #HRIIFY 32

SFFEF RO | L foaFiE i OSPR JHT HIUH YH A 1
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OSPF—[E H #HRIIF% &

g TR U OERE A R . MR ZE 1P 7 AR B R BT L

s E R A

AR PRI I A G

B # B 32 MLICAE AR T e 48 2 R 3

L CGEEFD Fig g B2 EARE L ) 2K b AR B 16 10 PR A S B AR A B el A ) (i
/& 1-65,535)

OSPF i P4 H %
* Network > Virtual Router > OSPF > Advanced (441 > & #tEE H 2% > OSPF > i [%)
THIHEAL ] RFC 1583 AHZE . OSPF 51 25 Al E 2k 55 14k 5 5 R ) -

OSPF—E [ &

RFC 1583 #H %51t Y LURE{R: RFC 1583 (OSPF flAS 2) fAH 71

RS & * SPRAMSIEE () — ATl S 4 BT SPF &t

B2 TR R SESE IR ] o AR IR T AN R OSPF HB I8 50 Bl Aot 1O %
F 75 3 55 B 5 AL SR, M SR e ] de (R4

© LSA R (B —4REmfEA K LSA B4l RS H8% . A
B A LSAID) RS M S A IRF ] . JEAHE i RFC 2328
i MinLSinterval . S5 AR AT FH AR AE 31 3658 5 IRp i /b SEOHT SR B IR

fi] o

AR SR o P E B D © BUHARRERPEEB BB —THR S U, ST DD RERIOH IR B Kt
SREFE 7N AR I ) % ph 45 R AR 00 7 X 1 P i e [ P A R I
0BT K T R A

o RO B AR AR —FRER & RO, SR Qb e RO BB kK
o CE AR AR 1) 55t SR RN, AR AR R B A% At o

o A LSA f A —THRR e O, ShIhRe e e R S AR S I,
EE OSPF 17 Bh A2 =AU 10 917 Ot 2R o B AR U =K

o ERIA (B —DIRbET SRS B, R By R A I 4 4 gk B IR AR
BT AT JORS AR AR TE, SRR E BTSSR gy (HREE
5-1,800; THE% A5 120) .

o SR T AR E RN IR ] — 7 T A 2 52 1o B AR A U th AR R
FREA ERE (UARbZ&BEAr) o iR Bh R i e L & IR LSA TRt
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RATIRRIY, By SR AN g A o AR R 2 (8 &2 5-1,800;

THER £y 140)

OSPFv3

+ Network > Virtual Router > OSPFv3 (491 > &t % i 2% > OSPFv3)

acE [ Febl ORI AE v3] (OSPRVI) il e iRy, 7 BEakoe N R A AT =IHROE (BFD £4i%
D -

OSPFV3 &% & . ]

FCH] HEHL LA OSPF i A7 i€ -

T4 TR Hh I RIEAEIZE W OSPF FUAEAL A TR HY, G IEHRILIEIH,

HH a5 1D FH E A LR S H 45 P B OSPF B 491 A1 B s 1) %t % 1D OSPF -

Uih 7 A5 B e 4% 1D 2 B M) OSPF 451

BFD FELE PA-400 %71, PA-3200 %71, PA-3400 %7%1. PA-5200 %
F. PA-5400 &%, PA-7000 R %A1 VM ZFBH K G b1 i ks i 4
IR RO OSPRV3 & [ iE5% (] (BFD), #5i%HL T 51 rh—IH.

« default (FEEX) (THEK BFD #XE)
o WROAERT KOS FEEST ) BFD 3% E R
* New BFD Profile CG#f BFD s%5ERE) , FIAESLH BFD &% ek

1#HX None (Disable BFD) (#t ({%H BFD) ) 1] ¥} it H s I H
OSPFv3 /i 1fifs H BFD; #5875 %4 B — OSPFv3 41 [ B BFD.

BeAh, 75T 5 E B 4T OSPRV3 3 e :
* Areas ([&IH) : F5Z[ OSPFv3 [ i 114 .
* Auth Profiles (BrERERE) = a52 B OSPRv3 Bins s 1 5k .
« Export Rules (FE AR : 552 OSPRv3 [ I E 4.
o RS FE2R OSPRV3 HERS UK.
OSPFv3 & 13 = %
* Network > Virtual Router > OSPFv3 > Areas (491% > j& % 2% > OSPFv3 >[5 15)
RN HIRRAL, &E OSPRV3 I 5.
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ok TR Ry It OSPF [ 38 R Y Bt i o 1 44 746

BRILLL N IEIHZ

* Normal C(IEH) —IRATRRMI; Rl sk n] DU A S8 (1
o

« Stub CEERR RO —BRE S O, 2 BRI R W AR
H A, 185 7 i B At [ SR T ()38 . 7RIS R TH T
TEILT, AR SZ AR [ HARIE I3 e A At AR R A
(LSA), :%i%HL Accept Summary (F32H%) . [Fl, f5E=2
R THER I HH LSA A HAH BRI = H (1-255) fL % 7F Stub 5 15
PN

WSE R Stub (#5819 380E A B B A | (ABR) /1 9 Accept
Summary (5235 J%8IH, OSPF [ 385k AT i 24 5 4 A WY [ 15k
(TSA) 1M, H ABR A& EIRAE (T2 LSA.

*+  NSSA(Not-So-Stubby Area)— s 1] DL B4 B b 15 1, {5 B
%1t OSPF it i LAAM S B BB« IR HUGIEIE B,
RGP AN LSA, FHIEHEL Accept Summary (F£524H
) o TR THRR S Y LSA K HLAR B A i{E (1-255) 1
SRR I E S . RNy, A R E 5 TERY LSA I H
HEA . 0 A RO BB I NSSA RO E 2 A oA [ 35k
HEANS e, 5% F External Ranges (Ahf#iE) #5
I Add GRSl NS

il

f%—"F Add CHrig) Rl 74 R QR 4P 1 LSA H 13 1Pv6
firhik. ROHIBRFEGAT & TR A LSA, AR 1% — T OK  (fiff
SE) o AR EIRRAE R AL S

%—T Add GEi¥) , $FHEHEE SRR b (B A T T 51
&, Rfafe— T OK () .

© NI — BEANE

© HUH — i OSPF A i 5 4 3

« B ID—Hf N\ OSPFv3 B ID 4k

o BEEI— A RAEAAERE OSPF /i Bk Bz OSPF 4, &hig
HWUCISETE o (8 0 0585 SHBE TH 155 00 S AN & (308 Bz il
OSPF 1, {HAr A5 & 75 LSA Bk EH .

* Link type GEEEPIAL) —Un RIS ZLZE T 2 JiHI% OSPF f54f At
BR EHER R EE A (40 Ethernet A~THD A7 HU1 BT 49
P AR, SHIE4E Broadcast (FEHE) o 4% p2p (BGEED WT

PAN-OS Web /il P 11.0

454 ©2024 Palo Alto Networks, Inc.



OSPFv3—I& 5% &

BRI ITA . AT EE R I7 AR, FHIEE p2mp (BLEGES
ZHD o TEIERIIAMEEM I p2mp #ix.

o A — B SEATH Y OSPF A il (0-65,535)

* Priority (BEZENH/T) —#@ A\ A THI ) OSPF & el
(0-255). ‘&MY OSPF il 17 e 338 A fi € i th 4% (DR) B
ZifHifr DR (BDR) I tHAS B LNET . EEAEFR, Agi
% HH#%1% %4 DR 5k BDR.

o BRRB R E R —IREL AT 2 A B RE R E R
« BFD — # %Ay OSPFv3 ity 251 [ RiH & 1) 8525 (H 1] (BFD) (i

M78 % OSPFV3 [ BFD 5%, W EAE i b th 2% J 40 A 3
OSPFv3 15 BFD) , HIEI 4| Hrp—IHA,

« default (FEFX) (FHEX BFD i%5E)

o IBETERT K% ST H) BFD 5% e RS

* New BFD Profile (G BFD 7€) , &L BFD 3%
ERE
1#HX None (Disable BFD) (# ({5 BFD) , nJ%f OSPFv3
vt 2452 H BFD.

o BEUFRIRG (FP) — OSPF 27 i B 1T ik 4h L ELfidiaR 2
T ARG (CARD A EAT, [ & 0-3600; THEA 10) .

o EAGETEL — {E OSPF #5481 75 #5470 24 B 2 HT, OSPF &
PERZAREE 7T A B S IF BB R, 2 AR J7 AR T B 9%
AT R IS, Hello Interval (Hello [HFg) 3k LL Dead
Counts (SERETED SR MAGHRF S AOME (HIME 2 3-20; THRR
4 .

o EWEERHNE (B —1E OSPF 5B figis 4% ke A2 (LSA)
Z R, OSPF 5450t 75 MU LSA MR BE (LARD 2 B4,
#IFE 2 0-3,600; THAZ{EAZ 10)

o HEGRIEIE (FP) —BHJOBRPEN TR H LSA 28T, 7% LSA ZLiE
PR (LR 2 BEAT, #E[E S 0-3,600; THREMHAZE 1) -

UIMITING: D) o AESRERMEE HTRUE) Hello B8 (FP) —# F A Bk e R Eh/piEh
i A] FH PR ) OSPF 21 . Graceful Restart Hello Delay (3F
O e EH RUED Hello SEIB) J2 R JO% L 1 R0 g {358 3k 2k
aatE LSA HAERIRHEE. EEBRRMN, gtk

75 E T RCEN B OS5 Hello 35040, 76 ST Bl I, fe
METHEES  (HelloInterval (I&4F[HFE) 3 LL Dead Counts
(RGO O WaBIEGETRS. R RG2S, A
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OSPFv3—I& 5% &

AR IE g (R B O B B BT B A ) 45 2F Hello JE 38 1 B B
I, BRI AT R8s 22 /0% E 4 Graceful Restart Hello
Delay (k% B p s Hello ZE3#8) fERPYAE . Flin, 10
1) Hello Interval (Hello HB%) 1 4 ¥X (1) Dead Counts (i
BETED g E A 40 I M ALGT R R . 1 Graceful Restart
Hello Delay (JEZERVEEHTRUE) Hello 1838 ) 3%y 10 70, %
10 P[] Hello B0 2B 38 % 40 R N 1 45 R4 R 25 11 5 2 T8 5
[, itb—2%,  AFH AR TE 5 AN 2 78 JF 2k AR 1 2 KT BB 3 [ a1y
(HIE 2 1-10; FH& 2 10)

* Neighbors (J5#F) —#1¥%t p2pmp /18, B\ AT 3% 8 A T 2
TEZ P 5 AR5 AR 1P LAk

i A A AR IELAGS R T DR B SR R L SO A A Al S T
i e o, HAZAAEH PRI (0.0.0.0) FE RBE . 1%
TG, SR EAL S AR R T (R E R RS A TSI E
Al ARG T HERE -

o AFE—E N R BOEAS AR .
s B 1D—i N\ OSPFv3 &1 ID %%k .

* Neighbor ID (J5#5 ID) —iir N b4 ) — (7] i 28 (49
FEITHE) HIEE A 1D,

« Transit Area CEERIE) —i N EFRE S & BHE A4S 2 % %
I 3 1D .

* Enable (BUH) —&H LR i S .
o AR R IR B THA A T R

o BREROE R T E M SR RO -

OSPFV3 fiia& % e fd B &
o 4R > EEHEIS H 2% > OSPRV3 > Bis ek e i
fEH ARG, 7% OSPRV3 Eiss.

OSPFv3—¥gi % i i

FE R

A E 44 T A\ BiRe OE R I A M . 35 B OSPR RIS, Rl o E 5
arncE R, RARH A A OSPF HE LI/ .

=
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OSPFVv3—Efi 78k &

TR ROE

SPI

B T 9 ot B i B 2 B BB L AR, dRE R et s

BWZ G (SP).

AR

faE FHUE—mE e -
o ESP—H 8 e A EE R E
o AH—Bu B I A 1 e

GRS

fee FAH A —IH

o B — Nl INE A

« SHAL (THRRE) —aeMErbiEmEsEE 1.

* SHA256 — Z4aHEEAD: 2. —#0E 256 7 cHHE
F4) DO 1] 4 v R B

* SHA384 — ZaMEEA: 2. —4#EE 384 Mt E
F4) DO 18] 2 v R B

* SHABI12 — ‘4 fEEEAD: 2. —#E 5 512 A7 o
F4) DU {18 4 v PR B

* MD5 — MD5 2 J B ik

fnas (fE£IR ESP i#
Al 7E)

fRE M A —TH:
* 3des (FHRRH) — MM =1 56 fi e B S EH —H &
BN #5772 (3DES).

* aes-128-chc—1ifi F 128 £\ Jo % 1l 4 4 2 FH 3 [ o a3 A2 e
(AES).

*  aes-192-chc—1{# [ 192 1/ 7T 25 fifh 4 48 2 FH 3 Bt o 2 4
(AES).

* aes-256-chc—1ii FH 256 1/ 76 % il 4 $i 2 FH 18 P in 25 A
(AES).

© ZE — RN

|

‘_{

Iz}
i

3
+

1
ﬁ

3
+

iy NANBERR N 25 58

OSPFv3 & H HHI B 4

o HHER > HEHEE 2% > OSPRV3 > [E H H A
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155 F T Z AR A7 A BE H OSPRV3 % H o

OSPFv3—HE H 37 HI|

2 2y

axX e

TOFF EH ) O THAER IRV DL A0 i i OSPF B 37 S TH % 8 1 .

%

PR ISEH T UM B ERE B4 AR . B AL P T4 B R
B R R A

B AR IR EE R AR,

P Fy BA 32 A7 Je E AR F 48 e i 4 .

fatz SR Fig s SO RE AR % ph A B 6 L0 P A 258 B A58 P I8 E
N (B 1-65,535) .

OSPFv3 P EH 5
o A > R 8L > OSPRV3 > K

N AR AL AR A HY SPF BT S I IIARR (. %€ OSPRV3 GRS, LLAGEE OSPRV3 [HE K AR ML
HRED

OSPFv3—i [% 5%

f= M SPREHEREE | A EAE BT JORMELE B 3 LSA FitE RAZT, AR
eS| AZ B JORER R, SEIREULGETE. R HIRIERE, B JOR
28 OSPRv3, (HILfhE thas AN g it EminE. EHRE
T DR AR R A O . TSR %08 A
TG PTERAT AOHERE, DR i B mT A B Kot 2 ] T e

HANAI%IE
E R © SPFIHIEIE (Fb) —igkt—fEEEatRrds, wl e

PO T RS EAAT SPF T2 [ B ] . SRR
AT INPR OSPF HFT G o B Kot ) i e 2 3 25 X LU
(WG KPR P e S iR PEE A

« LSA [l (FF) —ItisEIE T8 2 W AH [ LSA B4
CHIFI S A% MHFZEAY. AHZE LSA ID) FfEtee 2 f i
R R . IS A A RFC 2328 1 MinLSinterval . BRAK )
B AT FH 2R AE 4 £ 58 T IRp /D BB SR B ks ]
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OSPFv3—iE &% &

ARRERPEERCES | o BUHARRREE RS — TR S U, S D RERUT Y
75 <Kt 7 AR 6 o 2 R AR I By I (s I i e, (R
P 52 A A AL L K 2 R o A

o ROHHBIRE A — TR ROT S AR A R
FRIBIT i A2 AR R B HT RN IR, AR AR B % e
i

© BOHER LSA tmE—THaR RN, IhIhRe eI aE
ST, S OSPF o B2 2 SR B BT T &5 5 6 B
PR

o EFRIH (B —UIRPETERIREEE, B i B 5 e 4 A 1% 21
IEAE B 5T ST A e B O AR AT T, Bl I 7E =5 R % th
P8 (B R 5-1,800; FEHzRZA 120) .

o IR TS AR B BB R ] — B NG 1 52 1o B R AR i
A B BRI LRR (FP) o R im B R 7 2 IR LSA
R UL R R IR, B KO A i A 1o B AR A =X
(#[E 2 5-800; THaZ A 140) .

BGP

* Network > Virtual Router > BGP (4% > i it i 1 %% > BGP)

TR E B S A e (BGP), #AZHRE 54 BGP it LU BGP, M4k IR 3 H i 30 B
SEREEHAS 1D A AS SRS, IbAh, BEWZE BGP i Bk T 45 BGP Ui B AH 10— 55
FHIRHRAR TR R, AR N A H R E R H AR BGP RE -

+ General (—#) : FH2R BGP — /i 1,

.« HERE: FE2 M BGPIEMS H

* Peer Group GEuGHEAD : FE2 R BGP iy &L AL A i,

* Import C(FEN)D : G52 BGP [ A\FIRE H 5.

+ Export (BEH) : 552B BGP [ AFIRE H F 5.

* Conditional Adv (#&fFx0E %)« GBI BGP & /F U4 1 4L

« Aggregate (ZE#E) . FE2R BGP 4248 fAL.

* Redist Rules CHHTAAMAD - #5250 BGP Ml 1 245 -
JA BGP i€

AR R s FE ] BGP, a4 ZERH BGP, Wik EMKH S ID A1 AS 95, B H BFD 2i%
FHHI
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S

FCH

HH 4% 1D

AS HERE

BFD

BGP

B LAHUH BGP.

iy N\ LA E AR R R AR 1) 1P AT

HRARES & 1D, S\ HEHEH h A5 PR B0 AS SRAS CRETR 2
1-4,294,967,295) .

¥ PA-400 2%1). PA-3200 £7%1). PA-3400 %#7%1). PA-5200
%%, PA-5400 £%1]. PA-7000 #4518t VM Z41B5 Kfs 1 i
% 4 R RO BGP # [r) ik 8] (BFD), aiifH R4
#IE\:

« default (FER) (FHER BFD &)

© Bkl BB BFD RRE R

%57 New BFD Profile (i BFD #&:EH)

J%HY None (Disable BFD) (# ({5°F BFD) ) ] ¥ 5t #%

ST BGP A% BFD; & i3 B — BGP 4 [ i H]
BFD.

Q R s A R sds I BFD, Jirr 4T BGP [y
S TEFSE S, 3P BFD DR E RO, e
I Re g TR BGP e, Fit, SEENES
AE BN E RIS, 7€ BGP |
A BFD,

BGP — & H &

+ Network > Virtual Router > BGP > General (495§ > % H 2% > BGP> —fi%)
R ZURRAL AT 33 € — % BGP 3% € -

BGP — %k &

A e A B

048 TR %

L

w44 MED

BGP> #=

BUCIRTE, 7] 20 BGP Sk T A 5 AR A TR .

RIMIRTH, W] 2248 A R T K BGP B .

EIVE & s i BT AN AV 22 ) V8 2% (MED) BN, SR B £
AT DR % S 4
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BGP — %k &

THRR A Hh (U fae—MEME, BT KOS FH 3 AN [ B AR A 45X A2

B

As Format IBEHY 2-byte (FHEX) HY 4-byte #gil. #nf LUEAT IR €, LLE
PR HEAEM H 1,

et e i TEAN[E] B 9% R &% BOH 75 A% A1) MED Ehig .

MED

Hyve B MED L, LL7E iBGP ik (MHIF H 9% &%t 11 BGP ¥

MED Lt BN BTN T b R AT

S T R TE R Add CHHE) Brivbessstets, SRRIET TR E:
o R A4 FB T N FH 2R 3 R A 1
o SETE/TERR ISR N\ BGP 25 S 6 5 S 1 0 AR
%ﬁ_ﬂﬂﬂf%ti
E )
TSN 5 BB e 1

BGP i [ H %

o K > RS H A > BGP > Y

RS BGP % E L & 2 Thas. AT LLE £ E BGP [ 9% 241 #14T ECMP. #7] LIk eBGP it B
HAG ASHIZ AS PATH BT 55 —1E AS (ARG IEFEBR IO E B &) . AT LR E BGP 3
SRR EE BT RED; A B A, BGP B ] 48 e M A& 75 T /R BGP EHTHE) A ] SR A7 IEE IR B8,
DLA% AT BEFRARER thED (R RUATRENE . 0] DLER E 6t S ST AR R AS B, 3 R 5 vk
ARG AS B4R BGP #1455 K8 nT LAk e B B i,  LAB 1E7E BGP 488 ANE 2 A% £
BRI AR R B B AR R S

A e L E

ECMP £ AS | BGP > i#f N LA A R B 2SO T ECMP, 3 HAREE B 22 BGP H

;b;lf
&) It 2T ECMP, Z5I1REHIE.,
¥ EBGP $#4, B kAR EFERLE AS PATH B A5k eBGP i & A & (1] AS
ITHIX AS SERE ) 25 —1F AS SEHE () eBGP i &5 T B B 4. 18

&1 BGP ML — 2D B HAE AR AR AR AS 1232 (105 B Bt ik 5B
B, THRARM.
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BGP i[5k €

S

AR R H B

FieEh

FEIPESW =
ID

Wi B R AS

el [ R HE KT )] J3ETH

« StaleRoute Time Gy E% AR —H8 & 1% H1 ] DLBZ A I
R BB R (DARD A By, #E[E 2 1-3,600 0, FHAZ
#5120 F0)

 Local Restart Time (AHEE T RERE ) —UIFS A BT 1R

SE B KRG SR R R . e = S el (B
& 1-3,600 Fb, FHERA; 120 #0) .

* Max Peer Restart Time (i ki &5 # BT BUEIRF D) —DLRD
Ry BT 45 52 B Ol AT DA% 52 2 S5 Rt ) o B 4 28T R
7 [ I B KPR R B (BE1E 1-3,600 7, FEEEZ 120 F0) .

e AR SO R 2R 10 IPvA B8RS . AS Hh % B S e
CEE ) TR LSR8 B B e B0 4 7 4 o B O A 1
Iy A A& ZER IO AR DL BT AT s B T AR 2 D o 6l

S S RE AT A A e

TRAEME T /E BGP ik & 2N B 9% R 8Uy- o A (thigz
HIRAE RS o FH BCGPE, KEERG LT H
FREL WD EHIREE

TR

BGP > i
(&)

ox

% O] 1 PT R S S 75 IR A % A TR S A LA

512 o B E U A T 2 IR 9% e 308 B T o 1) B 2 BT SR S

WL 5 s

o R E R A4 AE N FH 2R 5 R E R 1 R

* Enable (B(H) —RUEIRR EHE -

o BUb—FE B HEEEEEAVE, SIS E, e PR
A% (IE & 0.0-1,000.0; THERAE 2 1.25) .

* Reuse (FHEMEMFH) —48 ¢ M S BME, WR(CRAIE,
g P 04SP t - (AR 0.0-1,000.0, FHEA5) o

« Max (HK) . Hold Time ({fREEHER) —LARD 25 B4 $5
AT ARSI H e KRR, AEER 2 A EE (HE
J& 0-3,600 £, THA 900 #)

* Decay Half Life Reachable (A #iEFFEH]) — LD A
B — B R B, TR R B AR, W SR B g
R TE B R T B, B AR E M R R (HEDE
0-3,600, THEXHZy 300D .

* Decay Half Life Unreachable (#3532 1)) — IR
AEAIEE —BRHRE, 7ERIERZBIRRIR, GsRp K
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BGP [ E e E

ﬂ@nbm%ﬂa%ﬂi/ﬁu £, BHriEe e R (6
& & 0-3,600, FHAZH % 300) .

BGP s ZifiHA 1 3

* Network > Virtual Router > BGP > Peer Group (44 > Mg 2% > BGP > i B EE4H)

BGP s HFAH 2 3L A€ (1) BGP s AidE s I8 Leme Wl im A AL M8 (Bl EBGP) , 872
_Hféf%%%ﬁ% HH 5 £ S8 0 B Y AS PATH THEPEERAN AS SEASIIROE . BGP S Al fFEH m]
R I A ZH LI R R AR a8 2 il Bt o G 2B 5E ke 22 /0 — {1 BGP dmdhiraH, A REax d B iz

E?%HE’J BGP i 8k,

BGP sshBAl | BEfiH

X E

2R BGP > Peer
Group CHf%%
A 4D

L LA B
AS 1%

i 7
AT

Lo

sy N 2l i Bt AR AL ) 4 A

TR IR TH ] R Bl R A .

BPULEIH, WS CSCE AR AS ML,

TRIUETH, ] A BB A A€ AR AT B K R R

T o vty B R AL R SR B P AT AR R B R . (GEZ2BIDL R R
¥ ) Import Next Hop (BN T — {Iﬁfﬂé?ﬁlﬁ) i Export Next
Hop CBEH F—fHEEED Hid) .

* IBGP — f&/E MIRXIE::
o DR —fHE R

* EBGP Confed — &7 FHIa% € :
B s e

* IBGP Confed — #85& T Fla% € :
o BEH TR
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BGP i &5 #E4H

21y

X

BN T — 18] e
Hh

B R — e
#h

S

* EBGP—¥5E NAIELE:
o BBENR R BB
o BB HR W B RS

* RemovePrivate AS (BErFAN AS) (Ui 1& Einm |
BGP 1t AS PATH E MR BRAAN AS S5, FEiSEHUL
®IE)

Ry {1 R A e N\ R L — {8 TEH

* Original (i) —{E A E GG B2 5 h AR AL T —(F RS
fitik.

* UsePeer (fiifflum¥h) —fEHumAGM 1P ALIE/E A T M5
B

Ay I IR R 3R I {lA 8 TH

* Resolve (fifffT) — i A AR (FIB) M T (H RS
itk

* Original (J5ifn) —AE IR g b2 5 PR ger) s —(EBERs
itk

© UseSdf (EHIE B — USRS s 1P AZREATE — 18
BEESALNE, DA ORAZAL LR & AR BRI A

BN AS BEHIIRIE, At AS PATH ISBh BBRAANE #E R0,

A BGP > Peer New CHrith) BGP sk, NG AN AR R 44 55 o
Group (¥}

RCH SR > Y DL RCE i 2
Peer CH%5)

1 AS fREu B H & R H (A,

FFH MP-BGP | BGP > Peer R K RS RE SRR I RFC 4760, 13} IPv4 1 1Pv6 DL K 4% 48 v it

JEAH Group C¥f ZAYE S IETE X 4% 2 1l il e BGP ALkl 2R 515k 5 S o
SEREAD >

PLHEF AR | Peer CE5E) | JEHUMH FH w25 (1) BGP LAER BLAT#E SC & I | Pv4 B 1PV6 7
> et hk &%,

%I R 5 I FH Ui 25 ) BGP LAERS BT # B 7Y Unicast (HLELH

%) B Multicast (ZEHEI%) RAEAIE R P EAHE .
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BGP i &5 #E4H

21y

X

AL HE—r

]

ABEATHE—IP

ESI VA IR

S

SERH K i ST o

BEIUAHE 1P A2k,

SRR S B A ik B R

A Je Az e o e . . o
o |P—SEHL IP SRR IS EUE F 1P kb fr s bk e (i gde ST A
|P AL hk T A ik A o
* FQDN—i#HY FQDN #8121 B Ff FQDN HIALhk#ff (8%
@57 A% F) FQDN R bbby o
I s sl T BGP > Peer IREGR e R, BE T s B A2 EL New Auth Profile CBY
Group C#f HERRE R ERE) o BNRR EHRE Name (458) . Secret (%
SEHEAD > %) I Confirm Secret (FERHE) .
Peer (H45)
PRFFEAER R | > HARIEETH 5 — B AR RVAR B8 OR B IRr [T 5 o 36 2 1 Sy B 1) 4% EH HEEAT
b FEak IR (SR & 0-1,200 b, FEEREZA 30 #0) .
EA 76 P AZGE B E AR B e R (TTL) (8 (02 0 & 255, THRRIH
0 . ¥ eBGPIME, THiAME 0FIR 1. B iBGPMH, THEZ
& 0 &7~ 255.
Bl JSCALE 388 R ] 6 € B B Y TCP 1E 4R Bl {#1% 25 —1# BGP B RGIE 2 [ 1 4t
B (BIEE 0-240 b, FHRRE A OFD)
PR R ] 5 e B P o B AR 2 AT, 2R E v G 113 4H KEEPALIVE B,
UPDATE #lUE 2 [H o] ge &k i iRs ] (# [l 3-3,600 #0, THAR
fE290F) .
] B R B IR ] e 2 FOHTE HULAR 2 it B 2 BT 7R A BR B I SE AR IR CHE [

BN AR—IE

#& 1-3,600 Fb, THRXAEZ 15F0) .

e HAIRSE, A Allow (FoFr) EEAMEZIRKE .

Uity JH 2

HHIEAR— AR e IEgE, W Allow (RFF) 2R B I E R R &

M R

AHFEHF | BGP > Peer IR AR U P um 4R (Non-Client (3EFH P

i Group C¥f i) . Client (JHF 5 5% Meshed Client (A94RH P O
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BGP imEifEa | e L&

SR > BT R AR BGP sk 3t e S RE R 5 SIS 21 )
Peer (HI5%) | .

> RS

TR A feeigima, SR AHEE.

BKE T e BB N RO 1P B ESE (1-100,000 2 AERR ) .

SR B A v IR KO SRS FIB i &S AT AS PATH JB M, R

1 [ (e 71 BRI RZ I R, DA SRS AS SRS ANTE AS PATH JE B
W GNRAETEE A, Bk e AR, CARTIR IR AR . B
W S AT IR B, (B A IO RE e A TR
R0

BFD A7 5 £y BGP v Bh B & 1) #E% 5 8] (BFD) (i1 B BGP

) BFD 5% : FIHE 270 i e 2% g 4 b &3 BGP 152
BFD) , niiStHNFHARRR EhE (FHRX BFD #%€) ,» BIHAER
BFD #%EH# Inherit-vr-global-setting (J LA4&7& BGP BFD i
ERE) , BUEEL New BFD Profile (it BFD #%5EH) (LA
HTH BFD #%ERE) o 12X Disable BFD (£ BFD) #J
1% ] BGP &) BFD.

(—) an R s s B F BFD, Ay T BGP (1
TS Er T, 3P BFD Dhag s RO . 5]
Regr BT BGP ik . f&7E i 4= A BFD
%, By Jotberis b By B BGP JdE, DUMEFE
S biE BFD. skl B g (3 BGP jlik
T, FREESENES, BEEERE.
bt EEFREO A G B AR IR R B
Ut BGP i Ly BFD,

BGP [ AAIkE t H
o AEE > RS A > BGP > [
o AR > HEHREHEK DA > BGP > B H
Add GBS Bk e AN ShE R, FH LR N\ BRE Y BGP #% Hi
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BGP [ A\ Fl1RE

S

H R E

BGP > [ A5

FiHI el &yl UL EZ N 1A U - E A KRRl e R
EH > 4 BE O Fl i 2 vl 5 31 T oc. R ZE LIS e e,

HAl PS8y, JEAR (). 798 (). 25 () Mk ns
AN

RCH TSR I ISR TE T RCE FE F

& JEEEDURH R FH e R R ) iy B A AH

AS-Path #ifll | BGP > [E AT | 552k fiiE AS B RIE R .

ERA BE W > bh¥t

PR P T 72 F 2 BB AL B of IO R JE B

7

ZER AL FER HI| T 5 FH A B 198 28 e A A e AR I A L

B

MED 7% 0-4,294,967,295 il [& N (1) 12 e i e 2 th D3 2 E

R #H%) Import Rule (BEXNFRRND 48 & AT I 25 bt B\ IR {1
PR T unicast (HLEREIX) | multicast (ZEEEE) B
both (W#&) -
#13%f Export Rule (BEHHIRID 48 5 K HE M0 % b 2% B
MFFEIESH : unicast (EERG{EHIX) | multicast (2 ELEE) 8L
both (&) »

(RN T 52 F 2 B % £h A 1P Lk BT B A o

1l A 6 FH 2R G328 4% 1 1) 1 — {181 8 2B % 2 B AR

P i By T 7 FH 2l B 128 4% e A s B 5 vy

B BGP > [E ANTX | #8EERM S MFFSLER T EHATINEIE (Allow (FTFF) 8%

bE > EE Deny (&) ) .
] TerE PN 280 (L@ R EEA Allow (FSEF) B o
A U5 2 e A IRIFSOE = (@R EES Allow (8

WP )

PAN-OS Web /il P 11.0

467 ©2024 Palo Alto Networks, Inc.



BGP #4544 =

BGP [ A\ Fl1RE

H R E

MED

Tk

fRE MED B ({8 REIER Allow (F8FF) B (O-

65,535).

i (i 2

T e NRE(E (A48 FH A BIE & Allow (FRiF) Ry) (O- 65,535).

JE 2L

Fa0E N E R b as (EEAREIES Allow (52
WP R

AS BE 1R il

T IR UG % th AR . IGP. EGP Y incomplete (£ ]
REIEZAllow (FLEF) )

AS %1%

TRAE AS ERIEIRMI CEDE R ENE & Allow (FFF) BE) .

Zawits

TR ASERIS: M. BB, fERTIIIN L. FEERILAE AT N
b (EER R & SRS .

IE AR

FREALHEIETH: . 2B, Bk Regex. MINEE S (f#
SCREEN S UILERED I DI

TROEAEREIETH: . SRR, 2ER Regex. PIINERE R (fF
SCEEN S TIPS PIVERd S DI

&5 Delete (|t

59 =

EABFEXHA], SN Clone (R A, AL
IEHUH R K I MoveUp (_EF%) B MoveDown ( F#)
DA EE HLIE T .

o
A

+ Network > Virtual Router > BGP > Conditional Adv (4% > E#tig s > BGP > &4 R E %)
BGP 1t 30 A 15 I SR 4% 1 A BGP % 1% (LocRIB) TR A Il (% s (R 25 al s AR At

RO PrEi s

IEE . ansR

e

R BRI 20— E AS, B, WOREA A 26 1SP 4

PRAEmR A, SR R R, HAREE A PR R AR TR Ry, A R —
A (LR, BRIl A .

PR, T DARRGE [AFAE] Bifii%E a8 LUAR € i 10 #8 B (Address Prefix (frhkafE
A ), BUKCRTE ) i % b AT AR B 1 (Bl AS BRASHIRITE SR S0 o W iRAEAKE BGP %
H & A RN 2B [ANAEAE] BRI SANAT I Eh B JOla 48 SO 2 5 24 45 il 8 2 4 0 1) 2 AR
H CHABAR R A BB FIE D o
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HHEBOEMMT A, SR Conditional Adv (RfFA ) HEL Add G XA,
SRR RE TR AR

BGP ffFA 2 |BEfE

HRE
JEHI BGP > &4 8 e P gt =0 5 BOR HL R 0 44 78
AAHE
R IR IR TE, AT RO e g 20 B BRI A .
R Add GETE) e H b g =0 75 BORH R ) it B A AH
[ANAFAE] B | BGP > 1644 {7 H B ¥8 e i B8 BB AT B . R B E S S
78 Aot > A7 | BIEA BGP XY, EfeeZt. (WRFAEN
1Efimias BB ST [AEAE] Ghiigeds, RRREmA &. )
Add CGHE) [AAAAE] BhisEss, W45 F A8 L Aiis 25 1) 44
G
J IEHYICISETH, W] RUE [AAFAE] iR
AS B H T 18 5 F A i AS B4 ) 1 HIIE 4 2
JEE
pawiess Al BN 5 e F 2R a2 4 3 o (B R E S
Y
SEfRAERERR R 8 52 FH 2l 128 S e pd B o B ) R FI I 2 5
T
MED T 5 M H A% MED 1A (H8[# 2 0-4,294,967,295)
iz T e B KOl R 1 i S B R (unicast (ELEL{EH

%) . multicast (ZEEZE) B both (W#E) ) DIEREGH
FAFF RS B AFAE . W SR A% % 3R A A AT RS ERAPAE, Bk
oA & A S B

(DA NERT AR e Add GErag) il D) A g m] I PE R (NLRI)
B o

N fE RS F5 7 FH 2 88 it bt (180T {1 B R0 4 i B AR G

P AL F6 52 FH 2 B S %% Hh 1) vt e P 85
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IERReipE S BGP > &4 EFEE, AR RB BEERFY BB &, LUE
AAT > A% | AR RAE [AALE] Bigtas b i s I At .
iR A S O B AR A [RFEE] BB, BRI A%
Add CHEE) AEEREESS, R & F AR L BT EE 23 ) 42 75 .

i 328 HJ b 398 T T R i 2R 4

AS FEIEHE I ¥ 7€ F AR Eiie AS 5158 ) 5 HI e 55

1B

AR R T T 52 FH A Bage a2 o A ) 1 I IE 4

=

FEfR AL AR R 8 5€ FH 2l fii 128 S R a7 B 1) 5 FI I 4

JEE

MED T 5 I B A% MED {l (H0[#2 0-4,294,967,295)

%R Y& 7€ 5 KOS AR AT B % B R I AT A A 2 B R A 1Y
B2 unicast (FEEGELE) . multicast (ZELHEIE) BY
both (&) -

R =R SHEMR IS B AFAERF T E A S E, Add i) D)
H4 % JE vl E M A (NLRI) BT & 5 o

T T i s S ISE B o4 10 T — (LI B o Al 49

108 St 7 T8 7 FH A B2t % i 1) s B B H 2%

BGP 4 H
* Network > Virtual Router > BGP > Aggregate (44 > FE#t#% H 2% > BGP > 544)

A —EENE, AL E R CITER RIS ED) &8 ~8E Ml (i EARER
R 5 LA B R T ZE AR R 3 2 o A i e o v B e

B VA

BGP >
aggregate

o N\ e AR FU) 14 44 4
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BGP =i ax €

Sy N P 20 e AR = i L ) PO B2 T B (P A hik/ T L =

GIRER
B
R JREV L IE, RO p IS TE 4R,
Summary ISR HY M358 TE ] 478 B
ASKE IREVLETE, R KRG S s AR I AS SEAEE (AS
) UEERAH BN AS RIS . AS T s 8 11 71 i i A
KAFHFEEL AS SERETE B,
2 BGP > ERTIE RIS A SR EE M. Add GHrg) 6 FEE 65
agyregate > LA
Ry B 128 2%
i IRV LEETH, ] ROH RSB i 25
AS 18RI #5 AS PATH $i 5 FH 2K B 158 157 s AW 06 146 oy () 5 T B =0, 131
EH I, ~5000 £RME AS 5000 24 [ H .
A R R Bt BEFR 7 A B Sy s AR S 2 el ) R LG,
G2V U1, 500:.* €L & F 500:x HALEE.
Jad iibswisS Rl By QAL TG 58 FH 2% B 158 15 e AR AR b % ey 6 R T A
TEE
MED 5 & T B 198 s e AR IR LE % i ) MED.
PR 6 & B B 2 A FERE S (IR A S ) B seaE R
H: unicast (BEHHI%X) | multicast (ZEHEE) B
both (&) -
(A =R iigy N A EERE SRR I AN A 5 14 1P ALk o
{1 B B iy NS LS5 2. BGP B B 5 10— B B85 A7k
1t ity Bl B NAE B (RS BGP R B 5 2 i B ) 1P A7k .
% BGP > A B AF B Ol i B N 2 T A B ISR 8 AT AR el G N 45 B IR A
aggregiilte> EFRBEM. #&—F Add G , WA A4 R,
N BRI SE
RCH IRELIETE, WO bR A AR ES
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BGP 54854 &

AS BRI
EHA

ey lbii
=X

TEAFR AL AR
T

MED

B R

(A R

RS

&y AS_PATH Hi % HI A A i3858 2> 1 W0 L4 % ey A9 A AT 50 5K

AL TSR RE FH AR IS5 2 T IR L 5 o (A RS 5 5

FYSEARAE AR A2 FH A BRIZEIRY 2 75 IR L5 iy (0 R R TE AR 5

T 52 FH AR Bl 3883 22 5 MR L5 ¢ 1 (1) MED fH .

i 5 TRV 4% Hh 2 P A s AR e 0 B A5 BRI 8% . unicast (B
BhEE) | multicast (ZEHEHIE) 8L both (W#E) -

i \ Y5323 BGP A %5 19 1P firhk.

NS E R BGP A5 2 1P Atk i~ —fl B B AL dE

e v B i NI I (IR EEEE BGP A5 1) 1l B i 2 i BRI 1P A
3.
BGP > TE a1
aggregate >
AHftreye | RAEBHETE | 0-4,204,967,295 4 [ N A HE (R 0T 25
MED 0-4,294,967,295 #{ [E [N 1) 22 Hi 1158 771 2% .
T 0-65,535 I [ A Fr I

RS

JEL A

AS FEAK PR ]

AS g%

At

N fEEERS 1P ALHE

B AYR: igp. egp.  BX incomplete (AN5EHE)

1-255 = N AS BEISFR 1 o

IR None (#%) X Prepend (FERTTHIIN L)

EEUER . None (f£) . RemoveAll (&%) . Remove
Regex (F%[4 Regex) . Append (Fffhn) =% Overwrite (7
H) .
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BGP 54854 &

JEAHAL T EEURERY . None (M) . RemoveAll (&#i#%) . Remove
Regex (¥4 Regex) . Append ([ B¢ Overwrite (7

) o

BGP HraHhA N 5 %
« Network > Virtual Router > BGP > Redist Rules (481 > E#tig th 2% > BGP > & iAo HID
e N RPERIAEE, DA RO BGP B H AR A

BGP EHiufh | st e B

LR E

FHFEH AL | BGP > H¥ FURFBH KM 1 FL THER 6 b 2T U 22 BGP i

TER % gl

EA Add GHrE) IP T4 ul ol 28 57 BT Ui R

RCH RIS TE,  A)ROR S EE T U R R

MR 6 7E % H o8 S A 2R % i b . unicast (EREL(E
i%) . multicast (ZEHE%) 8¢ both (W)

FRiE it \ 1-65,535 &1 [ N [ .

FE SR A EEHTHUM ) % IR U B (igp. egp X
incomplete) . incomplete {H %7~ CLIEAR 1%

%€ MED o EE TG 1) 2% i\ 0-4,294,967,295 i & [N ] MED.

5 S AN H (i 2 o E T ERA () % FR A N 0-4,294,967,295 # [ P (1) A K Al 1735

e 5E o

T AS HRIK T B () % FH B N 1-255 S 1E ) AS B AR PR o

PR ]

e RE IRE El i NI B N AT B ASIVAL R R 32 K7t
f8; ASHI VAL #7E 0-65535 [ 80 [E N . B AN ANHEE 10 111
FEBE
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BGP =i i

FREE

R E AR A T SHEALBUE TYPE:AS:VAL B¢ TYPE:IP.VAL #=[1) 64
figefl. TYPE & 16 776 ASEL IP /& 16 776, VAL /& 32
PLTG. HNANERIE 5 1) 2B AR

|P £ B {dik
« Network > Virtual Router > Multicast (43#% > k% 2% > 2 8{EH%)
R E 2 Bh AL A B T R N AR E R E

FiH] IR IR IH AT RO 2 B A B

UbAh, WA R A H B EEAT R E

* RendezvousPoint (& &8 « FE2R 20 EIE G &8 T

* Interfaces (/M) : BEZ R 2 B EA ] FLAG.

* SPT Threshold (SPT EfE) : &F£:[d 2 81k SPT F{H A 4.

* Source Specific Address Space CRUFREE ML) 552 B 2 BRI A iRy e (o bk 7
o RS FE2H 2R A

» Network > Virtual Router > Multicast > Rendezvous Point (491 > &g i 28 > ZBLEGE > & 5
2

R T AIMRAL, A€ 1P 2R ER & G X

RS AR MR SR h B BT IS S B (RP) B, 578 RP L ZH I
wE A PIM b as b, e RP RIS B EhIEHEUMNAS .

o BRI RP{EIL RSB At LT, SHIEDULIRTE

« FFRE—FEE RPIWEFRE IP Ak, ZRABME T 405 bt RP
Interface (RP #1ifii) Hi RP Address (RP firdib) fI%IE, W)
TEANE S35 I BF AR RP, 10 2 04 fif F 48 52 1 RP, R i%
Overridelearned RP for thesamegroup (78 %3 #H FIEEAH 1 £ 40
RP) .
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R R IRt 8% LT RP R E A E A

* RPMIE — B RP AYS M A3 A TR A ]
B L3. VLAN. %5g# Ethernet JLiEiH .

* RP{ifik — 3 RP Y 1P ArhE.
o [BENERE — faoE % RP AEMEAIET (TR 192) .
o PR NG — 15 R RP UL R

o PRAHVE B — W R RIEE Static (§$5E) B Candidate (fEi®) , %
— N Add Gt mlfR e HALE ., 18 elral 2 ik RP 55K
ZE PR A

i i Rendezvous Point % —1 Add Gt Wefee Ny &
* IPfihk — F5%E RP I IP Ak

« ERMERAEN R SRR PR E e SR, mAME
FIEH S AR B ) & 5 B .

o MR — fE AT EL, e IO ALOERE A LU AL ) RP.

2 BB A T H
+ Network > Virtual Router > Multicast > Interfaces (491 > fE#EEE HH 28 > ZBLEGE > /D
i R BRI, L B 2 IGMP. PIM FIEE AR PR 25 5 1 22 B 5% A T -

N

Z A EIAROE—

LK i N S T A AL ) 44 748
34 ] iy NI HUPEER B
s Add GHTHE) — B8 2 8 TA sZ A T A A0 B b7 Ol A i, PR e] 3L A

ZEEIE BRI . IGP R E M PIM X E

FEARRERR i€ 28l PIM Any-Source % B{#i% (ASM) E{ PIM Source-Specific
ZEHEE (SSM) % BE AR

« Any Source (fEMAYE) —Add CHri%) Name (4#5) Lg%
FhiEI% Group (R4 |, RZBEALME oFrRUsOR B FE A TEA A
] AT AT 2 Y5 22 B 2 . ERFAH THRR A Included (280)
£ Any Source (AEATT2RYE) JEH Y. HBUHIEEAL Included (£L5)
DA SR AR R i A I B A A B (0 A 4H
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Z A EIAROE— T

* Source Specific CRYEHFE) — &2 Bifdi% Group (B4 Ml
Source (#J5) IP ik ¥Add CHril) Name (%478) , HAa
FEEA TR A AT B0 2 BN . SRR A AN A Y5 ) TH R 2%
Included CHL%) 1E 2RIEHFFETFH N BUHIER Included (£
B DS ERHERR 15 AT T ik AH BB R AR AN 2 Y e

IGMP

TE5C IGMP U IIRE 020 A 22 B IR B2 AL 10 17 () 1 T O]
IGMP.

* BH—IZEELCIRH IGMP #7E.
* IGMP [RA — IZEUELEA T E#ATIES 1. 2 38 3 K.

o DR AR 1P S IH—IRE PAZE A ] IGMPV2 B IGMPV3 i,
BRI RS EOR IPIRTH, 7B IGMPVL A2, 002815 F s
IEO

o IneRiE—ERCRARE BRI BEE (R 187, THRA
2) o WREEERMRE R, SRR KE.

o BORARIE—TRE AN AR SR I SO el s B R (BEREA 1
3| 65,535 B MEFRD .

o BRI T8 € I TR fO o (0 2 B LR R (R4 1
3| 65,535 B MR .

« EAAHRE — fEE T AIROE:
o ARG — 18 E BE AR B TE R B ] B

o B OK AR O] R ] —Fi € — AR BRSO Bl TR (1) B f= s
fi o

o BB BRI — $RE R EUR A ARIE A RS (B U]
JEAE RIS 2 BB REAH A RIUE D) 22 ] AR [ e g

o 7 RIVEE B —aS E LAAE USRI B UG IR Sz RV B R Al

PIM #H5E

6 5 1WA 1 e M 0L 22 B E % (PIM) 558
o B —IREL L fO A T R oA B PIM ERUEL . S ZE RO A
1 DABg % 2 BhEUE R &
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Routers CEEERESHH2S) , ARIEIEE — T H More Runtime Stats (2 3UTREESiAT &
B, DEEH B Ay 1R AN A, B B B0 R DL R AR R I I E AL B e RN RE
. 18 SR PR R R R ph AR B — B T BRI A U E BRI E R

o B GRALEHRISE D
© BGP CEEHIH B INAH DR
TR R T B B e R

* Network > Routing > Logical Routers > More Runtime Stats (491 > i i1 > #2428 > % 28347
Fis Bt at B RD

RS ABR AR, AR, BRI B PR B B h 2 B BT I B T R

MR

B R HE R I IPv4 Only (f££ 1Pv4) . IPv6 Only (f# IPv6) BX
IPv4and IPv6 (IPv4 1 IPv6) (TE#RME) LAFEHIE RS
Fh BE NI A7 1k R R A

H i s MRUE B pH 22 ] BE 4G EE |Pva 7 bk BRAE K =, 851 IPv6
o7 ik B B AR

i R AUAE H A AR R 1) R — (8 BB B % 5 19 1P f7 4k, 0.0.0.0
[T 18] e B 3 s THER % HH

THE FeReZ s R AP RE . AR, EAIEIH BGP
Ho

fets BRI A E i 2 W —  H AR A 2R
—{H B Ry, ERIA RIREEEN B . &2 HiEA
SE & R AN A O B Y, 40 RIP 5 FH B BE ST

CLIZHYL WSRR, R 2 true; WERER, AIATH.

RS MR IEE S

E#H) WSRO, R 2 true; =, A& H.

ST T I A A A T S R R — [ R
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o ATAMT A FFREES Y BOAE — BR PR H BB PR, BTk
it KRR A A B B, ELRE AT A S R

AR e RS B AR O, R RoR
Disabled (f#H)

STATUS (JIR5E) LA ICMP ping 2 B 1211 H i3 5% Re % da ik
RE: Up (B . Down (BB , 7 HISHEEFRER
(1) 8 1% 5 425 2 Disabled (2 .

R TE R R B R BT P B st R

S B th 251 BGP Wit ik
AR I R B A ) BGP AT RS B Gt &R .

BGP AT & Bint Bk

SR BGP CHUH: .

HHI%E 1D TR H % A RS S 1D

AHEAS MR AR AT AS,

HATE X AS AR, RGO 2 trues WARIOH, RII&

PRIgE AR A B A2

ZH
GNSRROH, RUGZIRAL 2 true; AERRIGH, RIZ2 A

THBEAS B i 55 5

TR 1 5 € i o

AR SRR I H BT )

WSRO, RIGZIRAL % true; WEARARBOH, RI&TEA.

I R B E BRG] ()

AR R M EB BN s [ B R S TR ) (RD)

Iy I R PRE ] (R

AR R EBT RN s (VB i RG] (B

Ih#& ik MED

SRR, RGO 2 true; WEARRIH, A& A,

Ay e MED Ebig

SRR, RGO 2 true; WEARRIGH, A& A,
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A
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Peer Group CHFEEREAD

A5 TR AR A I A R

K 1P R A% BGP A IP izttt

A AS AHE BGP Bl K fia T & ) AS.

HEIP B 1P 7.

i AS BIZETE I AS.
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R CLg T

SR E R

e HEEREAH ) 44 48

KAy WOE SRS, {510 ebgp B ibgp.

REFIEED (D)

REFF BRI (D)

OREFIREI] D)

RIFHIRER] (2D &

IP AR, RGO 2 true; WEARARIH, A& A,
IPv6 AR, RGO 2 true; WARRIGH, A& A,

s/ ME R H R R

/N IR (D) .

B RL % WSRO, RIEZMRAT 2 true; TR REUH, RlAZA.

% H

P R IPv4 B IPv6 B H . IPv4 81 IPV6 A7 hE FNETAR =
.
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J5 B HE ISR, 1GP B e
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Network > Routing > Logical Routers (48 > % > i

A% )

5 FH A T B o 2 A0 9 R B oy B2 00 22 B = o it el R B e (BRBBE D), Bl JONR 7o B R el 2%
SRS 2UA AR i o AERT JORE _EoE FARRE S = RE AT . [BBE AT K VLAN ST #R % 287

S 3 W (255 PR 2 A 9

o BFAIES T AT RT DA JBS sl i ph s

TDM%(%§>>&mp®%®:memmm(Eﬂ)%f~$%%J¢M%Amei

Routing CEFZEG ), SR12 B2 A0 HHT BB K i 2 4%

HRRE I AR AT fE A

TE o R IR I bR 2% 75 EAY 2R = A T HT G R K 2%, N0 AR AN S R B B B AN B RE K Hh i
e AT R A . Ehn] DLEk e HAR D) RE, %1 ECMP 1 BFD.

TR A% A BT R i :

A 3 R
Bt P RER

iR

OSPF

OSPF % HH 7% e h
OSPFv3

OSPFv3 % ik e fi
BGP

BGP % % &
EZ UL SeS

2 BhEI% K th B e
RIPv2
RIPV2 i HH &% € 1%
BFD % H17% & 1

AL I rh % 10 R A
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firt R

PAN-OS Web /il P 11.0

497

©2024 Palo Alto Networks, Inc.



A%

Network > Routing> Logical Routers > General (41 > % H > i# i
A > — 0
A Advanced Routing CIEEFEESH1)  (Device (#£H) > Setup (GRE) >Management CEEE) )
1%, B O G i o ) 25 AT R RN B RE K bl o JEIE B R AR EORIE TR YR W R R TR A AR AN 2R
=g .
S AT DLISESE 2R K PR AR B S E L RS (ECMP). ECMP JEH & —FRAMER ThAE, Al ARG Kok %
A VUME H e RS E R . 25 b Thae, RIE-G 208 B A R SRR ke, B3R 2%
S R PR — SR B, AT R AR R b A AN e P AT e A Y
B, BRAEATIZEA S B A BT, BT R HERS th 28 L ECMP IhiE, WIRERs O Higxt R b H 2 H I
20 H ph S ERE AR, 18 0l O L
o FEIE 2 AE S EEAS T E (TAERSEY) BdE-ror2IAH R 0 B i,
o fEH H AR R 2 FrA 1EAs LT AR, T ARG AN e A
o SRIEGERE, R A ECMP B & B B R DT A R B 09, W dE S A 2% s A
i Bl RIB RIEFE BT RS, A B A PR 4% 2 FUURE (1) 4 BEIRE 1]

ECMP £ P i 2 A5 TARPS BU@ A e i), AR A iR« IERR By SOt &
FEH TARRE B P AR ISR MR AS, MU ARAERT JORM BRI B B R I

TEEH % 4% 10— R E

i R 2 AR B B B ph e O A4 F (% 3L ME 7 I0) - #MEE 72K

N, HWERME—, FHEMH PR B, EEHRELRAR

A TH

AT T LA S R I 2SR S =R . IE A AT AR
i EH 2 I el R R AT
HEIRENIER, 2% (M > ).
A T A A i by 2y, L CUHLAR R e Bl i B 4 i
RIB.

T PH B

R HE A 1 5 255; FERAE A 10.

EFRE IPV6 HOE A 1 3 255; THERE A 10.

OSPF [ 1%, N H[E A 1 & 255; FHRX{H A 110.

OSPF [ 45, [t HiE A 1 % 255; THRR(H % 110.
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i

B 28 ) — B E

OSPF 4h il B A 1 & 255; FERY(H 2 110,

OSPFv3 & 15, N B A 1 %2 255; THRH %A 110,

OSPFv3 [ 15 [H] Bl A 1 %2 255; THRR(E % 110,

OSPFv3 #hf B[ 4y 1 & 255; THERKAE A 110,

BGP AS N B[ Ay 1 & 255; FERKAH A 200,

BGP AS 4Mit HiE A 1 £ 255; FHRXEHZ 20.

BGP A< % HiE A 1 £ 255; THRRH % 20.

RIP WA 1 & 255, FEZE A 120.

ECMP

R Ayl P A RO 518 2 B$4% (ECMP).

B[R] (%)) #%—F Symmetric Return CEABE[A]) 5348 [m] 3£
i H )R B B N S BB PR ) — M A 1T R BIVRH K ks 156
L E AR ingress /T, TMAEMERH ECMP /i, Kk
Symmetric Return CHIFEE R 3 &8 S AP . RaEMRMH
Jik 28 2 FH 7 s O U e A AT A

JEURS R Y S 15 RyER, YR AR OE R IKE F1 IPSec i & it ECMP & #F-1 )7
VEWEE A T . I E Strict Source Path (s s IR )
DLRE AR5 E BT K% 9 TKE AT 1PSec i B 15484 | PSec 8 1E [ 3R
IP ALk & f BBl T . E B Ok A 28 ISP $E4L2[F—H
(P T SR B AR RS, ST AR [ BORS 2RIRER AR | o 1SP i il
1T I m) B A% (RPF) Ay (il 47 HoAthbg 2 DABH 1E 1P Az hE4%
it , DR ENR BN E— A . K4 ECMP FH &
FR 4R € 1 ECMP 5 vE s i A T g A2 32845 2R YA THIAE 2%
AT , BEATE ISP IITEN, Kb ISP AT RE e S A vE N
B FE . EIEMEILT, FEMUH [EREARIERE ], PUERL K
st ] 1PSec 18 135 1P A7 4k B J& 1A T E A S A 1T

AR B ONSEE RIS FR: (20 3EL4) FA[E RIB 553 FIB 2

H AR . TR 2.
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T FUFG rp— fIE LA R Ak b 2% L AE I ECMIP £ a1 i i B

1. ECMP ST i E TARRPE B S 5E i), M ARFE &1 JE A
e TERARET Kl (ECMP) & 7537 TAF RS BB 46 g8 4 55 (H
BRAS, AR RRUCUS R R i 4

* IPModulo (IP#i#0) —IKTERE, HE RS h % & 4 b T
TAEPS B AT AP, SR TE S g 3 A E v ) SR Y B H
(P 1P A7 ik ) 2 923 Al e e B4 R —{lEl ECMP 2% o

« IPHash (IP ¥ —A5 MR |P 22 7 1 a] A il o S48 i1
ECMP #% Hi:

o WIREEEE 1P Hash (IPEREE) , RIIB O TERR A5 fd FH s R
=L H i 1P A7k .

o BHE, AT DUSRER(E AL AR PEAIE (PAN-OS 8.0.3 f2 B3
WA D o 1P 3R AT RECR BT A T AE B B i 42
PRI [R) 4 R AH [F) 2 95 1P 7 ik

. THJiEIEIREL Use Source/Destination Ports (i FH sk Ji# H 1)
B DA ST — AT 5 e . St mT DL
N Hash Seed CGREZERET) {f CB#0 , & SHEHERA

o IIREME BRI B B YR — by Sk ] A S B AN ] AR 2 i L

& o IR A AR, SBR[ SAE . % —F Add CHr

H) , IR INRETEIRAL B B AL P A Interface (A

) o BHARRE A TN ZE R %A T P NHE . Weight (i

ME) FHR%Z 100 b, R 1-255. 45 SE RS I RE(E #x

m, B AT TAERS BoR BGE S E RS A TRl

THLAE LIS A I S IR, SETE 2 ECMP il E 4RIt

B PR LS . PR R Add GERIg) AT H A 6 ) T B

B

o CPEIEERIC B B K ECMP T/ERS B P15 40 e 24 4%

Z [

RIB fifii# a3

|Pv4 - BGP % H1 ¥ JE

I3 L BI0 A EE A0A i S I DA ) BT 1 31 4235k RIB 1) IPv4 BGP
B . THRZIE A None (M) .

|Pv4 - OSPFV2 1% i %} 1E

J28 B BIC A EE S0A i E  JE DA % ) LR I B 448 RIB 1 IPv4
OSPFv2 M H . FHEX{E % None (ff£) .
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|Pv4 - 55 BB ¥t ISR T B B A % SR DL ) LT 1 3 44 RIB FY 1PV4 B
R . THRZIE A None (M) .

IPv4 - RIP 2% 1} i 198 Y BI04 R I0A i S I DA% ) LT 1 B 43k RIB 19 RIP %
. TERX(EZ None (M) .

IPv6 - BGP % Hi ¥} i J9E HY BT 2 B IO % AT I DA ) BT B 435 RIB /Y IPv6 BGP
B . THRXIE A None (M) .

|Pv6 - OSPFv3 % Hi ¥ JiE JEE H BIC T A EE FSOA  E  JE DA ) BT B 448 RIB 1) IPv6
OSPFv3 M H . THRX{H % None (ff£) .

IPV6 - 5 R HH 3 ISR T B e B A 4% 3 DL 3 1) BT 1 3 44 RIB FY 1PV6
REEEHH . THAZ{E % None (#) .

Network > Routing > Logical Routers > Static (48 > (> #fE
H &% > #§FRE)
CHEFF) 53 Pt th 231 95 |- 2 0 REL B 1 5480 S 0 7 6 . IR 1 Pud 51 PVB, #AR
Add CHFHD (R 1PvA o 1Pv6 BB 1. 3, 1A L0 P 1 (0.0.0.00). FEIZREH Fh it
B ET R, T B o 58 0B 2 R B LT

A3 R Hh X

i g N\ FH ARG R RERE A8 (R 3L 0D « AR 7 K/
5, HAAJRME—, SHEMA TR By, T gRi AR

H b T S 483k [ % 3SR X (CIDR) AZE T i A | P Az 1k R 45 4 3
. ip_address/ g (flhn, JEAHA 1Pv4 1) 192.168.2.0/24, B
FHJA 1Pv6 [ 2001:db8::/32) o B, T LG KA 2 |P 48 I i £8

A o
i SR A B 00 A2 H A B T, BOE B R R

T, BITIE I IHERTE . 8 A 1 DA O3 A (A T EAT BE fig
MRS, AN EAS B B iR b AR SRS B N —(EEEEL A . TH
F%fH %A None (fi) .

RS BT A —IH:

* |PAddress (IP fiihit) B¢ 1Pv6 Address (IPv6 firhik) —isE LA
B NN — 1 BEEG I B2 /IPV6 S hlk, B H el g 7 HE A | P A
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7 BB EH R E

BRI HEDIE . IPVA AL HED I 2B 132 IAFERIERR, IPV6
HIlJ& /128, ({EEE 2 =& /1l ) f&.042H Enable | Pv6 on the
interface (ZEAMTH _FHEOH 1Pv6) , LUEFT IPv6e T — 1l B EL A7 4k o

« Next LR CF—{HBiHK 1 2s) —ISHEEA N —(HBREH N —
I R i P 2

*  FQDN—Hfir N B 2 N — I BB 1 58 4 S A% AR 3 44 7

« Discard (&8) —RIUE R EEEZE LR H MR E

* None (f£) — (FHH) WREEHRA T —(HBE, 5SS
TH. fildn, BhBTEGEARATE BN —HEEEy, KNAERS R —HE
TETT I

B [ 3 FyEF B B4R 2 R (BEE% 10 & 240) .
TEtR AyiF ARGt A A TR (REEIE 1 % 65,535; THR{E Ay 10) .

RFD &% 5E i

IR EHT & BFD s e g UL E H 2 FF B . THAZE 4 None (Disable
BFD) (f& ({£H BFD) ) .

it B

RN DA e M B AR

FiH

AyHFHES BH Enable (R BRI %,

R RAT

SR i s 52 A% (X B AT A B AT L RT3 5 R B 4SS A58 2 ] A 119
CRER:

o Any (fRE{a) —&EFRERG I MAE— 32 B4 10 H 13t #325% 18 ICMP
HAR, BhkiEEE RIB M FIB BRaiFRels i, ILEBhRealifFreRk
prb, SR ) [E]— H A R B A R 3 16 & FIB.

o All (£ —UnE ICMP L EARFFRERE K TG 2 B H T
M, BEJOREEPE RIB A FIB A8 RigReRc tr, IR NAIE H 1
o H B N B AR B R ol T RE IS B G & FIB.

AN (430 Al B — 2 B B s (Bldn, &2 BiErH

(o FE BEAR AT MERE R ) % H AR RB S B AR BGR SR R T RE 1

S A DR B R T (90 )

i A\ L PA B A B4 b SR DR R A IR R 7 S B — B A B
AP ILETA B H R &, HAER KORE 55 B b BT 224
£ RIB |, WAGRFF AR QR EH R 20 ELIS A5 AN B P B
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A DR B PR ] e 25 ) PR el B, BB B P e R T, EL R R PA 0
Sy lnl B I AR REIRY, A1 RFaS & EOBTRLED . %5 Preemptive Hold
Time CRAGOREEFRERHD & 0, &R JOIRE B B AL ok
REIRE L ZI A B P HE BT 2246 % RIB. #IMELE 0 % 1,440; THXAA %
2,

A

AEAEIH K Add gD 2/ (&% 31T 0) « ZMEE 7K
NG, HZERME—. REEMEM TR By IR IRAR

FiCH

ISR R & 2% 55 RB I bb RO S bR e H B RO BRI A 1% By kRS i
ICMP ping {33 £ 1t H 1.

HeJE 1P

IEHIP A2k, 7EBHESIE H K ICMP ping 1, 55 KOS E-A5E FH it

P HEAE 2 AR R -

o FNTHAZE P ALHE, ESIEEL—1

o IRTHRE, ATEEOUATH, B OREE R PR IRAG A T 2R — 1 1P AL
Hk .

« 51Ei%EL DHCP (Use DHCP Client address) (DHCP (fdi
DHCP H Pumfrik) O, By kise 8 DHCP =8IRS/
ifrhl. #EAEH DHCP Ak, AliEHINetwork (498%) >
Interfaces (1) > Ethernet (Z K&8%) WHE 2 KA 1H
(%, #R4% %% — T Dynamic DHCP Client (#)%& DHCP [ F
U)o IPALHEEBURTEENRE IP A AR AL G

« PPPOE ({f PPPoE F = siifir i)

=

<]

HEH Ip

T NfE 4 FEE R IPALHE SR, B Ot w1 R A kI AT
PR, ZEIEH H BN IRt F A0 28 08 FAH R LAk S
(IPv4 B IPv6)

Ping [ElfE (F)

R ICMPping [HF& (F0) , DABEE RS Jofis B S HISAE (ping
BB HE KM 5 $E A 1% 60; THRMEA 3.

Ping 518K

FEMAREH, AR JOREREEAS L AR AT, 1ICMP ping B AV B

PR H b R R ECR . R Any (EEfD BUAN (28D R

W, RSB R R HOIRRR, RIS SOl & B RIB A2 RR 1T RE I H
(if# /2 3 2 10; THRR(HA 5) .

4, Ping [HFE % 3 70 H. Ping ft#UA& 2% ping 5 ¥k (B KA fE IR 2
15 B A UL R ping) FoR BEAE B4R A BT L. A R
FAERBOIRRE T, HB5JOlsfE 15 AR 3R ping,  FIE A & g &
A MR Any (B 3L AI (23D REBUESE, B Any (T
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Network > Routing> Logical Routers > OSPF (441% > & > i# g ik

22 > OSPF)

TR AP i ph 51 B L AR th AR 0 OSPRV2 IS EE -

OSPF % 5E

FiH]

]

Ay R 25 BT OSPF.

M7 1D

PRH 1Pv4 £ fib A% Ul N B EH2S 1D
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Sl MET IR AS

L SR 5 ) K () S OSPR, 5388 B Bl0HT
BFD X & . THRZ{E % None (Disable BFD) (##: ({%H]
BFD) ) .

S EUH AR T A e R LLE TS OSPF.

A3 AR A IS HY BT 2 OSPF A1l 1 Rr a4 L H A OSPF.

BT HUA R A N B i OSPF =5 3T B M 35 2 7 LAKE |Pv4 B3 RE IS HH
CUEAR IS . 1Pv4 BGP i 8l |Pv4 FHER % HH E5 8T R
FI| OSPF H4% k78 & )i .
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757 AR 2% A TR TR 355 1) — 38 40 DA ZE 42 52 WO U S
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EH AR (1) FL A 24 EH Bl B R 1 5K

fH 37k 2 (1% Stub AT NSSA (5 158 JSEE TE DL BH 11 5% 15 3854%
WO 3L LSA, 1T isb RZ I B i

THRR & AR IR (1P NSSA [ 1) IR EHIETE LUE OSPF 45k TH R 1%
i

fets 2 NSSA ) B NTERR I E &, fEA 12
16,777,214; THAE 45 10,

AR CIEPE NSSA [ Typel (AL 1) B5f Type2 (S
2)

ABR T SR R p A A% [ JeaE S A ISR b SR T, DA
BB 1 T AR P DU AR AL

BE N\ 375 B IR BT R IGEE, UMREE |Pv4 2R YEA7 HE B2 N 3%
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L 70 7 B RH 1k 5 15 Eh 2 ) L A B 45
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BEL L5 8 2 25 1) EL Al ot
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